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Preface
This report summarizes cybersecurity trends during fiscal year 2020 along with our
related activities at NTT Secure Platform Laboratories which became the NTT
Social Informatics Laboratories on July 1, 2021.
We hope this report will make readers more aware of cyber-threat trends and the
efforts undertaken by the NTT Group to ensure safety and security in their services and systems against these threats.

September 2021
NTT Social Informatics Laboratories

Shinichi Hirata,
Vice President

＊ This report contains information and cites URLs applicable to fiscal year 2020. In some cases, content
or link information might have changed or been deleted.
＊ Names of products, services, organizations, etc., appearing in this document are trademarks or registered trademarks of their respective companies or institutions.
＊ A symbol indicating trademark, registered trademark, or another mark used in relation with the registration of a product or service may not accompany mention of said product or service.
The omission of such a symbol does not indicate in any way disregard of the product or service’s trademark registration.
＊ NTT Secure Platform Laboratories was reorganized as the NTT Social Informatics Laboratories on
July 1, 2021.
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Introduction to NTT-CERT
The NTT Social Informatics Laboratories provide technical support for strengthening security throughout the NTT Group
by leveraging security research and expertise with the help of NTT-CERT, the NTT Group’s Computer Security Incident
Response Team (CSIRT).

NTT Social Informatics Laboratories

NTT Group
Internal Information
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Vulnerability Information Sharing

Incident Handling

Vulnerability Handling

Security Education and Training

Security Consulting (etc.)

Security Research Activities
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Security information analysis
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(1) Detection and Protection Technologies
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(2) Cryptographic Protocols
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Summary of NTT-CERT Activities
NTT-CERT was established in 2004 as the NTT Group’s CSIRT.
It promptly gathers security information for planning preventive measures and to minimize the impact of incidents
throughout the entire NTT Group.
Open source security information,
intelligence gathering,
SNS rumor investigations.

FIRST, NCA, and
Other External Institutions

Feedback

NTT-CERT’s
Sample Group
Support Policies

Training (etc.)

Attack Detection

CSIRT Responsibilities

Security Operations
Accumulation and Application of Expertise

・Security SE
・Security Education

Incident

Collection and
Sharing of Vulnerabilities
and Other Information

Early Detection of Vulnerabilities
and Attacks Along with the Collection
and Analysis of Related Information

・Information for Verifying
Vulnerabilities
・Information on Undisclosed
Vulnerabilities

Specialized response support and
prompt communication of information to
the right people in the right places

・Incident Reporting
・Data Leak Detection

Information Sharing
Analysis / Investigation

Open Consultation

Support for the NTT Group at Each Phase
Risk Management
Prevention and Minimization of Damages

Companies in the NTT Group
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Response when
Damage Is Incurred

・Incident Response and
Support
・Case Study Sharing

Response and Support

Precautionary /
Emergency Support

Ordinary
Support

Precautionary
Measures

Summary of Security Research Activities
From prevention to detection and incident response, the NTT companies are supported and technology is established
to consistently strengthen security operations.

The Group
Companies’
Security Operations

Field Support

R&D Missions

Prevention

Impact Reduction

Precautionary Measures

Technical support related to
implementation procedures
and building facilities for
inspections in the group
companies' environments

Evaluating Security Products
Evaluations of the features,
performance and vulnerabilities of
new products and technologies plus
reports on the measures needed to
utilize them properly.

Technical support related to
introducing log analysis
methods and blacklists as well
as handling the results of
security diagnoses conducted
on the group companies

Security Diagnosis
NTT-CERT periodically scans and
analyzes the web sites of
companies in the group for
tampering, vulnerabilities, and any
gaps in their defenses; if a problem
is found, the appropriate steps are
taken to address it.
Providing Blacklists
NTT-CERT rolls out blacklists built in
research labs (i.e. updates to
existing blacklists, such as the ones
provided by antivirus vendors) to
companies in the group and thus
contributes to blocking attacks.
Security Information Analysis
NTT-CERT collects and
comprehensively analyzes
security-related information
available on the Internet and
unpublished information from
security vendors and shares the
latest updates.
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Incident Response

On-site technical support
when applying technological
solutions and determining
what to analyze

Applying Forensic
Analysis to Malware
While responding to a security
incident, NTT-CERT establishes
methods for analyzing deeper
problems that are difficult for a
company to discover (e.g. in
malicious programs as well as in
access points and system logs) and
at the same time continuously
maintains and improves security
following technological changes.
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Threat Based Penetration Testing
Technology
Establish technologies needed to
check and search for system
vulnerabilities from the perspective
of an attacker.

Detection
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The State of Cybersecurity (Executive Summary)
In Chapter 1, we will describe the security trends of fiscal year 2020 while providing a summary of the
information in this report.
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In fiscal year 2020, the novel coronavirus pandemic (COVID-19 pandemic) wreaked havoc around the world
and impacted all aspects of society. In the area of information security, there was a flood of attacks that exploited
the COVID-19 pandemic (phishing, related ransomware attacks on healthcare providers, etc.), of false information
on social networking services (SNS) (fraudulent treatment methods, COVID-19 conspiracy theories, vaccine-related
misinformation, etc.), and of attacks associated with the rapid expansion of teleworking (attacks against vulnerable
teleworking environments, attacks exploiting vulnerabilities in VPN equipment, attacks targeting Web conference
platforms, etc.). To prevent the spread of infection, ICT technology, mainly involving smartphones, was used in
different countries to detect and track infected persons and trace their contacts. These measures reflected each
country’ s concept of privacy.
In addition, incidents motivated by economic profit continued. These include cyberattacks on cryptocurrencies,
damage from fraudulent CEO email, and increase in ransomware attacks. There were also serious attacks on
supply chains, including a large-scale attack that targeted a vulnerability in the IT monitoring tool SolarWinds
and an attack that was thought to be an abuse of PoC attack code issued privately by Microsoft as an effort to
address its software vulnerabilities before public patch release.
Furthermore, cyberspace issues again had major effects on the international state of affairs in 2020. Specific
issues included intensifying confrontations between the United States and China, discussions on regulation
focused on international taxation of giant IT companies (mainly the “GAFA” companies) and the negative effects
of monopolies, the use of personal information, and measures against fake news.

(1) Attack targeting vulnerable Salesforce settings
(2) Increased damages from skillfully targeted email attacks (Emotet in particular) and business email attacks
(3) Smart phone attacks on electronic payment settlement functions (DOCOMO account)
(4) Announcement of targeted attacks on Japan’s defense industry over many years (Mitsubishi Heavy Industries,
NEC, Kobe Steel, and Pasco)
(5) Large-scale failure of cloud services (AWS, Google, Office 365, etc.), which are part of the social infrastructure
(6) Frequent advanced phishing and list-type attacks, and massive information leaks from websites
The NTT Group issued reports about large-scale targeted attacks against NTT Group companies, attacks
exploiting NTT DOCOMO account e-payment service, and took measures in response.
The NTT Group made progress toward network services that create new value, such as advancement of the
IOWN concept announced in 2019, announcement of NTT DOCOMO’ s restructuring, expansion of 5G services
and the new ahamo service by NTT DOCOMO, and new services using 5G.
In Chapter 2, we will organize and analyze trends based on articles, reports, and other information related to
security incidents.
In Chapter 3, we will report on the activities of NTT-CERT and the NTT Group to address security incidents,
including specific examples where applicable.
In Chapter 4, we will report topics and technological trends related to cybersecurity.
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Security trends in Japan in fiscal year 2020 reported many attacks, including the resurgence of Emotet, targeted
ransomware attacks, increase in phishing attacks, attacks on vulnerable smartphone e-payment services, and
large-scale incidents on major infrastructures.

2

Worldwide Cybersecurity Cases
In Chapter 2, we first summarize security incidents that occurred in fiscal year 2020. We then report on the
results of analyzing incidents that became noteworthy topics of discussion.
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2-1 Summary Report of Cases

First Quarter (April – June 2020)
・ Incidents related to teleworking, such as Zoom vulnerabilities and Zoom bombing, occurred. Guidelines for countermeasures
were released.
Other teleworking issues such as bandwidth pressure on VPNs emerged.
・NTT Communications announced that it had been the victim of targeted attacks.
・The Ministry of Health, Labour and Welfare of Japan (MHLW) launched COCOA, a COVID-19 contact-confirming application.
However, many bugs were found, revealing issues with its development.
・ A law to tighten regulations on giant IT companies was enacted.

Second Quarter (July – September 2020)
・Many network infrastructure vulnerabilities, including in Citrix, BIG-IP, and Windows DNS software, were discovered.
・Twitter was hijacked through spear phishing.
・JPCERT/CC issued warning about the reemergence of Emotet attacks.
・Worldwide ransomware attacks continued, including a global outage of Garmin’s smart devices due to ransomware attack
against the company.
・Fraudulent money transfers exploited smartphone payment services’ insufficient identity authentication. Users of services
such as DOCOMO account and Japan Post Bank were affected.
・The Ministry of Internal Affairs and Communications (MIC) released teleworking security guidelines for SMEs and explanations of Cisco Webex, Microsoft Teams, and Zoom settings.

・Failure of Tokyo Stock Exchange (TSE) system occurred, halting trading for the entire day.
・Microsoft ended support for Windows 7, Windows Server 2008, Windows Server 2008R2, and Office 2010 on October 13,
2020. Adobe ended support for Flash Player on December 10, 2020.
・Unauthorized access and ransomware attacks that targeted Japanese companies continued. Victimized companies included
CAPCOM, Shionogi & Company, Mitsubishi Electric, and Kawasaki Heavy Industries.
・Supply chain attacks exploiting vulnerability in IT management system SolarWinds caused damage to the US government.
・COVID-19-related cyberattacks, such as unauthorized access attacks targeting information about novel coronavirus
vaccines, continued.
・Japanese Bankers Association issued guidelines for smartphone payment services.

Fourth Quarter (January – March 2021)
・Many incidences of information leak due to inadequate Salesforce settings occurred (correction of settings as part of changes
in specifications were not carried out).
・Many instances of insider fraud and internal mistakes occurred. These included transfer of confidential information by a
former SoftBank employee who moved to Rakuten Mobile, misuse of customer information by a DeNA employee, fraudulent
money withdrawals by an SCSK Corporation employee who abused his privileges as project leader, and leak of confidential
information on GitHub.
・A water plant in the United States suffered a serious cyberattack.
・Attack on Microsoft Exchange Server suggested an abuse of Microsoft’s information sharing program to prevent vulnerabilities.
・Successive failures of Mizuho Bank’s systems (four times in two weeks). Incidents of customers’ credit cards being
swallowed by the bank’s ATMs also occurred.
・Problem with LINE’s management of personal information was discovered. Overseas developers had access and some
communication information was stored outside Japan.
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Third Quarter (October – December 2020)

2

2020 Timeline of Cybersecurity Incidents (provided by NTTDATA-CERT)
January 2020

February

March

Events

COVID-19 pandemic

April

May

Decision to postpone
Tokyo 2020 Olympics

Vulnerabilities

Internet Explore
CVE-2020-0674

June

Decision to postpone
G7 summit

BLM movement

Path traversal
vulnerabilities
CVE-2020-6109
CVE-2020-6110

Permission assignment vulnerability
CVE-2020-11443

SaltStack
CVE-2020-11651

Data breaches

Soft On Demand

Microsoft

OneClass

Settings errors

Nintendo

Internal documents
of US
public agencies

Facebook

Kawasaki City public high school

Ransomware

Sodinokibi
（REvil）

Maze

Berkine
Southware

Cognizant

Elexon

MazLinea
Northrup Grumman

Attacks against companies

Emotet attack campaign (overseas)

Web skimming

Insider fraud

Data breach of personal information
from Hirosaki city hall
Resale of Kochi Prefecture Office
hard disk drives

Removal of confidential information
from Center for iPS Cell Research
and Application, Kyoto University

Sales of user data
by Avast Software subsidiary

Others

Passwords of
WHO, CDC employees
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Fake websites masquerading as
websites of domestic organizations
such as local governments
COVID-19

Xerox
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2-1 Summary Report of Cases
Legend

Threats

Vulnerabilities

Attacks, incidents

Other

Group

Related

Global
In Japan

July

August

September

October

November

December

Events

US presidential election

Cittrix ADC
CVE-2020-8195
CVE-2020-8196

Solarwinds
CVE-2020-4006

Zoom
Zerologon
CVE-2020-1472

Salesforce
Lightning
platform

Freindmic

note inc.

Mitsubishi Electric

Japan Association
of Corporate Executives

Ryuk

Ransomware

Universal Health Services
CAPCOM

Jack Daniel's
Brown Forman

Lockdown declared

Canon U.S.A.

Emotet attack campaign (in Japan)
DOCOMO account

50 organizations
including US
government agencies
FireEye

Insider fraud

Information provided to former employee
of Nomura Research Institute

Attacks against companies

Emotet attack campaign (overseas)

Others
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ASAHI INTECC

Nippon Hakuyohin Kentei Kyokai

Telecom Argentina

Rakuten

Data breaches

PayPay
Japan Post

Vulnerabilities

Zero-day vulnerability

2

Major NTT Group Security-related Incidents and Activities in Fiscal Year 2020
News related to security incidents in 2020:
・Targeted attacks against NTT Communications, fraudulent money transfers using DOCOMO account, and suspension of
municipal services due to failures in the NTT Group’s data centers occurred. In addition, as in previous years, NTT also
issued warnings about phishing attacks, fake websites, and suspicious international calls.
・NTT presented the roadmap of the IOWN concept, announced in 2019, and continued to partner with companies. NTT also
proactively created a framework with an eye toward new services by making NTT DOCOMO a wholly owned subsidiary and
considering merging it with NTT Communications and NTT COMWARE.
・As a response to COVID-19, besides supporting discounted network services for students, the NTT Group used its
know-how to provide a variety of services to support teleworking. It also provided dynamic analysis that took into account
personal privacy to help users avoid large gatherings and crowded areas.
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2-2 Summary of Security Topics
In this section, we will analyze the following four themes, which cover important topics from 2020.
1. Trends of Governments of Various Countries
3. Cyberattacks

2. Major Vulnerabilities
4. Other Issues

❶ Trends of Governments of Various Countries
Summary
We introduce here governmental trends in 2020.
● Development of COVID-19 Tracking Applications
● New Normal Policies
● Divided World

Development of COVID-19 Tracking Applications
Many countries have been developing infection tracking applications as a measure to contain the spread of the COVID-19
pandemic.

(1) Identification of locations visited by infected persons using mobile phone tracking systems

● The South Australia Police (SAPOL) used the mobile phone tracking system to identify locations visited by a
Chinese couple infected with the novel coronavirus.
• ABC News reported on Feb. 6, 2020, that SAPOL had used the mobile phone tracking system in Adelaide to identify locations
visited by two Chinese nationals that were infected with the novel coronavirus.
• The South Australia Public Health Council was aware that mobile phone tracking systems had been used in South Korea
to deal with the novel coronavirus, and they requested that SAPOL do the same.
• If patients are not isolated after symptoms appear, any persons in contact with them must be identified, so as much
information as possible must be collected.
• The infected persons were visitors from another country and not familiar with the area, so it was not certain that all
locations could be identified.
• Data protection laws in Australia require mobile phone operators to retain device metadata for two years.
• 22 government agencies, including state police and the Australian Security Intelligence Organisation, can use this
information without a warrant, and it is normally used for criminal investigations.

Mobile phone location identification
URL: https://news.softpedia.com/news/what-data-carriers-can-collectabout-you-using-just-the-phone-number-529116.shtml

13

Annual Cybersecurity Report

(1) Identification of locations visited by infected persons using mobile phone tracking systems
(2) Increased surveillance of citizens with the spread of COVID-19
(3) COVID-19 Contact-tracing apps
(4) Activities with decentralized and centralized COVID-19 tracing apps
(5) Activities surrounding European COVID-19 contact tracing apps

2
(2) Increased surveillance of citizens with the spread of COVID-19

●As infections with the novel coronavirus spread, countries began using
various digital tools. Most of these were applications used by governments to collect and centralize information from citizens.
• Iran’s Ministry of Health issued a notification to smartphone users in Iran on March 3,
2020, urging them to download and install the AC19 app, as reported by media
outlet, VICE.
• According to the report, citizens were told that AC19 could tell them whether
they were infected with COVID-19 before they went to the hospital.
• VICE reported that the app did not diagnose COVID-19 infections, but
instead collected large amounts of personal and real-time location information from users.
• On March 17, 2020, the BBC reported that the Israeli Government had approved
tracking of mobile phone information for people suspected of being infected with
COVID-19, as an emergency measure.
• Israel is a democratic country and is required to maintain a balance between
personal rights and the general need, so the Minister of Justice was reluctant
to give approval, but on the evening of March 16, the government said the
Knesset planned to approve use of digital tools for a limited, 30-day period.
• On March 16, 2020, Hong Kong’s Innovation and Technology Bureaus (ITB)
announced that electronic wristbands would be distributed to persons self-isolating.
The wristbands would link with a smartphone app and record changes in the
person’s location.
• A spokesman for the OGCIO＊1, a sub-organization of the ITB, stated that the
wristbands complemented the existing monitoring system and would make
monitoring more effective.
• OGCIO staff would check the locations of those in isolation, and could
contact them by video call at any time to confirm that they are staying home.
• On March 26, 2020, Reuters issued a report on various countries in Europe. It
reported that measures were still developing in each country, and that there was a
tradeoff between digital surveillance, which the EU GDPR＊2 seeks to prevent, and
public health.
• Poland: Government began operating the “Home Quarantine” smartphone
app. The Interior Minister stated that the government was planning
to make the app compulsory for those under quarantine.
• Slovakia: Considering temporary laws approving tracking the movements of
individuals. Former prime-minister criticized this as a “Spying law.”

＊1 Hong Kong’s Office of the Government Chief Information Officer.
＊2 General Data Protection Regulation
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Screen shot of Iran’s AC19 app
URL: https://www.vice.com/en_us/article/epgkmz/ira
n-launched-an-app-that-claimed-to-diagnosecoronavirus-instead-it-collected-location-dataon-millions-of-people

Deserted streets
URL: https://www.reuters.com/article/us-health-coro
navirus-europe-tech-poland/in-europe-tech-ba
ttle-against-coronavirus-clashes-with-privacy-c
ulture-idUSKBN21D1CC
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2-2 Summary of Security Topics

−

❶ Trends of Governments of Various Countries

(3) COVID-19 Contact-tracing apps

●As COVID-19 infections spread, introduction of apps to trace infected
persons led to questioning of the balance between protecting privacy
and containing infection, and debate on policies to handle it.

＊3 A concept representing the interrelationships and connections between people.
＊4 A UK government agency under the NHS to develop health services applications and set related digital policy.
＊5 National Health Service (operated by the UK government)

15

2

1

2

1.5 metres

1.5 metres

30 seconds

30 seconds
6 metres

6 metres

10 minutes

10 minutes

The app broadcasts a random
ID and collects the random IDs
of the other apps it interacts
with, and some data about the
interaction (time and distance)

3

If a user reports they are unwell,
they can choose to upload their
ID to a central database

The app broadcasts a random
ID and collects the random IDs
of the other apps it interacts
with, and some data about the
interaction (time and distance)

If a user reports they are unwell,
they can choose to upload their
ID and the other interaction data
to a central database

3

4

4

3
2
Users’ phones regularly
download the most
up-to-date version of this
database and look for IDs
they have interacted with

If they see any ID(s) they
have interacted with, their app
calculates whether or not to
inform them that they have been
in contact with an infected person

The central database uses a NHS
clinical algorithm to assess the
uploaded interaction data and
identify the risk posed by each
interaction

Users who have had high-risk
interactions with the unwell user
are sent a push notification with
targeted NHS advice

Comparison of centralized and decentralized
schemes
URL: https://www.ncsc.gov.uk/files/NHS%20COVID19%20comparison%20infographic.pdf
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URL: https://covid19.nhs.uk/
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• As COVID-19 spread around the world, countries began introducing contact-tracing apps.
• There were two types of apps, described below. Both types initially broadcast
a random ID and collect random IDs and distance information from other
users via Bluetooth, when they come in contact.
• Centralized type:
When a user feels ill, they can decide to send their ID and contact
information to the central database. The central database determines
risk based on a clinical algorithm set by the organization providing the
service. If the risk is determined to be high, the organization can provide
guidance to the user who is not feeling well.
• Decentralized type:
When a user feels ill, they can decide to upload their ID to the central
database. User devices regularly download a database of the IDs of new
infected persons, and check whether the user had contact with any
infected person within the prior 14 days. If such an ID is found, the user
is notified that they may have had close contact with an infected person.
• The main concerns with each method are as follows.
• Centralized type:
A social graph＊3 could be constructed using the collected infected-person IDs and contact IDs, and access to this graph would enable the
actual movements of residents to be determined.
• Decentralized type:
Data is anonymized when stored in the central database, but when
combined with GPS data already collected by companies like Apple and
Google, it could be possible to identify individuals.
• On April 17, 2020, the BBC reported that most countries were planning to use the
centralized type at the time, but since Apple and Google announced a decentralized scheme on April 10, some countries were planning to use that.
• Centralized type:
United Kingdom, Australia, Russia, France, Italy, Denmark, Singapore,
etc.
• Decentralized type:
Germany, etc.
• The UK NHSX＊4 announced on April 24, 2020, that they were planning to introduce
a COVID-19 contact-tracing app of the centralized type. The UK Science Council
voiced their approval on April 29.
• NHSX described the app as follows.
• When the app is installed, it obtains information about distances to other
smartphones with the app installed via Bluetooth and stores it safely
within the smartphone.
• Users who may be infected can decide to send their information to a
central server administered by the NHS＊5, and the NHS would send
notifications to others that had close contact.
• In their approval, the Science Council indicated concern regarding violations
of privacy.
• The statement of approval also urgently requested NHSX to issue a Data
Protection Impact Assessment (DPIA), to enable public debate and investigation of security and privacy protection measures.

NHS COVID-19 app
1

2
• On April 21, 2020, US Senator Josh Hawley announced that he had sent a letter to
Apple CEO, Tim Cook, and Google CEO, Sundar Pichai, indicating concern
regarding the decentralized contact tracing app jointly developed by Apple and
Google.
• The letter suggested that it would be possible to identify individuals from the
information gathered, when combined with GPS data that both companies
also gathered.
• According to a CNET press release that same day, neither company had
responded to the letter.
• On April 23, 2020, Reuters reported that the German government had announced
a change of policy, to use an app based on the scheme developed by Apple and
Google, rather than the centralized app that they had been promoting earlier.
• To apply the centralized PEPP-PT＊6 standard to the iPhone would require
changes to the iPhone specifications. Apple refused to make such changes,
so the German government had to change their policy to adopting a decentralized app.

PEPP-PT Web page
URL: https://github.com/pepp-pt

＊6 Pan-European Privacy-Preserving Proximity Tracing

(4) Activities with decentralized and centralized COVID-19 tracing apps

●Decentralized COVID-19 exposure notification apps designed to protect
privacy started being released. However, the UK continued testing its
own centralized app.
• Google and Apple made a joint announcement on May 20, 2020, that in support of
public health agencies, they would release the COVID-19 exposure notification
API. The apps being developed by public health authorities in each country are
able to used this “exposure notification system”＊7 by using the same API in apps
for both Android and iPhone devices.
• A summary of the operation of this system (decentralized and performing
comparisons on the device) is given below.
• The system begins to operate after the user opts-in to the system, and
the user’s device begins generating random IDs.
• The device exchanges these random IDs with other devices that are in
close proximity.
• Users testing positive can decide to upload their own random IDs to the
server.
• Each device periodically collects IDs of users that have tested positive,
and on the device, compares them with IDs collected from nearby
devices. If a match is found, it notifies the user of the risk of exposure.
• On May 25, 2020, the Swiss Federal Institute of Technology in Lausanne (EPFL)
was the first to announce the release of an app, called SwissCovid, based on the
API jointly developed by Google and Apple.
• At the time, the app could be downloaded and used by members of EPFL,
the Swiss Federal Institute of Technology in Zurich (ETHZ), the Swiss army,
and some hospitals and administrative agencies. Plans were to make it
available to the public in mid-June.
• On May 7 of that year, the UK NHS released the source code (both iOS and
Android versions) of the COVID-19 contact tracing app they had developed.
• According to the BBC, the process of finding exposures was performed
centrally on a server, and not on individual devices, so there was concern that
it would not function on iPhone devices due to Bluetooth constraints. However, the NHS claimed to have found improvements to work around such
restrictions.
• The NHS indicated that by releasing the source code, the app would be
scrutinized and verified more closely.
• The app was being tested on the Isle of Wight in the south of the UK.

＊7 The Exposure Notifications System
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Exchange of random IDs by devices
URL: https://www.google.com/covid19/exposurenoti
fications/

UK NHS app logo
URL: https://covid19.nhs.uk/
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❶ Trends of Governments of Various Countries

(5) Activities surrounding European COVID-19 contact tracing apps

● In Europe, COVID-19 contact tracing apps were converging on privacy-focused decentralized apps, but France was introducing their own
centralized app.

＊8 This app was developed jointly by SAP SE and Deutsche Telekom.
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• On June 16, 2020, the European Commission announced that EU member
countries agreed on an interoperability solution for COVID-19 contact tracing
apps. Use of this solution would enable apps already in operation in several
countries to be used seamlessly across national borders.
• The solution used the decentralized approach already adopted by most
member countries.
• User identifiers generated inside each device were encrypted and
exchanged with other devices nearby. Location data was not used.
• Users who have tested positive can decide to upload their user identifiers to a server. Each device collects a list of identifiers from the server,
which are from users who have tested positive. These are compared
with user identifiers received when close to other users, and the user is
notified if they may have been exposed.
• The Commission indicated plans to set up a gateway service to pass data
efficiently between EU member countries.
• A June 17, 2020, Reuters Communications article stated that European Commission Executive Vice President Margrethe Vestager had pointed out that the French
COVID-19 contact tracing app, “StopCovid,” might have difficulty connecting with
other EU member countries’ apps that were based on the interoperability solution
agreed upon by EU member countries that same day.
• In contrast to methods used by other EU member countries, StopCovid uses
a centralized approach, collecting data, including user location information,
on a central server.
• On the other hand, the French government stated that giving access to the
data on the central server collected by StopCovid was a matter of national
sovereignty.
• Note that after the release of StopCovid on June 2, 2020, the number of users
installing it did not exceed about 2% (1.5 million people) of the French
population.
• On June 17, 2020, Reuters Communications reported that management at SAP SE＊8,
the developer of the German COVID-19 contact tracing app, “Corona-Warn-App,”
stated that it was downloaded 6.5 million times in 24 hours from its release the
previous day.
• The report stated that the app uses the decentralized approach, is designed
with consideration for privacy, and had received the trust of 84 million
German citizens.
• On June 18, 2020, the UK Department of Health and Social Care announced that
for the next development phase of its NHS COVID-19 app, it would abandon the
current centralized approach and transition to a decentralized approach based on
the Apple/Google API.
• In doing so, the amount of personal data collected from users would
decrease, but the range of data that could be used for epidemiological
studies would also decrease.
• According to the BBC, which reported this, the NHS had tested both the
centralized and the decentralized apps for about a month on the Isle of Wight
and obtained the following results.
• For the centralized application, effective results for distances between
devices could be obtained, but due to limitations when third-party apps
were using Bluetooth, not more than 4% of nearby iPhone devices were
registered successfully. Note that 75% of Android devices were
registered successfully.
• On the other hand, with the decentralized apps, 99% of both Android
and iPhone devices were registered successfully. However, the ability to
measure distances between devices was poor, not being able to
distinguish between devices 1 m away and 3 m away.
• On June 2, 2020, Reuters Communications reported that Italy had released its
“Immuni” COVID-19 contact tracing app.
• On June 8, 2020, four regions of Italy began testing the app.
• The app is decentralized and does not collect personal data from users or
specify any location data.
• Any recorded contact logs were to be deleted at the end of the crisis, or by
the end of 2020 at the latest.

 

2
• On June 15, 2020, the BBC reported that the Norway’s health authority would
delete all data collected by the COVID-19 contact tracing app, “Smittestopp,”
which it had introduced mid-April, and that use of the app would be suspended
temporarily.
• The app specifications were to collect Bluetooth and GPS location data so
that infected persons could check their own isolation, but Norway’s data
protection authority declared that this was not sufficient justification.
• The app used a centralized scheme to compare contacts but developers
indicated they were considering switching to a decentralized scheme.
• On June 16, 2020, human rights organization, Amnesty, pointed out that the
app was a mass surveillance tool that demanded the utmost caution because
it collected user location information in real or near-real time.

Italian app logo
URL: https://www.immuni.italia.it/

New Normal Policies
Governments in various countries are expanding policies for the “New Normal” environment, post-pandemic.
(1) Effects of the rapid increase in telework due to COVID-19
(2) Guidelines for conducting meetings safely while teleworking
(3) Security measures during the pandemic
(4) Password recommendations and status

(1) Effects of the rapid increase in telework due to COVID-19

●Companies introducing telework to prevent the spread of COVID-19
increased rapidly. As these effects were being reported, government
agencies issued warnings and announced policies in response.
• On March 15, 2020, security company Cynet reported that attacks in Italy were
increasing, with increases in theft of user credentials and email attacks, and that
CISOs would have to prepare for it.
• They explained how they had confirmed a correlation between increasing
attacks and an increase in damage from theft of user credentials.
• Attacks were sophisticated, with only 11% blocked by signatures, 27% by
static analysis, 17% by memory monitoring, and 45% by behavioral analysis.
• On March 20, 2020, UK BT Inc. reported on a survey of network traffic they had
done, due to broadening concern regarding increases in network traffic.
• After March 17, 2020, weekday traffic at mid-day was 7.5 Tbps, not exceeding
half of the average evening peak value.
• They indicated that network load was within the range that could be handled,
and there was adequate margin to handle future traffic increases.
• On March 17, 2020, the UK NCSC＊1 announced recommendations for enterprises
introducing (or expanding) telework.
• They also gave examples of indicators of email fraud that was taking advantage of coronavirus concerns.
• In some cases, attackers claimed ability to cure infections from the virus.
• In other cases, they provided financial compensation, or encouraged
donations.
＊1 National Cyber Security Centre
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Escalating attacks in Italy
URL: https://www.cynet.com/blog/recent-escalation
-in-cyberattacks-in-italy-prove-the-coronavirus
-impact-on-cybersecurity-acting-as-a-warning
-for-cisos-worldwide/
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TELEWORK SECURITY
OVERVIEW & TIP GUIDE
26

8

Million+
Americans work
remotely

43

82

% of Americans work
from home at least
occasionally

42

Million people worked
completely at home in
2017

57

% of workers want to
work from home at
least 3 days per week

6 BASIC TIPS*
1. Find out if your organization has rules or policies
for telework and make sure you comply.

2. Protect your computer communications from
eavesdropping. If you use Wi-Fi at home, make sure
your network is set up securely. Specifically, look to
see if it is using “WPA2” or “WPA3” security, and
make sure your password is hard to guess.
3 If your organization has a VPN (virtual private

network), use that on your telework device for
stronger protection. If not, consider using your own
VPN—you can find numerous providers online.

% of workers want to
work from home at
least 1 day per week

115

% of those with an
advanced degree
perform some work
from home

% increase
in the remote workforce
between 2005 and 2015

4. If you’re using your own computer or mobile device

(something not issued by your organization) for telework,
make sure you’ve enabled basic security features. Simply
enabling the password, PIN, fingerprint, or facial ID feature
will prevent people from getting on your device should you
walk away from it. Any PIN or password you use should be
hard to guess.

5. Keep your computers and mobile devices patched and

updated. Most provide an option to check and install
updates automatically. Enabling that option can be a good
idea if you don’t want to check for updates periodically.

*This list is not
all-inclusive nor
must you follow
this order;
select the
measures that
suit your needs

6. If you’re seeing unusual or suspicious activity on any

device you’re using to telework (computer, mobile device, or
home network) ask for help—better safe than sorry. Contact
your organization’s help desk or security operations center
to report the activity.

Statistics sourced from the
U.S. Bureau of Labor and
Statistics and a CNBC
article from 2019.

Cautions from NIST
URL: https://www.nist.gov/blogs/cybersecurity-insig
hts/telework-security-basics

＊2 National Institute of Standards and Technology
＊3 Office of Management and Budget

OMB announcement
URL: https://www.whitehouse.gov/wp-content/uploa
ds/2020/03/M-20-19.pdf

(2) Guidelines for conducting meetings safely while teleworking

●As COVID-19 spread, companies using Web conferencing systems for
telework increased, and guidelines were announced in the US and
Australia.
• In April, 2020, the US and Australian governments issued guidelines with items to
be followed when selecting and using a Web conferencing system for telework.
• Items identified by both countries when selecting a system are as follows.
• Select a system that uses strong encryption.
• Select a system for which the service provider has a privacy policy
disclosing what types of information it collects.
• Items identified by both countries when using a system are as follows.
• Meeting invitations must not be sent to a public Web site.
• The identity of participants must be verified before a meeting begins.
• Information used in a meeting must only be shared with participants.
• Care must be taken that information used in a meeting cannot be seen
or heard by people in the surrounding area.
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Guidelines from the Australian government
URL: https://www.cyber.gov.au/sites/default/files/20
20-05/PROTECT%20-%20Web%20Conferenc
ing%20Security%20%28April%202020%29.pdf
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• On March 19, 2020, US NIST＊2 announced the following security recommendations
and urged caution.
(1) Check telework rules and policies.
(2) Check configurations if using Wi-Fi from home.
(3) Use the organizational VPN if available.
(4) Check security settings if using one’s own computer for work from home.
(5) Apply patches and enable automated updates.
(6) If abnormal or suspicious activity is observed on a device, ask for help from
your support department.
(7) Be cautious of phishing email, telephone fraud and the like.
• On March 22, 2020, the US White House OMB＊3 created and announced an FAQ
for using Internet services for work continuity.
• Functions that the government had digitalized, which were business processes
between some agents, were not ready to use, so use of Internet services was
permitted.
• Services such as Facebook and Slack were included in the list, but use of
these was permitted only in as much as their service use regulations were
compatible with federal government regulations.
• On March 24, ZDNet reported regarding the increase of telework, that with global
differences in the health disaster, it is unfortunate that developments have gone
this way.
• It also said that this effort to promote work from home by government
agencies also extends to companies with contracts to work with the government agencies.
• On March 26, 2020, the UK NHS stated that it was considering a video solution to
promote remote medical examination and treatment for people staying indoors
due to COVID-19.

2

(3) Security measures during the pandemic

●On June 2, 2020, the EU cybersecurity organization, ENISA, issued ten
cybersecurity measures to be taken by small and medium-sized enterprises during the COVID-19 pandemic.
• The ten measures included measures to deal with phishing attacks taking advantage of the disaster and measures to be taken while teleworking.
● Obtain buy-in from management and share information regularly.
● Before applying system updates, perform backups and store them off-line.
● Create a cybersecurity policy and establish an ISO＊4 or other person responsible for implementation.
● Establish rules and policies for, and implement access control.
● Draft incident management plans and clarify who to contact in such cases.
● Promote security awareness in staff.
● Maintain the latest updates of all systems.
● Take measures to protect endpoints.
● Restrict and encrypt remote access.
● Perform a risk assessment.

ENISA announcement
URL: https://www.enisa.europa.eu/news/enisa-news
/top-ten-cyber-hygiene-tips-for-smes-during-c
ovid-19-pandemic

＊4 Information Security Officer

(4) Password recommendations and status

●ENISA published risks and recommendations regarding password authentication. However, university researchers also report that only 33% of users changed their passwords, even though intrusions had been reported.
• On June 4, 2020, the European network and information security agency, ENISA, published information regarding risks with
password authentication, together with ten recommendations.
Ten recommendations
Enable multi-factor authentication whenever possible

Check that the account is not included in existing intrusion
information databases.

Do not re-use passwords.

Do not use information that is easily identified in password
reminders provided by services (e.g. pet names, birthdays, etc.).

Use single-sign-on combined with multi-factor authentication.

When accessing services such as e-banking through a public
Wi-Fi site, use a VPN, or at least use a mobile access point.

Use a password manager.

Be careful that others do not see the password
(privacy filters are effective).

Use a strong and unique password satisfying the guidelines of
each service (a password manager is useful for this).

Do not leave devices un-attended or unlocked in a public place.
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Divided World
Rather than coming together against COVID-19, fragmentation and forming factions continues.
(1) EU identifies false COVID-19 information spread by Russia and China
(2) UK, US and Canada warn of Russian spying activity targeting vaccines
(3) US announces successive policies against China
(4) G7 confirms the threat of ransomware attacks and determination to fight it
(5) Five Eyes, India and Japan called for IT enterprises to work toward access to encrypted data

(1) EU identifies false COVID-19 information spread by Russia and China

●On June 10, 2020, the European Commission announced initiatives
against false information related to COVID-19. In it, they identified false
information fabricated and distributed by Russia and China.

Initiative announcement (excerpts)
URL: https://eur-lex.europa.eu/legal-content/EN/TXT
/HTML/?uri=CELEX:52020JC0008

(2) UK, US and Canada warn of Russian spying activity targeting vaccines

●On July 16, 2020, the UK, US, and Canada issued an advisory warning of
spying activities by a Russian intelligence agency, aimed at stealing
confidential information related to COVID-19 research and vaccine
development.
• The document is signed jointly by the UK NCSC, the US NSA＊1 and CISA＊2, and
Canada’s CSE＊3.
• The advisory identifies attacks by the espionage group APT29, also known as
“the Dukes” and “Cozy Bear,” including information on TTPs, IOCs and
malware used in the attacks.
• The UK NCSC asserted that these attacks were made by APT29, part of
Russian Intelligence Agency, with greater than 95% certainty and that the
attacks targeted COVID-19 virus and vaccine information with 80 to 90%
certainty.
• Attackers used existing exploits to broadly scan and penetrate vulnerable systems
and steal authentication credentials to obtain access rights.
• The SoreFang first-stage downloader malware was used to collect victim
data and download additional malware.
• It also newly confirmed use of malware called WellMail, which communicates
with a C2 server, and WellMess, which can execute arbitrary shell
commands.
＊1 National Security Agency
＊2 Cybersecurity and Infrastructure Security Agency
＊3 Communications Security Establishment
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Advisory: APT29 targets
COVID-19 vaccine
development

Version 1.1
16 July 2020
 Crown Copyright 2020

Advisory document
URL: https://www.ncsc.gov.uk/files/Advisory-APT29targets-COVID-19-vaccine-development-V1-1.pdf
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• On June 10, 2020, the European Commission announced initiatives spanning the
EU against false COVID-19 information.
• One phenomenon occurring during the COVID-19 crisis was a campaign of
influence and misinformation carried out in the EU, particularly by Russia and
China, to obstruct democratic debate, polarize society, and improve their
own images.
• The announcement included the following eight measures and indicated
specific policies for each of them.
• Address the main issues in the COVID info-demic.
• Strengthen strategic communication within and outside the EU.
• Strengthen cooperation within the EU.
• Collaborate with third-party countries and international agencies.
• Increase transparency on online platforms related to fabrication of false
information and influence.
• Protection of free speech and democratic debate, and two others.

2
(3) US announces successive policies against China

● In August, 2020, the US announced successive initiatives to strengthen
policies against Chinese enterprises, to protect American citizens and
assets.
• On August 5, 2020, the US Secretary of State announced expansion of the "Clean
Network" program, to protect American assets from intrusion by malicious attackers such as the Chinese Communist Party
• Based on the 5G Clean Path initiative announced on April 29, 2020, it added
five new initiatives to protect important telecommunications and technology
infrastructure.
• Clean Path: Refers to 5G communication paths that do not use transmission,
control, computing, or storage devices from IT vendors that cannot be
trusted due to being subject to influence from China, such as Huawei and
ZTE.
• Clean Carrier: Chinese communications operators, who cannot be trusted,
are not permitted to connect with American telecommunications networks.
• Clean Store: Untrusted apps are to be removed from American mobile app
stores.
• Chinese apps threaten privacy, propagate viruses and spread propaganda and misinformation.
• Clean Apps: Do not allow American apps to be used on products from
Chinese smartphone manufactures that cannot be trusted, such as Huawei.
• Clean Cloud: Prevent American citizens’ personal information and intellectual
property, including COVID-19 vaccine research, from being stored or
processed on cloud systems that can be accessed by hostile foreign actors
through companies like Alibaba, Baidu, and Tencent.
• Clean Cable: Ensure that undersea cables, which connect the US to the
global Internet, are not violated by China for large-scale information theft.
• On August 6, 2020, the US President signed executive orders prohibiting trade
with Chinese companies ByteDance, provider of the TikTok video app, and
Tencent Holdings, provider of the WeChat app.
• The orders cited the danger that China would have access to private information about US citizens through the apps.
• On August 17, 2020, the US Department of Commerce, Bureau of Industry and
Security announced reinforced restrictions on access to American technologies
and software against Huawei and related enterprises, adding 38 Huawei-related
enterprises to the entity list.

The Clean Network
URL: https://twitter.com/SecPompeo/status/1291118
395270795271

Executive Order announcement
URL: https://www.whitehouse.gov/presidential-action
s/executive-order-addressing-threat-posed-tiktok/

(4) G7 confirms the threat of ransomware attacks and determination to fight it

●On October 13, 2020 the G7 declared its intention to fight against the
threat of ransomware attacks in a statement regarding digital payments
by the G7 Finance Ministers and Central Bank Governors.
• The following declarations were made in the G7 statement＊4.
• Support will be provided in making appropriate policy responses to risk
related to digital payments.
• Due to concerns for the increasing threat of ransomware attacks, parties will
reaffirm recognition of the threat and the intention to fight it.
• An annex to the document＊5, shows how important infrastructure such as medical,
financial and educational facilities are being targeted by ransomware attacks, that
the scale, sophistication and frequency of attacks are increasing, and the importance of every organization implementing countermeasures. The annex is posted
on G7 country government Web sites.
＊4 G7 Finance Ministers and Central Bank Governors’Statement on Digital Payments
＊5 Ransomware Annex to G7 Statement
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G7 Finance Ministers and Central Bank Governors’
Statement on Digital Payments
(provisional translation)
URL: https://www.mof.go.jp/international_policy/con
vention/g7/cy2020/g7_201013.pdf
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(5) Five Eyes＊6, India and Japan called for IT enterprises to work toward
access to encrypted data

●End-to-end encrypted communication is an obstacle to investigation of
serious criminal activity, so the Five Eyes, together with India and Japan
called for IT companies to work with governments to enable lawful
access to encrypted data.
• On October 11, 2020, the Five Eyes countries, together with India and Japan,
signed a document requesting IT companies to ensure that end-to-end encrypted
communication would not be an obstacle to public safety.
• The document states that implementations that prevent all access obstruct
investigation of serious crimes such as terrorism and child sexual exploitation, and can have serious effects on public safety.
• It requests IT companies to work with governments to find a solution that
does not compromise user privacy or cybersecurity, while enabling protection of public safety.
• The requests covers a broad range of encryption services, such as device encryption and application encryption, and is not limited to end-to-end encrypted
communication.
• IT companies are requested to provide a solution for access to encrypted data to
law enforcement agencies, to read and use information under the following conditions.
• Under lawful authorization, balanced with need for access.
• Access is performed under strong protective measures and supervision.

US Department of Justice statement
URL: https://www.justice.gov/opa/pr/international-st
atement-end-end-encryption-and-public-safety

Summary of Cases: Trends of Governments of Various Countries
• Countries around the globe have taken various initiatives in response to the novel coronavirus (COVID-19) outbreak in 2020.
There has been particular focus in many countries on contact-tracing apps, which are effective in preventing spread of
infection, but there are also significant differences in policies in different countries, such as the balance between privacy and
these efforts.
• Another effect of the COVID-19 pandemic on societal activity is that various measures are being taken to avoid concentrations of people and telework is being promoted around the world, to create a “New Normal” society. On the other hand,
attacks targeting vulnerabilities due to the rapid expansion of telework are also occurring.
• Divisions have continued in the COVID-19 pandemic, with confrontations between nations and religions, conflict over
economic hegemony, misinformation regarding COVID-19, cyberattacks targeting vaccine development data, US-China
competition for supremacy (barring of Chinese 5G technology and other export restrictions), and cyber attacks between
nations—notably the US and Iran.
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＊6 An alliance sharing intelligence activities among the UK, the US, Australia, New Zealand, and Canada.
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❷ Major Vulnerabilities
Summary
The following major vulnerabilities appearing in 2020 are described below.
● Vulnerabilities Related to Telework Services
● Mobile Environment Vulnerabilities
● IoT Vulnerabilities
● Other Vulnerabilities

Vulnerabilities Related to Telework Services
After the spread of the COVID-19 pandemic, telework and remote work expanded globally, vulnerabilities in remote access
services became an issue, and issues with security in Zoom gathered attention.
● Remote access service vulnerabilities
(1) Arbitrary code execution vulnerability in Citrix
(2) OSS RDP gateway vulnerability enabling take-over
● Zoom Vulnerabilities
(3) Security issues detected in Zoom with the rapid increase in users
(4) Successive reports of Zoom security issues

Remote access service vulnerabilities
(1) Arbitrary code execution vulnerability in Citrix

●PoC code for a zero-day vulnerability enabling execution of arbitrary
code in Citrix products was published, and exploitation in malicious
attacks was confirmed.
• On December 17, 2019, Citrix Systems reported a vulnerability (CVE-2019-19781)
in their products.
• Affected products included Citrix ADC, Citrix Gateway, and Citrix SD-WAN
WANOP.
• A path traversal vulnerability (CWE-22) enabled remote execution of arbitrary
code without authentication.
• At the time, only mitigation measures were available, and the report indicated
plans to release a patch in mid-January, 2020.
• On January 7, 2020, Security vendor SANS ICS confirmed observation of attempted
attacks using this vulnerability.
• On January 11, 2020, two organizations published PoC code on GitHub.
• On the same day after it was published, SANS ICS reported that many
attacks had been confirmed.
• On January 13, 2020, CISA＊1, an agency under the US Department of Homeland
Security, published a tool to check for this vulnerability.
• Starting on January 19, 2020, Citrix Systems began providing patches, and over
the 22nd, 23rd and 24th of that month, they had covered all versions of all products.
• On January 20, after release of patches had begun, US-CERT issued an alert
(AA20-020A) urging users to apply patches to all vulnerable Citrix products.
• On January 24, 2020, researchers at FireEye Inc. and Under the Breach Inc.
reported confirmed ransomware attacks exploiting these vulnerabilities.
• FireEye reported on their blog, confirmation that threatening actors using the
“Ragnarok” ransomware had used this vulnerability.
• Under the Breach tweeted that it had confirmed use of this vulnerability when
analyzing the REvil ransomware (aka Sodinokibi) found at auto-parts vendor,
Gedia Inc.

＊1 Cybersecurity and Infrastructure Security Agency (an agency within the US DHS).
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Increase in attacks after SANS ICS published PoC
code
URL: https://isc.sans.edu/forums/diary/Citrix+ADC+
Exploits+are+Public+and+Heavily+Used+Atte
mpts+to+Install+Backdoor/25700/

Tweet from Under the Breach indicating use of this
vulnerability
URL: https://twitter.com/underthebreach/status/1220
687658701246464
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(2) OSS RDP gateway vulnerability enabling take-over

● A vulnerability in the open-source remote desktop gateway, Apache
Guacamole, which enables connected clients to be taken over, was
discovered and patched.
• On July 2, 2020, security company Check Point Inc. published two vulnerabilities
in the Apache Guacamole open-source RDP gateway.
• One was an information leak vulnerability (CVE-2020-9497), in which Guacamole did not properly verify data received from a connected RDP server,
enabling information in the memory used by the Guacamole guacd process
to be read.
• The second was a memory corruption vulnerability (CVE-2020-9498), in
which memory used by Guacamole could become corrupted due to an
invalid pointer reference when processing data received from the RDP server,
potentially allowing remote code execution (RCE).
• Check Point Inc. published a PoC video showing the potential for a “Reverse RDP
attack” to take over an RDP client by exploiting this vulnerability.
• Check Point provided vulnerability data to Apache, who then published a patched
version on June 28, 2020.

PoC video from Check Point
URL: https://www.youtube.com/watch?v=vm8i9jJ2Np0

Zoom Vulnerabilities

●With the rapid increase in users of the Zoom remote meeting service due
to COVID-19, many meetings experienced disturbances and successive
security issues were discovered. Thus, it was increasingly perceived as
having usability issues.
• On March 17, 2020, media outlet TechCrunch reported on “Zoom Bombing”
attacks, in which outsiders gained access to a meeting and posted inappropriate
images or videos.
• They gave an example in which an investor attacked a public Zoom meeting
and the meeting had to be suspended.
• They also suggested ways organizers can prevent such occurrences, including checking all participants, locking the meeting, and prohibiting reentry
when a participant has left.
• On April 2, 2020, media outlet ZDNet also reported an increase in sites facilitating
Zoom Bombing attacks on video conferences.
• ZDNet reported that over 30 sites with information on attacking Zoom
meetings had been published on the Discord service＊2.
• On March 24, 2020, security researcher Mitch reported a vulnerability in the Zoom
chat function, that could allow a user’s NTLM authentication data＊3 to be stolen.
• On March 31, 2020, media outlet Bleeping Computer reported that when a
link in the Windows version of Zoom Chat is clicked, the user’s NTLM credential information is sent, creating a risk that the PC release could be exploited.
They reported that Zoom Inc. was in the process of fixing it.
• On April 2, 2020, Zoom Inc. announced that the issue was fixed.
• On April 1, 2020, media outlet TechCrunch reported that former NSA hacker
Patrick Wardle had posted on his own blog, that the Mac version of Zoom had two
bugs that constituted a zero-day vulnerability.
• The first was a bug that allowed local attacker with low-level user permissions
to insert malicious code in the Zoom installer and steal root permissions.
• The second was a fault in how Zoom processes Web cameras and microphones on the Mac, allowing an attacker to steal access permissions to the
Web camera and microphone.
＊2 A text and voice chat service for gamers. As of December, 2019, it had 250 million accounts world-wide.
＊3 An authentication hash value used in Windows environments and computed from the NT LAN manager password.
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Attacked meeting
URL: https://techcrunch.com/2020/03/17/zoombombing/

NTLM Credential information capture
URL: https://www.bleepingcomputer.com/news/secu
rity/zoom-lets-attackers-steal-windows-creden
tials-run-programs-via-unc-links/
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(3) Security issues detected in Zoom with the rapid increase in users

2
• On March 31, 2020, media outlet, The Intercept reported that although Zoom had
stated that meetings were end-to-end encrypted, in fact they were not.
• They reported that Zoom public relations had responded to inquiries as
follows.
• Encrypted TLS communication is used between application and server,
so considering the servers as end points, the expression “end-to-end
encryption” applies.
• Meeting content is not accessed, mined or sold.
• On April 3, 2020, the Canadian security laboratory, Citizen Labs, identified a
vulnerability in the proprietary encryption scheme used in the Zoom video conferencing system.
• Some encryption keys used by North American users were distributed from
a Chinese server, and they warned that there was a possibility that the
Chinese government was monitoring them.
• They also discovered a vulnerability in the Zoom Waiting Room function,
which they reported to Zoom Inc. They also reported that the company was
working on a fix.
• Zoom Inc. responded on the same day, that data passing through China was
an error and it had already been fixed. They also reported that they were
working on making their encryption stronger.

Explanation from Citizen Labs.
URL: https://citizenlab.ca/2020/04/move-fast-roll-yo
ur-own-crypto-a-quick-look-at-the-confidentia
lity-of-zoom-meetings/

(4) Successive reports of Zoom security issues

●Zoom vulnerabilities continue to be discovered, and while reports of
attacks and victims continue, the situation for Zoom users is clarified.
Zoom CEO apologizes and announces their response measures.
• On April 1, 2020, a BBC broadcast reported that Zoom was used in a cabinet
meeting, and the Prime Minister had posted a tweet with an image that included
the meeting ID. A government PR representative stated that “in such unprecedented conditions, it is essential to use tools effectively.”
• On April 2, 2020, the blogger Krebs reported that Zoom meetings were being held
without password protection in industries including technology, education,
consulting, finance, medicine and entertainment.
• They reported that the “zWarDial” tool developed by Trent Lo was able to find
110 unprotected Zoom meetings per hour, representing approximately 14%
of all meetings.
• On April 16, 2020, CNET reported that password-protected Zoom meetings on the
cloud are vulnerable to round-robin attacks and that attackers could get access to
meeting data.
• They had notified Zoom of the vulnerability on April 10 and Zoom had fixed
the round-robin vulnerability on the 11th.
• On April 1, 2020, video conferencing service provider, Zoom’s CEO, Eric Yuan,
apologized on the company blog for the security issues with the service.
• He explained that in December, 2019, Zoom had approximately 10 million
users, and this increased sharply to over 200 million by March 2020, and that
users around the world were using it in countless unexpected ways, resulting
in unanticipated issues.
• He also stated that the company would make every effort to solve the issues
in the next 90 days.
• On April 13, 2020, Zoom announced that paying users would be able to select the
route for their traffic, starting on April 18.
• Zoom explained that non-paying users would be fixed to a data center in the
provisioning region for their account, and that the majority of non-paying
users would go through the US.
• They indicated that traffic from non-paying users outside of China would
not go through China.
• The company explained that Zoom traffic goes through data centers in
regions called the US, Canada, Europe, India, Australia, China, Latin America,
Japan and Hong Kong.
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Zoom meeting round-robin attack tool
URL: https://github.com/markbuffalo/zoombo

Eric Yuan CEO
URL: https://www.bbc.com/news/technology-52133349
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❷ Major Vulnerabilities

Mobile Environment Vulnerabilities
Notable vulnerabilities in communications environments such as Wi-Fi and base-station communications, and social engineering issues included address-bar impersonation, and vulnerabilities in apps such as the iOS standard mail program, and mobile
banking apps.
(1) “Kr00k” threatens Wi-Fi communication privacy
(2) IMP4GT attack able to falsify smartphone packets
(3) Email compromised by just receiving an email message
(4) Risk from mobile banking applications
(5) Several browser address bar masquerading vulnerabilities

(1) “Kr00k” threatens Wi-Fi communication privacy

●Security enterprises published the “Kr00k” vulnerability, which enables
decryption of encrypted communication. This vulnerability affected most
Wi-Fi devices by major vendors.

Kr00k announcement at RSA Conference 2020
URL: https://www.rsaconference.com/usa/agenda/k
r00k-how-kracking-amazon-echo-exposed-abillion-vulnerable-wifi-devices

(2) IMP4GT attack able to falsify smartphone packets

●Researchers published the IMP4GT attack, which enabled them to
intercept and falsify packets in communication between mobile phone
and base station, and that they had successfully attacked a commercial
network.
• On February 17, 2020, researchers at Ruhr University in Germany and the
Abu-Dhabi campus of New York University published the IMP4GT attack (IMPersonation Attacks in 4G NeTworks), which is able to intercept and falsify packets in
communication between mobile phones and 4G base-stations.
• The attack is able to exploit a combination of two issues: a defect in user data
integrity protection on 4G networks, and the IP stack response specification in
mobile phone OSs.
• An attacker can establish a malicious relay or server between a mobile phone
and 4G network or between a 4G network and an HTTP server.
• A contrived packet is sent to a legitimate 4G network or device, and information needed to encrypt or decrypt communication can be obtained from the
response.
• In experiments, the attack was successful against commercial networks and
commercial mobile devices.
• The researchers claimed that initial 5G implementations had a similar vulnerability, and that integrity protection needed to be strengthened.
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Attack illustration
URL: https://imp4gt-attacks.net/
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• On February 26, 2020, at the RSA Conference 2020, ESET announced the “Kr00k”
vulnerability in Wi-Fi chips from Broadcom and Cypress.
• Kr00k refers to the “CVE-2019-15126” vulnerability.
• Attackers are able to decrypt WPA2 encrypted communication from devices
with the vulnerability.
• The vulnerability is due to a bug in the specifications to delete data in the
chips after a connection between device and access point is released.
• The chips are used in iPhone and Galaxy devices, so more than a billion Wi-Fi
devices are affected.
• ESET reported that both Broadcom and Cypress chips have the vulnerability.
• Both Broadcom and Cypress have provided patches to Wi-Fi device manufacturers.
• Between October 2019 and March 2020, Wi-Fi device manufacturers
issued advisories.

2
(3) Email compromised by just receiving an email message

●Security enterprise, ZecOps announced a vulnerability affecting iOS.
Attacks exploiting this vulnerability required almost no operation on the
target device.
• On April 20, 2020, security enterprise ZecOps reported that an out-of-bounds
write vulnerability and a heap-overflow vulnerability in the standard iOS email
application had been exploited in-the-wild.
• The vulnerability existed in both iOS 12 Mobile Mail and iOS 13 maild.
• If exploit of both vulnerabilities succeeds, email on the targeted iOS device
can be retrieved, falsified or deleted.
• The attack succeeds if the target clicks on an email message sent by the attacker,
or if the email application receives the email message in the background.
• The targeted email application does not slow down or crash when attacked,
so the attack is difficult to detect.
• If the attack fails, a “This message has no content” message is displayed by
the attacked email application.
• On May 20, 2020, ZecOps confirmed that both vulnerabilities had been fixed on
iOS 13.5, which Apple released that same day.

Example of a failed attack
URL: https://blog.zecops.com/vulnerabilities/youvegot-0-click-mail/

(4) Risk from mobile banking applications

●The US FBI identified the possibility of cyber attacks on mobile banking
platforms, and issued a warning. They also reported that half of banking
apps were susceptible to theft of funds.
• The US FBI issued a warning on June 10, 2020, that with the increasing use of
mobile banking, the possibility of attacks on mobile banking platforms could
increase.
• To prevent the spread of COVID-19, US citizens were required to maintain
social distancing, so banking processes such as cashing checks and
transferring money were done online.
• This created potential for attackers to use application-based banking trojans
and fake applications.
• Security enterprise Positive Technologies performed security evaluations on 14
mobile banking applications that had been downloaded over 500,000 times and
issued a report＊1 on June 17, 2020.
• 93% were vulnerable to unauthorized access to user data on the client, and
43% stored important data unencrypted on the device.
• 54% of vulnerabilities discovered were on the server side.
• 43% of servers had vulnerabilities in their business logic, and could possibly
be exploited for fraud or theft of funds.

Client-side threat
URL: https://www.ptsecurity.com/ww-en/analytics/v
ulnerabilities-mobile-banks-2020/

＊1 Vulnerabilities and threats in mobile banking

(5) Several browser address bar masquerading vulnerabilities

●A vulnerability was published, in which the address bar behavior could
be used to make a URL look like the original URL when the browser has
redirected an address, and this can be used in phishing attacks.
• On October 20, 2020, security enterprise Rapid7 published vulnerability information regarding mobile browser address bar masquerading.
• By combining address bar behavior for a redirect and the timing of the JavaScript setInterval＊2 function, the displayed page can be made to look like it is
from a different URL, and this can be used for phishing.
• For this vulnerability, they pointed out that if the setInterval function is used in
a Web page to a redirect to a page that cannot be accessed＊3, the address
bar continues to show the redirect address and not the address of the page
being displayed.
• The redirect interval is different for each browser.

＊2 A function that runs a JavaScript function or code at fixed intervals.
＊3 For example, A URL with a port number, such as bing.com:8080.
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Vulnerability information from Rapid7
URL: https://blog.rapid7.com/2020/10/20/vulntobermultiple-mobile-browser-address-bar-spoofing
-vulnerabilities/
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❷ Major Vulnerabilities

IoT Vulnerabilities
Bluetooth communication used on IoT devices, and IoT devices not under enterprise management have become an issue. In
medical fields, use of OSs that are no longer supported and devices with vulnerabilities are also issues.
(1) Six vulnerabilities in medical devices from GE Corp., designated “MDhex”
(2) 12 vulnerabilities in Bluetooth, designated “SweynTooth”
(3) Security unable to keep up with expanding IoT
(4) “Ripple20” group of vulnerabilities in TCP/IP stack libraries
(5) Bluetooth vulnerabilities allowing man-in-the-middle attacks

(1) Six vulnerabilities in medical devices from GE Corp., designated
“MDhex”

●CISA, GE, and CyberMDX, a security company specializing in the medical
field, jointly published six vulnerabilities in GE medical devices on January
23, 2020.

GE Healthcare CARESCAPE
URL: https://www.zdnet.com/article/mdhex-vulnerab
ilities-impact-ge-patient-vital-signs-monitoringdevices/

(2) 12 vulnerabilities in Bluetooth, designated “SweynTooth”

●On February 11, 2020, researchers from the Singapore University of
Technology and Design announced 12 Bluetooth vulnerabilities, called
“SweynTooth,” which can cause crashes, and other effects.
• Researchers from the Singapore University of Technology and Design published a
paper describing the 12 “SweynTooth” vulnerabilities in Bluetooth on February 11,
2020.
• The paper describes vulnerabilities in BLE＊1 SDKs from major SoC＊2 vendors
including Texas Instruments and Cypress.
• The vulnerabilities could be exploited to cause crashes, deadlock or
complete bypass of security in smart-home devices such as smart locks.
• Vulnerable devices also included medical devices.
• Most SoC vendors have already issued patches, but not all vendors of IoT
products affected by the vulnerabilities have issued patches.
＊1 A Bluetooth scheme capable of communication with very little power.
＊2 SoC: System on a Chip. A method in which all functions needed for a system or piece of equipment are
implemented on a single semiconductor chip.
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Examples of vulnerable devices
URL: https://asset-group.github.io/disclosures/swey
ntooth/sweyntooth.pdf
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• On January 23, 2020, CISA’s ICS-CERT division, GE, and the medical-field security
company Cyber-MDX jointly announced six vulnerabilities, called “MDhex,” in
medical devices from GE, including the CARESCAPE patient monitoring system.
• CyberMDX notified GE of the vulnerabilities on September 18, 2019.
• The three companies worked to address the vulnerabilities and published
them as zero-day vulnerabilities.
• One of the MDhex vulnerabilities (CVE-2020-6961) is an SSH implementation
vulnerability that enables the attacker to access the SSH private key in a
settings file of the vulnerable device.
• One of the MDhex vulnerability mitigations given by GE was to strictly limit
both network and physical access to the device.
• GE is currently creating patches for the vulnerabilities.

2

(3) Security unable to keep up with expanding IoT

●Researchers raise the alarm that most IoT traffic in the recent increase is
sent as clear text. IoT devices in the medical field are using no-longer-supported OS versions.
• On February 25, 2020, security enterprise Zscaler published results of analyzing
IoT traffic generated by its client enterprises.
• As a result of analyzing roughly 500 million packets generated by over 2,000
of their enterprise customers during a two-week period, multiple IoT devices
not managed by their system administrators were detected.
• 553 IoT devices were detected, of 21 types and from 212 different
manufacturers.
• These included a multimedia system in a Honda vehicle, Cisco IP
telephones and Apple smartwatches.
• 83% of traffic from IoT devices not managed by system administrators was
not encrypted.
• Zscaler warned that attackers targeting unmanaged IoT devices were beginning to
appear.
• On March 10, 2020, a research team at security enterprise Palo Alto Networks
published results of a survey of 1.2 million IoT devices located at several thousand
IT and healthcare enterprises in the US.
• The results indicated that 83% of medical imaging devices operated on
no-longer supported OSs.
• The research team was analyzing how the rate of unsupported OSs
increased due to the end of support for Windows 7.
• An overall trend was that 98% of traffic from IoT devices was not encrypted.
• When attackers are able to intercept unencrypted network traffic, there
is a possibility that confidential information will be stolen.
• 72% of virtual LANs (VLANs) at healthcare enterprises handle both IoT and IT
devices.
• If a user computer becomes infected with malware, any IoT devices on
the same network can also become infected.

Graph showing the types of IoT devices detected
URL: https://www.zscaler.com/resources/industry-re
ports/iot-in-the-enterprise.pdf

Palo Alto Networks threat report
URL: https://www.paloaltonetworks.com/content/da
m/pan/en_US/assets/pdf/reports/Unit_42/2020
-unit-42-IoT-threat-report.pdf

(4) “Ripple20” group of vulnerabilities in TCP/IP stack libraries

●On June 18, 2020, a set of 19 vulnerabilities called “Ripple20” which had
been discovered in the TCP/IP stack library from Treck Inc. were
announced. They included RCE and affected many devices.
• Security enterprise JSOF discovered the Ripple20 in 2019 and published them
after Treck Inc. had dealt with them.
• The vulnerabilities included CVE-2020-11896 and CVE-2020-11897, RCE
vulnerabilities with a CVSSv3 score of 10, and CVE-2020-11901 with a score
of 9.0.
• They present a danger of being exploited to penetrate networks, steal
information, or use devices without authorization.
• On March 3, 2020, Treck Inc. provided version 6.0.1.66, fixing the
vulnerabilities.
• This library is used by many vendors in various industries through their supply
chains.
• The Ripple20 have spread to 100s of millions of IoT and OT products through
the ripple-effect.
• Due to the difficulty identifying affected products, JSOF collaborated
with CERT/CC, CISA, JPCERT and security enterprises.
• The KASAGO TCP/IP stack product from Zuken Elmic Inc., who were
collaborating with Treck Inc., also had vulnerabilities.
• It has been difficult to apply the revised libraries to some products, and some
zero-day devices remain.
• These must be mitigated by avoiding exposure to the Internet.
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Dedicated Ripple20 Web site
URL: https://www.jsof-tech.com/ripple20/

s
e
s
a
C
y
t
i
r
u
c
e
s
r
e
b
y
C
e
d
i
w
d
l
r
o
W

2-2 Summary of Security Topics

−

❷ Major Vulnerabilities

(5) Bluetooth vulnerabilities allowing man-in-the-middle attacks

●The Bluetooth SIG published the “BLURtooth” Bluetooth vulnerability
that enables a man-in-the-middle attack, overwriting key information.
• On September 9, 2020, the Bluetooth standards organization, Bluetooth SIG, and
CERT/CC published a Bluetooth vulnerability called BLURtooth (CVE-2020-15802).
• It allows an authentication key to be overwritten after it is generated in the
CTKD＊3 implemented in Bluetooth 4.2 to 5.0.
• CTKD is a function supporting dual mode in devices that support both
Bluetooth BR/EDR and BLE. It enables the other to be considered
authenticated if either Bluetooth BR/EDR or BLE are authenticated.
• If exploited, the vulnerability enables a 3rd party to overwrite key information
and perform a man-in-the-middle attack.
• The Bluetooth SIG made Bluetooth 5.1 or greater compulsory, recommends
that CTKD be restricted, and has notified device vendors with BLURtooth
details and countermeasures.

Bluetooth SIG report
URL: https://www.bluetooth.com/learn-about-blueto
oth/key-attributes/bluetooth-security/blurtooth/

＊3 Cross-Transport Key Derivation.

Other Vulnerabilities

(1) SMBv3 vulnerability with worm potential
(2) The “SIGRed” vulnerability in the Windows DNS server
(3) “Shadow Attacks,” causing unintentional signing of PDF documents
(4) Zerologon CVE-2020-1472

(1) SMBv3 vulnerability with worm potential

●Microsoft published a vulnerability in SMBv3 that could be exploited to
create a worm. A crafted packet could be used to execute arbitrary code
remotely. A patch has been released.
• On March 10, 2020, Microsoft disclosed a vulnerability (CVE-2020-0796) in
SMBv3 that could enable remote execution of arbitrary code.
• The vulnerability is in processing of SMBv3 compressed packets and could
enable an attacker to execute arbitrary code remotely, by sending a carefully
crafted packet.
• Both the SMBv3 server and SMB client have the vulnerability, which they
reported can be mitigated by setting the server to not use compressed
packets.
• According to Fortinet Inc, which conducted the analysis, there was a bug in
the Srv2DecompressData function of srv2.sys, such that receiving a crafted
compressed packet could cause an integer overflow.
• No user interaction is needed to exploit this vulnerability, so it has potential to be used in a worm infection scheme.
• On March 12, 2020, Microsoft issued an emergency patch release for this
vulnerability.
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IDA image of the location where the integer overflow
occurs
URL: https://www.fortinet.com/blog/threat-research/
cve-2020-0796-memory-corruption-vulnerabili
ty-in-windows-10-smb-server.html
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Major vulnerabilities were found in Windows SMB, domain controllers, DNS servers and PDF readers.

2
(2) The “SIGRed” vulnerability in the Windows DNS server

●The serious “SIGRed” vulnerability that has existed for 17 years in the
Windows DNS server was reported. It has potential for creating a worm,
so US authorities gave an emergency directive to apply the patch that
had been issued.
• Security enterprise Check Point Ltd. reported on July 14, 2020, the existence of
the SIGRed serious vulnerability in the Windows DNS server, with potential to be
exploited to create a worm.
• SIGRed has CVE number CVE-2020-1350 and CVSSv3 score of 10.0, the
most serious.
• When a DNS response including a large SIG Resource Record is sent, a
heap-based buffer overflow can occur and enable remote code execution.
• An attacker can gain domain administrator rights and penetrate the entire
infrastructure of an enterprise.
• Windows Server versions from 2003 to 2019 are affected, so this vulnerability
existed for 17 years.
• Microsoft fixed the vulnerability in the monthly update on the day of the report.
• The US CISA issued an emergency directive to all federal agencies (ED 20-03) on
July 16, 2020, to apply the patch and take mitigating measures within 24 hours.

SIGRed report
URL: https://research.checkpoint.com/2020/resolvin
g-your-way-into-domain-admin-exploiting-a-17year-old-bug-in-windows-dns-servers/

(3) “Shadow Attacks,” causing unintentional signing of PDF documents

● Researchers reported on the “Shadow Attacks” vulnerability, in which
the PDF implementation is exploited to replace content before and after
signing, resulting in a target that was signed unintentionally.
• Researchers at Ruhr University in Bochum, Germany published the “Shadow
Attacks” vulnerability enabling attackers to apply an unintended PDF signature to
a document on July 22, 2020.
• The vulnerability affected 15 PDF readers, including Adobe Acrobat Reader DC.
• Adding content to a signed PDF document is supposed to invalidate the
signature, but due to how change detection is implemented, the visible
region can be changed as in the following attacks.
• Hide:
Manipulate the document by hiding the content affecting the victim
behind an image, and then modify so that the image is not rendered
after it has been signed.
• Replace:
Change the appearance of content that appears harmless, such as
display of sample form input or the fonts used, after it has been signed.
• Hide-and-Replace:
Hide malicious content as being unused and then modify the reference
table to display different content after it is signed.
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A PDF with replaced wording
URL: https://pdf-insecurity.org/download/report-pdfsignatures-2020-03-02.pdf
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(4) Zerologon CVE-2020-1472

●On September 11, 2020, security enterprise Secura Inc. published a
vulnerability (CVE-2020-1472) in the Windows Server domain controller
(DC) that enabled elevation of permissions.

WHITE PAPER
URL: https://www.secura.com/blog/zero-logon

Staged mitigation
URL: https://msrc-blog.microsoft.com/2020/09/14/2
0200915_netlogon/

Summary of Cases: Major Vulnerabilities
• With the spread of COVID-19, many enterprises expanded telework, and vulnerabilities in remote access services continued
to be an issue, as in the previous year. Meeting services such as Zoom caused concern regarding security.
• In mobile environments, vulnerabilities were reported in many aspects, including the communication environment platforms,
but also users, employees, standard apps and third-party apps.
• IoT devices continued to increase in 2020, and vulnerabilities were found in Bluetooth communication used by various
devices, and with devices not being managed. There were also issues with older devices and devices begin left vulnerable,
particularly in the medical field.
• Other significant vulnerabilities easy to use in attacks include SMB vulnerabilities with potential for creating worms and the
Zerologon vulnerability in domain controllers, which can be used for lateral movement.
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• An unauthenticated attacker can exploit this vulnerability in an attack. If a vulnerable Netlogon secure channel connection can be established with a domain
controller (DC) using the Netlogon remote protocol (MS-NRPC), it is easy to gain
DC administrator permissions. Secura Inc. called the vulnerability “Zerologon,”
and strongly recommended applying the patch.
• The following is an overview of the Zerologon vulnerability.
• CVE-2020-1472
• CWE-269: Improper Privilege Management
• CVSSv3 Base Score：10.0
• Microsoft planned to handle the vulnerability in two steps: Phase 1 and
Phase 2. A patch was released for Phase 1 on August 11, 2020, and
Phase 2 was scheduled for February 9, 2021.
• Test code was also published.
• Causes of the Zerologon vulnerability were as follows.
• There was a bug in the implementation of Netlogon protocol encryption
used for user authentication in Microsoft Active Directory (AD). It
involved a problem with the initialization vector (IV) for AES-CF8 encryption as declared in a function implementing the encryption. The IV
required generation of a random value for each session, but in the
implementation all values were actually zero.
• On September 14, 2020, Microsoft released an overview of guidance for handling
Netlogon CVE-2020-1472, “for AD administrators.” The guidance clarified
additional measures that AD administrators were required to take after applying
the patch.
• On September 18, 2020, US CISA issued an emergency directive requiring all
government agencies to apply the update to deal with Zerologon by September 21.
• On September 18, 2020, the Samba Team announced that if Samba was running
as a domain controller, it could be affected by the vulnerability, depending on the
version and configuration.
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❸ Cyberattacks
Summary
A number of cyberattacks of note occurred in 2020, which are described here.
● COVID-19-Related Cyberattacks
● Ransomware Continue to Grow
● Botnets Continue to be Active

COVID-19-Related Cyberattacks
As COVID-19 spread, many attacks that used anxiety and fear of the pandemic as lure were detected. Other frequently
observed attacks included state-sponsored cyberattacks targeting COVID-19 research information and attacks exploiting the
adoption of remote work in society.
●

Increase in cyberattacks as COVID-19 spread
(1) Attacks in 1Q 2020 using COVID-19 as subject matter

●

Attacks to steal COVID-19 research
(2) UK and US warn of COVID-19 research theft
(3) Chinese threat actors resume attack activities

● Attacks

targeting remote work
(4) Impact of COVID-19 on cybersecurity
(5) DDoS increased in 1H 2020 as telework grew

Increase in cyberattacks as COVID-19 spread
(1) Attacks in 1Q 2020 using COVID-19 as subject matter

●Security companies and major platform companies issued reports in April 2020 warning of attacks that used
COVID-19 as the subject matter in 1Q 2020.
• We organize a summary of attacks that took advantage of COVID-19 based on these reports.
• E-mail-based attacks
• Registration of COVID-19-related domains
• Actions by state-sponsored threat groups
Company/organization
CheckPoint

Report title

Date issued (in 2020)

Coronavirus update: In the cyber world, the graph has yet to flatten

April 2

Microsoft

Microsoft shares new threat intelligence, security guidance during global crisis

April 8

Group-IB

CERT-GIB: Phishers prefer Tesla, top 3 malware strains in COVID-19 phishing campaigns,
and pandemic-related dilemmas faced by hacker underground

April 9

NormShield

PHISHING DOMAINS PUSHING COVID-19 DRUGS, PREYING ON INNOCENT CONSUMERS

April 10

Google

Findings on COVID-19 and online security threats

April 22

IBM

New Study Shows Consumers Could Be Vulnerable to COVID-19 Spam

April 23

ESET

THREAT REPORT Q1 2020

April 29

Kaspersky

APT trends report Q1 2020

April 30
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Increase in COVID-19-related attacks
URL: https://blog.checkpoint.com/2020/04/02/coronavirusupdate-in-the-cyber-world-the-graph-has-yet-to-flatten/

Conventional phishing e-mail with subject matter changed to COVID-19
URL: https://www.group-ib.com/media/covid-phishing-campaings/

• After the spread of COVID-19, many domains related to COVID-19 were registered.
• The number of domains containing the words “COVID-19”, “Corona”, etc. increased.
• Between January and March 2020, 51,000 domains were registered. In contrast, 30,103 domains were registered
in March alone. Of these domains, 0.4% were malicious and 9% were suspected of being malicious. [CheckPoint]
• In mid-March, there were six times as many domain registrations as on March 1. [ESET]
• 18,000 malicious URLs and IP addresses were detected per day. [Microsoft]
• Domain registrations of names of COVID-19 candidate drugs increased. [NormShield]
• It was found that attackers using phishing sites were repeatedly selling and purchasing domains to evade being
tracked.
• Some domains were registered for the purpose of reselling for profit when a candidate drug is approved for
treatment.
• There was also an increase in registration of domains whose names were similar to service sites that became popular
during lockdown.
• There was an increase in fake domains impersonating video streaming site Netflix. [CheckPoint]
• Attacks using COVID-19 as the subject manner by state-sponsored threat groups were also detected.
• Threat groups such as Kimsuky, APT27, Lazarus, and ViciousPanda were detected to conduct attacks that used
COVID-19 as the subject matter.
• While the subject matter changed, the tactics, techniques, and procedures (TTPs) used were observed to remain
the same. [Kaspersky]
• An attack platform targeting health organizations such as WHO and human rights groups was detected.
• Although it could not be positively confirmed, the attack platform might be tied to DarkHotel. [Kaspersky]
• COVID-19 subject matter attacks by threat groups that sought to steal credentials from accounts numbered 4,164 in
January, 4,154 in February, and 3,538 in March.
• The lockdown’s effect on productivity, including that of attackers, might be the cause of the observed drop in March.
[Google]
• Some attackers, such Maze ransomware operators, could be seen to voluntarily restrain themselves from attacking medical
institutions or to offer discounts on ransoms. [ESET]
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• We summarize email attacks that used COVID-19 as the subject matter in first quarter 2020 in terms of volume of attacks,
malware used, and lure that targeted victims.
• The overall volume of cyberattacks decreased by 17% between January and March. [CheckPoint].
• The volume of cyberattacks considered to be COVID-19-related increased from the end of February. It reached 5,000
attacks per day by the end of March. [CheckPoint].
• Security companies and organizations reported an increase in the volume of attacks emails that used COVID-19 as the
subject matter.
• The proportion of these attacks out of total attacks grew. [ESET] [Microsoft]
• 240 million COVID-19-related spam emails were detected per day by Gmail. [Google]
• 18 million COVID-19-related phishing emails and malware were detected per day. [Google]
• 2% of 60,000 phishing emails per day were related to COVID-19. [Microsoft]
• 5% of detected malicious emails were COVID-19-related. [Group-IB]
• COVID-19-related spam emails surged 6,000% since March 11. [IBM]
• The following trends were observed in the malware used.
• AgentTesla: 45%, NetWire: 30%, LokiBot: 8% [Group-IB]
• The most common purpose of COVID-19-related malware was stealing personal information and financial institution credentials. This purpose accounted for 65% of spyware, 31% of backdoors, and 4% of ransomware.
[Group-IB]
• Malwares actively used in the past, such as TrickBot and Emotet, were used in email attacks that presented
COVID-19 as the subject matter. [Microsoft]
• Cybersecurity researchers detected techniques that lured victims by exploiting people’s desire for COVID-19 information
and their anxiety about illness.
• Notice about government benefits [Microsoft]
• Fast food coupons and free food offers [Google]
• Notice of free mask distribution
• COVID-19-related advisories
• Advisories from health agencies such as WHO and CDC
• Warnings from government agencies [Above items from Group-IB]

2

Surge in COVID-19-related domain registrations
URL: https://blog.checkpoint.com/2020/04/02/coronavirus-u
pdate-in-the-cyber-world-the-graph-has-yet-to-flatten/

Geographic distribution of victims of threat groups
URL: https://www.blog.google/technology/safety-security/threatanalysis-group/findings-covid-19-and-online-security-threats/

Attacks to steal COVID-19 research
(2) UK and US warn of COVID-19 research theft

●UK and US security agencies announced evidence of cyberattacks that
targeted research on the novel coronavirus.
• The Guardian newspaper reported on May 3, 2020, that states hostile to the UK
sought to steal research related to COVID-19, including vaccine development,
through hacking of universities and scientific facilities. Experts interviewed cited
Russia, Iran, and China as suspects.
• According to UK NCSC＊1, there had been a detected rise in cyberattacks
against universities and scientific facilities. It said that it was supporting
research organizations around the clock.
• The NCSC and the US CISA＊2 issued a joint advisory on this problem on May
5, 2020.
• The US FBI and CISA issued an announcement (PSA＊3) on May 13, 2020, warning
that there were signs China was carrying out cyberattacks and spying activities
against US companies and research organizations to steal COVID-19 vaccine and
drug research.
• They advised all organizations involved in COVID-19 research to thoroughly
enforce cybersecurity and internal crime prevention measures.

UNCLASSIFIED

13 May 2020

People’s Republic of China (PRC) Targeting of COVID-19
Research Organizations
The Federal Bureau of Investigation (FBI) and Cybersecurity and Infrastructure
Security Agency (CISA) are issuing this announcement to raise awareness of the
threat to COVID-19-related research. The FBI is investigating the targeting and
compromise of U.S. organizations conducting COVID-19-related research by PRCaffiliated cyber actors and non-traditional collectors. These actors have been
observed attempting to identify and illicitly obtain valuable intellectual property
(IP) and public health data related to vaccines, treatments, and testing from
networks and personnel affiliated with COVID-19-related research. The potential
theft of this information jeopardizes the delivery of secure, effective, and efficient
treatment options.
The FBI and CISA urge all organizations conducting research in these areas to
maintain dedicated cybersecurity and insider threat practices to prevent
surreptitious review or theft of COVID-19-related material. FBI is responsible for
protecting the U.S. against foreign intelligence, espionage, and cyber operations,
among other responsibilities. CISA is responsible for protecting the Nation’s critical
infrastructure from physical and cyber threats. CISA is providing services and
information to support the cybersecurity of federal and state/local/tribal/territorial
entities, and private sector entities that play a critical role in COVID-19 research
and response.

RECOMMENDATIONS







Assume that press attention affiliating your organization with COVID-19
related research will lead to increased interest and cyber activity.
Patch all systems for critical vulnerabilities, prioritizing timely patching for
known vulnerabilities of internet-connected servers and software
processing internet data.
Actively scan web applications for unauthorized access, modification, or
anomalous activities.
Improve credential requirements and require multi-factor authentication.
Identify and suspend access of users exhibiting unusual activity.

VICTIM REPORTING AND ADDITIONAL INFORMATION
The FBI encourages victims to report information concerning suspicious or criminal
activity to their local field office (www.fbi.gov/contact-us/field). For additional
assistance and best practices, such as cyber hygiene vulnerability scanning, please
visit https://www.cisa.gov/coronavirus.

PSA by FBI and CISA
URL: https://www.cisa.gov/sites/default/files/publica
tions/Joint_FBI-CISA_PSA_PRC_Targeting_of_
COVID-19_Research_Organizations_S508C.pdf

＊1 National Cyber Security Centre
＊2 Cybersecurity and Infrastructure Security Agency
＊3 Public Service Announcement

(3) Chinese threat actors resume attack activities

●The shift to economic espionage during the turmoil of the COVID-19
pandemic has abated. Various intelligence-gathering activities by
Chinese threat actors have been confirmed. The US government called
for vigilance.
• On September 1, 2020, security firm Proofpoint reported that TA413, a Chinese
threat actor active since 2012, resumed cyberattacks against Tibetan dissident
groups from July of 2020.
• The threat group collected information through phishing attacks that infected
using Sepulcher malware.
• Since March 2020, the group had been conducting economic espionage
against European organizations using COVID-19 as lure.
• They took advantage of turmoil during the COVID-19 pandemic to
switch to stealing money.
• On September 14, 2020, US CISA warned of attacks by Chinese threat actors
against US government agencies.
• CISA described characteristics of the threat actors’ attacks, which used open
source information and well-known tactics, techniques, and procedures
(TTPs)＊4 to quickly carry out attacks.
• CISA’s advisory introduced the threat actors’ information stealing techniques,
targeted vulnerabilities, and infiltration tools.
• The agency called users to carry out frequent patching.

＊4 Tactics, Techniques, and Procedures
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Example of COVID-19 lure used in March 2020

Example of lure targeting Tibetan dissident groups
used in July 2020
URL: https://www.proofpoint.com/us/blog/threat-insi
ght/chinese-apt-ta413-resumes-targeting-tibetfollowing-covid-19-themed-economic
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• On September 15, 2020, security firm Recorded Future reported intelligence-gathering activities by Chinese threat group RedDelta targeting Catholic Church
entities.
• It appeared that the purpose of the activities was to gather information ahead
of the renewal of the 2018 China-Holy See deal, which concerned the
appointment of Catholic bishops in China.
• RecordedFuture reported on July 28, 2020, that RedDelta’s attacks had been
detected since early May 2020.
• After that report, the attacks halted temporarily and resumed within 14 days.
• Security workarounds were added and the attacks continued.
• On September 18, 2020, a Spanish newspaper reported that according to the
country’s intelligence agency, Chinese hackers had stolen COVID-19 vaccine
development information from research laboratories in the country.
• The newspaper noted that vaccine development organizations in multiple
countries had been hacked. The Chinese government denied involvement.
• On September 29, 2020, security firm Positive Technologies described the
Chinese Winnti Group’s latest attack infrastructure. The Winnti Group has been
active since 2012.
• The infrastructure uses multiple backdoor malwares such as ShadowPad.
• The group had already compromised a large number of computers, which
served as the staging ground for large-scale attacks.

−
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Provisional Agreement between the Vatican and
China
URL: https://press.vatican.va/content/salastampa/en
/bollettino/pubblico/2020/10/22/201022a.html

Attacks targeting remote work
●Multiple companies issued security reports in the first half of 2020.
A surge in attacks targeting remote workers, who increased in response
to the COVID-19 pandemic, stood out in the first half of 2020.
• On August 4, 2020, email security firm Mimecast released its first half 2020 threat
report,＊5 which examined the impact of COVID-19 lockdown.
• Many of the attacks focused on financial gain instead of stealing critical
information or intellectual property.
• Many simple attacks targeting remote workers, such as spam and phishing,
were carried out.
• In the US, frequent targets were companies in manufacturing, retail/wholesale, and financial/insurance sectors, which had continued business operations during COVID-19.
• On August 4, 2020, security firm Netskope issued its report of the following effects
of COVID-19 in its 1H 2020 report.＊6
• Remote work increased 148% year over year. 64% of all workers did remote
work.
• The use of collaboration tools increased 80%.
• Personal use of corporate devices increased 97%.
• Use of high-risk applications and websites grew 161%.
• On August 4, 2020, Interpol issued its report of COVID-19’s impact on cybercrime.＊7
• Cybercrime targets shifted from individuals and small companies to large
companies, government agencies, and critical infrastructure.
• Attackers sought to steal information and money and destroy IT systems.
They exploited security deficiencies that arose with the spread of telework by
organizations and companies.
• From January to April 2020, COVID-19-related threats grew with a 22%
increase in malicious domains, 36% increase in malware and ransomware,
59% in phishing scams and BEC, and 14% rise in fake news.
• On August 19, 2020, security firm Malwarebytes reported the results of its survey＊8
of 200 IT decision-makers on COVID-19’s impact on business security.
• The survey identified the following issues amid the growth of remote work.
• Compromises occurring due to mistakes by remote workers (20%)
• Use of personal devices for work-related tasks (28%)
• The latest antivirus solutions not installed in provided terminals (65%)
• Lack of employee training for remote work (44%)
＊5 Threat Intelligence Report: Black Hat U.S.A. Edition 2020
＊6 August 2020 Netskope Cloud and Threat Report
＊7 COVID-19 Cybercrime Analysis Report - August 2020
＊8 Enduring from home COVID-19’s impact on business security
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Increase in spam attacks during lockdown
URL: https://www.mimecast.com/globalassets/docu
ments/whitepapers/threat-intelligence-reportblack-hat-usa-2020.pdf

Increase in COVID-19-related threats
URL: https://www.interpol.int/en/News-and-Events/
News/2020/INTERPOL-report-shows-alarming
-rate-of-cyberattacks-during-COVID-19
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(4) Impact of COVID-19 on cybersecurity

2
(5) DDoS increased in 1H 2020 as telework grew

●Kaspersky reported a significant increase in DDoS attacks in the first half
of 2020 compared with previous years. The reason appeared to be
increased Internet use as telework grew in response to the COVID-19
pandemic.
• According to Kaspersky’s August 10, 2020, report analyzing DDoS attacks in first
half of 2020,＊9 attacks tripled compared with the same period last year. The
number of attacks previously fell during this period.
• The company analyzed the cause as increased effectiveness of attacks while
telework and Internet use grew during COVID-19.
• In the first half of 2020, new DDoS amplification attack methods, called the
NXNS attack by Israeli researchers and RangeAmp attack by researchers at
Tsinghua University in China, were also announced.
• On August 17, 2020, Akamai reported an attack targeting multiple industries in the
UK, US, and Asia. The threat actors threatened to launch DDoS attacks unless the
ransom was paid.
• The threat actors called themselves Armada Collective and Fancy Bear.
• Akamai confirmed attacks peaking at 200 Gb/sec before the payment
deadline.
• No large-scale attacks were detected after the payment deadlines passed.
• The attacks also targeted financial institutions. ZDNet reported they caused the
New Zealand Stock Exchange to halt trading intermittently for several days.

Quarterly trends
URL: https://securelist.com/ddos-attacks-in-q2-2020
/98077/

＊9 DDoS attacks in Q2 2020

Ransomware Continue to Grow
In addition to survey results showing that ransomware attacks had increased compared with the previous year, risk continued
to grow as attacks themselves became more sophisticated and larger in scale. In addition, damage to targeted organizations
like educational institutions and medical institutions became newsworthy. Ransomware attacks are accompanied by ransom
demands. However, the demanders may also be attackers subject to state sanctions. Thus the responses of victimized companies were also of interest.
(1) Targeting of medical organizations continued even during state of emergency
(2) Ransomware trends
(3) Frequent ransomware attacks continue
(4) Ransomware attacks targeting educational institutions
(5) Ransomware attacks continued to increase

(1) Targeting of medical organizations continued even during state of emergency

●As the importance of medical institutions grew with the spread of
COVID-19, a series of cyberattacks targeting them were reported.
• Media outlet Bleeping Computer asked various ransomware operators if they
would target medical institutions during the COVID-19 pandemic. Maze and
DoppelPaymer operators responded that they would not, according to Bleeping
Computer’s article on March 18, 2020.
• In an additional report on March 22, Netwalker operators also responded that
they would not attack medical institutions.
• On the following day, March 27, CLOP and Nefilim operators also replied that
they would not attack.
• Operators of ransomware such as Ryuk and Sodinokibi (also known as REvil)
did not respond.
• Media outlet Forbes reported on March 23, 2020, that according to information
from Media Computer Weekly, patient data belonging to UK medical research
institute Hammersmith Medicines Research were posted by Maze ransomware
operators.
• The institution was attacked by Maze on March 14, 2020. It recovered its
systems and rejected the ransom demand.
• On March 13, 2020, media outlet ZDNet reported that Brno University Hospital,
one of the largest COVID-19 testing labs in the Czech Republic, was hit by a
cyberattack that day.
• The hospital was forced to shut down its entire IT network, which extended
to affiliated hospitals. It had to cancel all surgical operations.
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Hammersmith Medicines Research’s website
URL: https://www.hmrlondon.com/

Example of ransomware attacking a hospital
URL: https://www.bleepingcomputer.com/news/sec
urity/ryuk-ransomware-keeps-targeting-hospit
als-during-the-pandemic/
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• On March 16, 2020, media outlet Bloomberg reported that US Department of
Health and Human Services (HHS) systems were hit by a DoS attack.
• According to a report by Bleeping Computer on the same day, the attack was
a DoS attack on HHS’s website.
• On March 26, 2020, media outlet Bleeping Computer reported that cybersecurity
researchers Vitali Kremez and PeterM had observed continuing attacks by Ryuk
ransomware against healthcare organizations.
• Vitali Kremez of security firm SentinelOne briefed the media that ten medical
institutions had been targeted by Ryuk in the previous month.
• On the same day, PeterM of Sophos reported on Twitter that a healthcare
provider had also been targeted by Ryuk.
• On April 1, 2020, media outlet Bloomberg introduced the comments of several
security experts concerning the targeting of medical institutions by ransomware.
• André Pienaar of C5 Capital confirmed ransomware attacks against multiple
healthcare organizations. He commented that several cases involved Maze
ransomware that targeted the UK and other parts of Europe.
• He observed a significant increase in ransom demands over the past
two months.
• According to Jan Op Gen Oorth, spokesman of Europol, almost all EU
member states had reported intensifying cyberattacks by malware and
ransomware as attackers sought to exploit the COVID-19 crisis.
• Bill Siegel of Coveware warned companies and organizations not to believe
malware operators’ declaration that they would not attack medical institutions.
• Siegal commented that he had confirmed numerous ransomware
attacks by operators who had declared that they would not attack.

−
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COVID-19 statistics
URL: https://www.bloomberg.com/news/articles/202
0-04-01/hackers-without-conscience-demandransom-from-health-providers

●In the second quarter of 2020, the number of information theft incidents
increased by 8.7% compared with the previous quarter, accounting for
22% of all 2020 information theft cases. In the first half of the year, RDP
was the most common intrusion vector.
• The number of ransomware attacks targeting companies reached a record high.
• On August 3, 2020, security firm Coveware reported the results of its analysis
revealing that of the thousands of cases it had investigated in the second
quarter of 2020, in 30% of the cases threats were made to reveal stolen
information.
• On August 25, 2020, security firm KELA reported cases of attackers auctioning stolen information as a means to exert pressure on victims.
• On August 24, 2020, media outlet ZDNet released a summary of trends in the
first half of 2020, based on reports from several security companies.
• Continuing from 2019, by number of cases intrusions from insecure RDP
endpoints were the most common exploit.
• Since 2020, the number of intrusions exploiting vulnerabilities in VPN
products has increased.

Change in makeup of intrusion vectors over time
URL: https://www.coveware.com/blog/q2-2020-rans
omware-marketplace-report

(3) Frequent ransomware attacks continue

●Continuing from the first half of 2020, ransomware attacks were reported
from around the world. Insurance companies issued reports on the effectiveness of introducing vulnerability scanning in underwriting policies.
• On September 10, 2020, Coalition, the largest cyber insurance company in North
America, released its claims report for the first half of 2020.
• Damage from ransomware attacks extended to all industries. Ransomware
attacks accounted for 41% of all reported incidents. Just the top three
incidents alone, which occurred in the areas of fund transfers (27% of all
cases) and BEC scams (19%), made up 84% of the insurance claim amount.
• During the period in which remote work was spurred by the COVID-19
pandemic, while the number of attacks did not jump sharply, their
success rate increased.
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Ransom demand amounts (1H 2020)
URL: https://www.zdnet.com/article/ransomware-ac
counts-to-41-of-all-cyber-insurance-claims/
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(2) Ransomware trends

2
• Reports of ransomware attacks from different countries around the world continued.
• Media outlet Bleeping Computer reported that on August 27, 2020, Argentina’s immigration agency was attacked by Netwalker ransomware. As a result,
all border checkpoints were closed for four hours.
• The ransom demand doubled to 355 Bitcoins (equivalent to 4 million
USD) after seven days had passed.
• On September 7, 2020, media outlet Security Affairs reported that
BancoEstado, one of the largest banks in Chile, closed all of its branches as
the result of a ransomware attack.
• A large portion of bank’s internal servers and workstations were infected
by REvil (Sodinokibi) after an employee opened a Microsoft Office file
attachment.
• Media outlet Bleeping Computer reported that K-Electric, a power company
in Pakistan, was attacked by the Netwalker ransomware on September 7.
Following this attack, users continued to have problems accessing online
services.
• On September 10 of the same year, the University Hospital of Dusseldorf
(UKD) in Germany was hit by a ransomware, according to media outlet
ZDNet. The attack resulted in the death of a patient.
• A patient in critical condition had to be transported to distant hospital
due to UKD’s inability to provide outpatient and emergency services
following the suspension of the hospital’s IT systems caused by the
attack. Treatment was delayed by an hour and the patient died.
Although indirectly related, this was the first time that a reported death
was caused by a ransomware attack.
• After German police communicated with the attackers, they withdrew
their ransom demand and provided a decryption key.
• On September 17 of the same year, security firm Sophos reported that the
Maze ransomware was encrypting via virtual machines to evade detection.
• On September 26 of the same year, US insurance broker Arthur J. Gallagher
(AJG) confirmed a ransomware attack in a filing with the US Securities and
Exchange Commission.
• Media outlet Lloyd's List reported that on September 27 of the same year,
French shipping giant CMA CGM suffered an attack by the Ragnar Locker
ransomware.
• The company initially claimed that its reservation system was offline due
to problems with its internal IT infrastructure.
• On September 29 of the same year, Universal Health Services, one of the
United States’ largest hospital and healthcare providers, announced that it
had suspended its IT operations as a result of an IT security incident on
September 27.
• Media outlet NBC News reported that sources revealed that the attack
was a ransomware attack.
• On September 22 of the same year, cyber insurer Corvus issued a report on the
effectiveness of implementing vulnerability scanning in underwriting cyber
insurance policies.
• It stated that the result was a 65% drop in insurance claims for ransomware
infection.

Statement by University Hospital of Dusseldorf
URL: https://www.uniklinik-duesseldorf.de/ueber-uns
/pressemitteilungen/detail/krankenhaus-derzeit
-nur-sehr-eingeschraenkt-erreichbar-patientenv
ersorgung-eingeschraenkt

Report by Arthur J. Gallagher
URL: https://www.documentcloud.org/documents/7
219617-AJG-BC-8-K.html

(4) Ransomware attacks targeting educational institutions

●In September 2020, a series of ransomware attacks targeting educational
institutions in the UK and North America were reported. Some of the
institutions had no choice but to suspend operations due to the attacks.
• Media outlet Infosecurity reported that ransomware attacks against Northumbria
University and Newcastle University occurred in August 2020. The former was
reported on September 3 and the latter on September 8 of the same year.
• At Northumbria University, IT systems were shut down and the campus was
forced to close.
• At Newcastle University, the attack took many systems offline. Their
restoration took several weeks.

Warning issued by NCSC
URL: https://www.ncsc.gov.uk/files/20200917-Alert-A
cademia-Ransomware.pdf
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• In response to a series of ransomware attacks on educational institutions, including against the the two universities described above, the UK NCSC issued an alert
on September 17.
• In the alert , the NCSC listed the following mitigation measures:
• Carry out vulnerability management and patching procedures
• Make RDP secure by using multi-factor authentication
• Make offline backups
• On September 4, 2011, the Hartford City School District in Connecticut, United
States, announced that a ransomware attack had shut down critical systems of its
public schools. As a result, the first day of the new school year was postponed.
• On September 15 of the same year, the Los Angeles Times reported that the
computer system of the Newhall School District in California was shut down due
to a ransomware attack, forcing the cancellation of online classes in the district’s
schools.
• On September 18 of the same year, CBC News reported that College of Nurses of
Ontario was hit by a ransomware attack in which personal information of about
200,000 nurses might have been compromised.
• CBC News reported that the information posted on data leak disclosure
website was discovered on September 8 and reported to the college. However, the college did not make public this incident until September 18.
• On September 28 of the same year, The Wall Street Journal reported that personal
data of thousands of students in the Clark County School District (CCSD) in
Nevada, United States, had been published online by hackers.
• CCSD’s computer system had been infected with ransomware on August 27,
2020. The district had refused to pay the ransom demanded by attackers.

−
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Attack on the College of Nurses of Ontario
URL: https://www.cbc.ca/news/canada/london/colle
ge-of-nurses-ontario-cyber-security-incident-1
.5727816

●Ransomware attacks increased during the third quarter of 2020.
Ransomware attacks made up one-third of all cyberattacks from January 1,
2020, to September 1, 2020.
• Two companies released reports summarizing cyberattacks that occurred during
the third quarter of 2020. Both reported an increase in the number of ransomware
attacks.
• Checkpoint released its report on October 6, 2020.
• The average daily number of ransomware attacks increased 50%
compared to the first half of the year.
• Maze and Ryuk were the most used malware in attacks.
• The countries receiving the most attacks were, in order from the top, the
United States, India, and Sri Lanka.
• SonicWall released its report on October 28 of the same year.
• The company detected 4.4 billion malware attacks in the third quarter, a
year-over-year decline of 39%. However, there were 199.7 million
ransomware attacks, an YOY increase of 40%.
• Of the ransomware attacks, 67.3 million (33.7%) used Ryuk.
• On October 6, 2020, Kroll released a report on trends related to cyberattacks that
it had responded to from January 1, 2020, to September 1, 2020.
• Of all cyberattacks, ransomware attacks were the most numerous at 35%,
followed by business email compromise (BEC) scams (32%), unauthorized
access (17%), and web compromises (7%).
• Ryuk, Sodinokibi, and Maze were the most used ransomware.
• Attacks using Ryuk had been on hiatus since the end of the second
quarter. However, the company urged continued vigilance.
• For ransomware infection routes, exploiting open remote desktop protocol
(RDP) and Microsoft’s proprietary network communications protocol made
up the most common routes (47%), followed by phishing emails (26%),
vulnerability exploits (17%), and stolen account takeovers (10%).
• The company noted that companies in the professional services, healthcare,
and technology and telecommunications sectors were primary targets of
ransomware attacks in 2020.
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CheckPoint’s report
URL: https://blog.checkpoint.com/2020/10/06/studyglobal-rise-in-ransomware-attacks/

Ransomware as a percentage of all cyberattacks
URL: https://www.kroll.com/en/insights/publications
/cyber/ransomware-attack-trends-2020
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(5) Ransomware attacks continued to increase

2
Botnets Continue to be Active
After a hiatus from February 2020, Emotet returned in July with new functions and resumed distributing phishing emails. In
addition, TrickBot continued its botnet activities despite a large-scale takedown led by Microsoft.
(1) Emotet resumed spam mail distribution
(2) Fight against persistent TrickBot

(1) Emotet resumed spam mail distribution

●On July 17, 2020, the first large-scale spam mail distribution by the
Emotet botnet since February 7, 2020 was detected. The botnet is
continuing active distribution while adding new features.
• Cryptolaemus, a group tracking Emotet, tweeted on July 17, 2020, that the Emotet
botnet had resumed spam mail distribution at 14:00 UTC on the same day.
• Smaller botnets involved in running Emotet, known as E1, E2, and E3, had all
resumed activity.
• The attack email used a Word document attachment containing a malicious
macros that was used frequently by Emotet.
• On the same day, Bleeping Computer reported that Joseph Roosen of Cryptolaemus observed that commonly hacked WordPress sites were used as the download URL for Emotet.
• On July 25, 2020, media outlet ZDNet reported that an unknown hacker was
thwarting Emotet payloads stored on WordPress sites by replacing them with
harmless GIF files.
• On July 28, British computer security researcher Marcus Hutchins tweeted that
Emotet had added a module to steal email attachments.
• Security firm Confense Labs noted that exploiting stolen attachment files
increases the sophistication of phishing emails.

Emotet resumes email delivery
URL: https://twitter.com/peterkruse/status/12841782
26500247553l

(2) Fight against persistent TrickBot

● In October 2020, there were reports of several efforts to take down
TrickBot. In response to these attempts, TrickBot rebuilt its attack
infrastructure.
• On October 2, 2020, security researcher Brian Krebs reported announcements by
security firms Intel 471 and Hold Security. The firms stated that there had been an
attack that sought to take down TrickBot by distributing a configuration file to
TrickBot victims’ PCs. The configuration file made it impossible for the bot to
connect to the Internet.
• Neither security firms could identify the party who distributed the file.
• The configuration file was distributed on September 22, 2020. An updated
version was distributed on October 1, 2020.
• On October 1 of the same year, an unknown party embedded millions of fake
records in TrickBot’s control network.
• It appeared that the purpose was to dilute the TrickBot database and
confuse TrickBot operators.
• In response, TrickBot operators declared that ransom would be doubled.
However, the authenticity of the statement could not be confirmed.
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The identity of the configuration file’s distributor is
unknown.
URL: https://krebsonsecurity.com/2020/10/attacks-ai
med-at-disrupting-the-trickbot-botnet/
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❸ Cyberattacks

Number of TrickBot activities
(From July 1 to October 14, 2020)
URL: https://www.crowdstrike.com/blog/wizard-spi
der-adversary-update/

Distribution of TrickBot servers
(red: C2, yellow: IoT)
URL: https://blogs.microsoft.com/on-the-issues/202
0/10/20/trickbot-ransomware-disruption-update/

Summary of Cases: Cyberattacks
• As a result of the major changes in society due to COVID-19, a great number of attacks that took advantage of the situation,
such as various phishing attacks and attacks targeting remote workers, were observed. In addition, there were also attacks
against government servers. These attacks actively targeted COVID-19 research.
• Ransomware attacks continue to increase, as shown by numerous surveys. Attacks targeting healthcare and educational
institutions are also on the rise. Countermeasures are needed.
• Emotet, which had been quiet for five months, resumed activity in 2020. TrickBot, which was subject to a major takedown,
also resumed its activities. Stopping botnets thus has become difficult.
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• On October 16, 2020, security firm CrowdStrike released a report on a criminal
group famous for creating and operating TrickBot.
• CrowdStrike’s research team reported that it had observed a non-standard
configuration file being distributed to victims infected with TrickBot for two
days beginning on September 21.
• The configuration file disconnected bots from the TrickBot network and
crippled their ability to access normal C2 servers.
• The configuration files were distributed by multiple cybersecurity
vendors with the purpose of taking down TrickBot.
• There were about 10,000 unique downloads of the configuration file.
• A definite impact on the TrickBot network was observed after the distribution
of the configuration file. However, the effect was short-lived as TrickBot
operators responded quickly and efficiently.
• Some time after the TrickBot network was affected, another criminal group
deployed TrickBot to Emotet-infected hosts.
• It appeared that the criminal group replenished bots to compensate for
losses that occurred as a result of the takedown attempt.
• On October 12, 2020, Microsoft announced that it had attempted to take down
TrickBot through a court order granted by the United States District Court for the
Eastern District of Virginia and the technical partnership of telecommunications
providers around the world.
• Partners including ESET, Lumen Black Lotus Labs, and NTT Ltd. participated
in this action.
• ESET provided technical analysis, statistical information, and the
domain names and IP addresses of known C2 servers.
• Lumen’s Black Lotus Labs provided intelligence and a legal declaration
that was filed to support Microsoft’s application for a temporary
restraining order to halt TrickBot’s operations.
• NTT Ltd. collaborated with the Microsoft Digital Crimes Unit to analyze
TrickBot’s malware functions, botnets, and C2 infrastructure.
• On October 20, 2020, Microsoft gave an update of the above efforts as of October
18, 2020.
• The company identified 69 servers that were at the core of TrickBot’s operations and disabled 62 of them (the seven remaining servers were IoT equipment TrickBot had infected and was using as part of its server infrastructure).
• In response, TrickBot’s operators added 59 new servers to their
infrastructure.

−

2

❹ Other Issues
Summary
Other major issues occurring in 2020 are described below.
● Security Measures
● SNS Fake News Measures
● Security Administrator Tools, Guidance and Risks
● Inadequate Operating Procedures and Configurations

Security Measures
Security measure activities were reported including functions to detect vulnerabilities in code and ransomware vaccines, and
also activities to promote such measures.
(1) The MITRE Corporation publishes ATT&CK for ICS
(2) Promoting adoption of BGP security measures
(3) GitHub announces functions for detecting vulnerabilities
(4) “Raccine” vaccine against ransomware

(1) The MITRE Corporation publishes ATT&CK for ICS＊1

●On January 7, 2020, the MITRE Corporation announced publication of the “MITRE ATT&CK for ICS database of
attacks on ICS.
• The MITRE Corporation announced publication of the “ATT&CK for ICS” database of attacks on ICS on January 7, 2020.
• Previously, the MITRE Corporation published “ATT&CK for Enterprise” and “ATT&CK for Mobile.” This release adds a
database for ICS.
• The database summarizes attack techniques expected to be used against ICS.
• The database is categorized in ten attack groups, 81 individual attack techniques, 17 types of malware, and seven types
of assets to be protected.
• Chris Glyer at FireEye Inc. has stated that the ICS ATT&CK framework creates a forum for establishing how ICS intrusions
are unique/different from enterprise IT intrusions and will enable ICS operations and security teams to better protect
these mission critical systems.

＊1 Industrial Control Systems

An overview (framework) of attack techniques intended for ICS
URL: https://collaborate.mitre.org/attackics/index.php/Main̲Page

(2) Promoting adoption of BGP security measures

●Measures against advertisement of illegitimate routes with Border Gateway Protocol (BGP) were not spreading adequately. As the technologies
mature, measures are expected to spread.
• On April 8, 2020, Team Cymru published a list of measures to be taken after a BGP
hijacking by an ISP under the Russian government affected more than 8,000
networks.
• They maintain that in light of recent BGP hijacking incidents, measures must
be applied more broadly.
• Bogons: Filter unregistered network addresses (Bogons).
• RPKI: Verify that AS number and address pairs are legitimate using a
signature.
• EBGP: Set import/export policy for route advertising to “Default Deny”
• Peer Locking: Filtering agreement between AS peers.
• On April 18, 2020, Cloudflare Inc. established the “Is BGP safe yet?” site for checking introduction of RPKI.
• The site is intended to encourage introduction of RPKI, which has been inadequate in the past several years.
• It enables verification of whether access to routes (sites) that were advertized
illegitimately is possible from a browser.
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The “Is BGP safe yet?” site
URL: https://isbgpsafeyet.com
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(3) GitHub announces functions for detecting vulnerabilities

●On May 6, 2020, GitHub announced addition of a vulnerability detection
function (Code scanning) and expansion of the scope of its confidential-information leak prevention function (Secret scanning).
• At “GitHub Satellite 2020,” GitHub’s annual general meeting, two functions useful
in detecting vulnerabilities during development were announced.
• Code scanning:
Based on the CodeQL＊2 vulnerability- check tool, it checks for vulnerabilities
when the “git push” command is run to update code changes on GitHub. If a
vulnerability is detected in the code, details are displayed such as the
location and content of the vulnerability and recommendations for fixing it.
• Secret scanning:
This function is to prevent unintentional leak of confidential information,
detecting and notifying when a token in a format determined by the repository, or a private key is checked in.
• The function was intended for public repositories, but was extended to
private repositories at this time.

Code scanning
URL: https://github.com/features/security

＊2 Vulnerability-check tool for open- source code, provided by the GitHub Security Lab.

(4) “Raccine” vaccine against ransomware

• On October 3, 2020, security researcher Florian Roth announced “Raccine” as a
vaccine against ransomware.
• Raccine is pronounced “rax-een.”
• It works by registering a debugger for the vssadmin.exe command.
• “vssadmin.exe” is often used by ransomware to delete targeted shadow
copies.
• When vssadmin.exe is called, Raccine checks for particular combinations of
deleting shadow copies and resizing memory areas.
• If a particular combination is found, all process IDs of the parent process
are collected and the parent process is terminated.
• Raccine should only be used at one’s own risk.
• If a legitimate backup process attempts to use one of the specified
combinations of commands, Raccine will terminate the process.

Raccine batch installer
URL: https://github.com/Neo23x0/Raccine

SNS Fake News Measures
Various SNS companies took measures against fake news. WhatsApp restricted forwarding of messages as a measure to
prevent the spread of misinformation. Twitter clarified its policy regarding deletion, warnings, and applying labels indicating that
facts need to be checked for tweets that could create misunderstanding.
(1) WhatsApp measures to stop the spread of misinformation
(2) Confrontation with Twitter Inc. over tweets from the US President
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●A security researcher has announced a vaccine against ransomware. It
suspends processes when specific behaviors are detected, but was also
reported to stop legitimate backup processes.

2
(1) WhatsApp measures to stop the spread of misinformation

●Instant messaging application operator WhatsApp Inc. announced on
April 7, 2020, that it would restrict forwarding of messages as a measure
against the spread of misinformation.
• With the spread of COVID-19, misinformation was being spread using the
WhatsApp instant message forwarding function, so WhatsApp announced that it
was restricting the function on April 7, 2020.
• According to the company’s announcement, messages forwarded five or more
times would be limited to forwarding to a single chat.
• Before the limitation, it was possible to forward to five chats at a time.
• A double-arrow icon is attached to messages that have been forwarded five
or more times.
• On April 26, 2020, media outlet Business Standard reported that a WhatsApp
spokesman had stated that messages forwarded on WhatsApp declined 70% as
a result of the new restriction.

WhatsApp announcement regarding forwarding
limits
URL: https://faq.whatsapp.com/general/coronavirusproduct-changes/about-forwarding-limits

(2) Confrontation with Twitter Inc. over tweets from the US President

●Twitter Inc. edits warnings to readers regarding tweets by US President
Trump according to existing company regulations, but Trump takes a
clearly confrontational stance toward the measures.
• On May 27, 2020, CNN reported that Twitter Inc. had attached labels to two of US
President Trump’s tweets, stating that they may cause misunderstanding and
encouraging readers to check the facts.
• The tweets claimed that voting by mail could result in an illegitimate election,
and the label contained a link to a page of expert opinions regarding the
claim.
• Twitter had clarified their policy regarding potentially misleading tweets in
February, 2020, including the possibility of deleting them or labeling them
with warnings and fact-checking requests, but this was the first time such
measures had been applied to the US President’s tweets.
• The President criticized Twitter, tweeting that it was interfering with a presidential
election and suppressing freedom of speech.
• The President posted the same content on Facebook but no action was taken on
those posts.
• On May 28, 2020, the BBC reported that Twitter had taken measures to label and
conceal a tweet from President Trump because it glorified violence.
• In response to protests and violence after a black man was killed by a white
police officer in Minnesota, the President tweeted that they would send in the
National Guard and that “when the looting starts, the shooting starts”.
• However, the tweet itself was not deleted and could be displayed by
clicking “View” on the label. The label stated that the tweet violated
Twitter rules, but that leaving it accessible could be in the public’s
interest.
• On May 28, 2020, the US President announced that he had signed an executive
order＊ regarding online censorship. Normally, Web site operators are not responsible for content posted by users, but there is a legal exception if posts are deleted
for reasons of obscenity or violence. The executive order stated that this exemption would not apply to Web site operators editing posts by applying labels or
other means.
＊ Executive Order 13925 Preventing Online Censorship
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The labeled tweet
URL: https://twitter.com/realDonaldTrump/status/126
5255835124539392

The tweet hidden by a label
(that can be displayed by clicking “View”)
URL: https://twitter.com/realDonaldTrump/status/12
66231100172615680
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❹ Other Issues

Security Administrator Tools, Guidance and Risks
Tools for security administrators were announced, such as APT detection tools with a malware background and attacktechnique simulation tools.
Reported attacks included incidents determined in investigation to be Red Team activity.
(1) CWE Version 4.0 Announced
(2) The KTAE malware attribution APT identification solution
(3) The MITRE Corporation free emulation plan library
(4) FIRST ethics guide for security personnel

(1) CWE＊1 Version 4.0 Announced

●On February 24, 2020 MITRE Inc. announced CWE Version 4.0, adding
categories and identifiers from the perspective of hardware design and
software development.

CWE 4.0 Web site
URL: https://cwe.mitre.org/data/

＊1 Common Weakness Enumeration

(2) The KTAE＊2 malware attribution APT identification solution

●On June 9, 2020, Kaspersky Labs released their KTAE malware attribution APT identification solution.
Compares characteristic code with APT samples to find similarity and identify.
• KTAE identifies APTs based on malware samples accumulated by Kaspersky Labs over 22 years, covering more than 600
threat actors and tracking more than 120 APTs.
• The malware being examined is partitioned into small binary segments and compared with over 60,000 APT related files
to identify relationships with known APT groups and campaigns.
• Comparison is done efficiently by creating Yara＊3 rules for characteristic malware code.
• KTAE identifies the malware APT attribution early and suggests TTP and methods for handling it.
• Enables effective and timely threat countermeasures.
• Enables appropriate containment and handling procedures.
• It is able to learn so that it can detect original threat actors.
• Can be built in the customer environment, to maintain confidentiality.

＊2 Kaspersky Threat Attribution Engine.
＊3 Binary scanner

Display of identification results
URL: https://securelist.com/big-threats-using-code-similarity-part-1/97239/
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• On October 10, 2019, the MITRE Corporation announced a policy to integrate
hardware faults into CWE, which had previously only covered software faults.
• The announcement was made due to major incidents occurring in IoT
environments due to hardware faults (LoJax, Rowhammer, Meltdown/Spectre).
• On February 24, 2020, the MITRE Corporation released CWE Version 4.0, adding
63 new faults in two categories, making a total of 839 faults.
• Faults in areas of circuit or logic design, interface I/O, and security structure
were added to “Hardware Design.”
• Faults in areas of API, Logging, information leak from metadata, authentication, and authorization were added to “Software Development.”

2

(3) The MITRE Corporation free emulation plan library

●The MITRE Corporation released a library of emulation plans
free-of-charge. As a first installment, plans for attacks from FIN6 were
released.
• On September 10, 2020, the MITRE Corporation released a library of emulation
plans free-of-charge on GitHub.
• The emulation plans focus on the content of the attack, but also the attack
method and time frame, with a cyberattack scenario based on a real incident.
• Scenarios include guides, scripts and commands.
• Information is provided in human readable form and also formats that
can be read by tools.
• The library is intended to support cybersecurity personnel for testing and
evaluation based on TTPs＊4.
• It facilitates protection before a cyberattack and responses after an
attack.
• As a first installment, plans were released covering attacks from the FIN6 threat
actor.
• Plans were to release other plans successively.
＊4 Tactics, Techniques, and Procedures

FIN6 emulation plan
URL: https://www.zdnet.com/article/mitre-releases-e
mulation-plan-for-fin6-hacking-group-more-tofollow/

(4) FIRST＊5 ethics guide for security personnel

●FIRST, which supports collection, provision and sharing of information
among CSIRTs around the world, released a new guide on ethics for
cybersecurity personnel.
• On October 21, 2020, FIRST released a new guide called “EthicsfIRST”＊6 for
cybersecurity personnel.
• FIRST is a global forum supporting the collection, provision and sharing of
information among CSIRTs. Currently, participants include 539 enterprises,
government agencies and educational institutions from 96 countries, including Japan.
• The guide was created as a reference of professional and ethical behavior
issues for cybersecurity personnel to be aware of when dealing with incidents
and managing teams.
• The content of the guide is based on the idea of public interest and
scenarios that could actually occur in business, and was reviewed by
experienced professionals.
• The guide is composed of 12 sections and an appendix.
• Each of the 12 sections deals with a duty that must be maintained in operation of a business.
• Duty of trustworthiness
• Duty of coordinated vulnerability disclosure
• Duty of confidentiality
• Duty to acknowledge
• Duty of authorization
• Duty to inform
• Duty to respect human rights
• Duty to Team health
• Duty to Team ability
• Duty for responsible collection
• Duty to recognize jurisdictional boundaries
• Duty of evidence-based reasoning
• Appendix A is about how to deal with dilemmas that arise
＊5 Forum of Incident Response and Security Teams
＊6 ethics for Incident Response and Security Teams
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Release announcement from FIRST
URL: https://www.first.org/newsroom/releases/2020
1021

TLP:WHITE

EthicsfIRST
Ethics for Incident Response and Security
Teams
Members of incident response and security teams 7HDPV KDYHDFFHVVWRPDQ\GLJLWDOV\VWHPV
DQGVRXUFHVRILQIRUPDWLRQ7KHLUDFWLRQVFDQFKDQJHWKHZRUOGAs a member of this profession, a
7HDP PHPEHU PXVW UHFRJQL]H UHVSRQVLELOLW\ WR WKHLU FRQVWLWXHQF\ DQG WR RWKHU VHFXULW\
SURIHVVLRQDOVDVZHOODVWR ZLGHUVRFLHW\7KHLQGLYLGXDOPXVWDOVRUHFRJQL]HWKHLUUHVSRQVLELOLW\WR
WKHLURZQZHOO-EHLQJ
(WKLFVIΖ567LVGHVLJQHGWRLQVSLUHDQGJXLGH WKHHWKLFDOFRQGXFWRI DOO7HDP PHPEHUVLQFOXGLQJ
FXUUHQW DQG SRWHQWLDO SUDFWLWLRQHUV LQVWUXFWRUV VWXGHQWV LQȵXHQFHUV DQG DQ\RQH ZKR XVHV
FRPSXWLQJ WHFKQRORJ\ LQ DQ LPSDFWIXO ZD\ 7KLV IUDPHZRUN LQFOXGHV SULQFLSOHV IRUPXODWHG DV
VWDWHPHQWV RI UHVSRQVLELOLW\ EDVHG RQ WKH XQGHUVWDQGLQJ WKDW WKH SXEOLF JRRG LV DOZD\V WKH
SULPDU\FRQVLGHUDWLRQ(DFKSULQFLSOHLVVXSSOHPHQWHGE\JXLGHOLQHVZKLFKSURYLGHH[SODQDWLRQV
WRDVVLVWFRPSXWLQJSURIHVVLRQDOVLQXQGHUVWDQGLQJDQGDSSO\LQJWKHSULQFLSOH
7KHGXWLHVDUHLQWURGXFHGEHORZEXWDUHQRWLQRUGHURILPSRUWDQFH7KHVHGXWLHVVKRXOGQRWEH
VHHQ DV DEVROXWH UHTXLUHPHQWV EXW UDWKHU DV VWDWHG LQ WKH Ζ(7) 5)& IRU WKH GHȴQLWLRQ RI
“SHOULD”:
“This word, or the adjective “RECOMMENDED”, PHDQVWKDWWKHUHPD\H[LVWYDOLGUHDVRQVLQ
SDUWLFXODU FLUFXPVWDQFHV WR LJQRUH SDUWLFXODU >GXWLHV@ EXW WKH IXOO LPSOLFDWLRQV PXVW EH
XQGHUVWRRGDQGFDUHIXOO\ZHLJKHGEHIRUHFKRRVLQJDGLHUHQWFRXUVH”
)RUPRUHLQIRUPDWLRQRQKRZWRGHDOZLWKSRVVLEOHGLOHPPDVVHHAppendix A.

Duty of trustworthiness

7UXVW LV WKH EDVLV RI PDQ\ UHODWLRQV EHWZHHQ 7HDPV DQG LV RIWHQ UHTXLUHG EHIRUH PHDQLQJIXO
H[FKDQJH RI LQIRUPDWLRQ FDQ RFFXU 7KH )Ζ567 FRPPXQLW\ LV EXLOW RQ WKLV WUXVW DQG LW FDQ RQO\
FRQWLQXHWRIXQFWLRQLQWKLVZD\LIWKHUHLVDUHDVRQDEOHOHYHORIWUXVWEHWZHHQ7HDPV
7UXVWZRUWKLQHVVPHDQVWKDW7HDPPHPEHUVVKRXOGRQO\ HQWHULQto commitments that they can
NHHS EHKDYHSUHGLFWDEO\WRZDUGVRWKHU7HDPV HJUHVSHFWWKH7/3VWDQGDUG DQG XSKROG
WKHWUXVWUHODWLRQVKLSWKH\KDYHZLWKRWKHU7HDPV
7KHWUXVWUHODWLRQVKLSVKRXOGEHLQLWLDOO\DVVXPHGDQGWUDQVLWLYHLH7UXVWRn First Use (TOFU), and
HQDEOHWUXVWIRU7HDPVWKDWDUHWUXVWHGE\RWKHU7HDPV.

EthicsfIRST: Ethics for Incident Response and Security Teams
KWWSVZZZȴUVWRUJ
1 of 5

TLP:WHITE

EthicsfIRST (PDF)
URL: https://ethicsfirst.org/ethics-first-20191202.pdf
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❹ Other Issues

Inadequate Operating Procedures and Configurations
Incidents of information leak or faults due to inadequate operating procedures or configuration occurred. Risks regarding these
inadequacies were also identified.
(1) Information leaks from Amazon S3
(2) Successive faults from BGP leaks
(3) Vulnerable identification methods make SIM swapping easy
(4) Pressure on DNS root servers due to browser function

(1) Information leaks from Amazon S3

●On August 2, 2020, security enterprise Truffle Security revealed that
much authentication and other secret information is public on Amazon
S3.

Secret results
URL: https://trufflesecurity.com/blog/an-s3-bucket-w
orm-in-the-making-thousands-of-secrets-found
-in-open-s3-buckets

＊1 Secret information such as AWS keys, GCP service accounts, Azure Blob Storage connection strings,
Coinbase API keys, and Twilio API keys.

(2) Successive faults from BGP leaks

●After successive faults due to BGP leaks in July 2020, the MANRS initiative to protect BGP routing security
called for countermeasures.
• On July 18, 2020, Cloudflare Inc. announced that the large-scale Internet fault that occurred in North America on July 17 was
due to a configuration error on their backbone.
• According to the announcement, it was caused by a BGP leak that resulted from an incorrect BGP setting intended to
relieve congestion.
• On July 21, 2020, a BGP leak occurred in Brazil. On July 22, 2020, MANRS＊2 announced that the incident had affected 104
countries and caused major disruption on the entire Internet.
• MANRS stated the importance of implementing effective route filtering based on verifiable information, as way to prevent
such incidents.
＊2 Mutually Agreed Norms for Routing Security (ISOC activity to ensure BGP routing security promoted by ISOC).

BGP leak route information propagation
URL: https://www.manrs.org/2020/07/big-route-leak-shows-ne
ed-for-routing-security/
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• Truffle Security conducted a survey of Amazon S3 Buckets and found approximately 4,000 .env and .credentials files.
• The survey was conducted using Bucket search services such as
GrayhatWarfare. They searched for files with extensions such as .env
and .credentials, and contain secret information＊1 such as authentication
data and API keys.
• Files used to store secret information contained an average of 2.5 confidential items, while some contained ten or more.
• The information also included API keys to access other Buckets that were not
public, or to access other cloud services. An attacker obtaining secret
information that is public could access multiple other cloud services from one
Bucket.

2
(3) Vulnerable identification methods make SIM swapping easy

●Identification checks when subscribers apply for reissue of a mobile
phone SIM card are quite simple. They can be exploited by attackers to
steal SIM information easily.
• On January 10, 2020, researchers from Princeton University published a paper＊3
regarding unauthorized SIM swapping＊4, accomplished by exploiting the simple
identity checks performed by mobile phone operators. There are differences
among the identification methods used by the five major mobile phone operators
in the US, but there are vulnerabilities in all of them.
• In experiments conducted by researchers acting as attacker and victim, they
prepared SIM cards, talked to agents at the customer service center, and
asked to have the SIM cards reissued.
• The attackers found that if they could obtain information about the victim
by some means, it was easy to steal the SIM information.
• In one case identification was completed by simply replying with
telephone numbers that the victim had called recently using the SIM
card.
• The paper recommends that mobile phone operators should also use Web
authentication as a means of checking a subscriber’s identity.

Example of a SIM swap attack scenario
URL: https://www.issms2fasecure.com/assets/sim_s
waps-01-10-2020.pdf

＊3 An Empirical Study of Wireless Carrier Authentication for SIM Swaps
＊4 The transfer of SIM information to a different SIM card.

(4) Pressure on DNS root servers due to browser function

●Approximately half of queries to DNS root servers are from Chromium-type browsers, and are submitted by a function that unifies the
address bar and the search bar.
• On August 21, 2020, Matthew Thomas from Verisign Inc. announced that approximately half of all queries to DNS root servers are from Chromium-type browsers.
• Chromium-type browsers have a unified address bar and search bar, and have a
function called “omnibox,” which checks whether search keywords entered can
be used as a domain name.
• The omnibox function cannot be used with ISPs that do NXDOMAIN hijacking＊5.
• To check whether NXDOMAIN hijacking is being done, Chromium-type browsers
send a DNS query to a random domain name when they are launched.
• The DNS root server must process these DNS queries for a random domain name.

＊5 An operation in which access to a domain name that does not exist is forwarded to display a different Web page.

Trend in the proportion of DNS root server queries
from Chromium-type browsers.
URL: https://blog.apnic.net/2020/08/21/chromiumsimpact-on-root-dns-traffic/

Summary of Cases: Other Issues
• Security measures and activities to promote them were reported. Fake news regarding COVID-19 and the presidential election
increased, and SNS companies applied measures to combat fake news.
• Tools and guidelines for security personnel were announced.
• Information leaks and other faults due to inadequate operational procedures and configurations continued to occur, and
caution continues to be necessary.
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3

NTT-CERT and NTT Group Activities
Chapter 3 reports on NTT-CERT activities in fiscal year 2020, focusing on responses to security incidents and
countermeasure cases. The activities in external organizations and the collection and analysis of vulnerability
data are also reported.
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3-1 State of Inquiries and Responses
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■ Security alerts

●Main topics
・May:
・May:
・May:
・July:
・August:
・September:
・November:
・December:
・January:
・January:
・March:

Large-scale cyberattacks targeting NTT Group companies by state-sponsored group
Large number of fake websites created by abusing Freenom
Reflection attack targeting vulnerabilities in BIND
Unauthorized access attacks targeting vulnerability in BIG-IP products
Vulnerable IP addresses of Pulse Connect Secure were published.
Vulnerability in Windows Server: “Zerologon”
IP addresses of Fortigate devices vulnerable to attacks were published.
Cyberattack against SolarWinds’s “Orion Platform”
Salesforce data breach due to misconfiguration.
Leak of source code on GitHub
Multiple zero-day vulnerabilities in Microsoft Exchange Server
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3-2 Examples of Incidents Handled
The main incidents handled by NTT-CERT in 2020 are described in this section.
1. Response to Vulnerabilities in Fortinet’s FortiOS SSL VPN

2. Attack from Inquiry Form

3. Comprehensive Examination of GitHub by NTT-CERT

❶ Response to Vulnerabilities in Fortinet’s FortiOS SSL VPN
Summary
• As remote work increases, so do the number of VPN users. Concomitantly, cases of exploitations of vulnerabilities in VPN
products are also growing.
• In November 2020, information of hosts affected by a vulnerability in Fortinet’s FortiOS SSL VPN was released on hacker
forums.*
• The released information included a list of hosts considered to be affected by an already known FortiOS vulnerability
(CVE-2018-13379). User account names and plaintext passwords used to connect to SSL VPNs were also included.
• The number of hosts leaked was large, about 50,000.

＊ Hacker forum: a virtual space for exchanging cybercrime-related information

List of leaked hosts

• NTT-CERT also conducted an investigation and obtained information with 50,000 leaked hosts from a hacker forum.
• NTT-CERT examined the data to determine if NTT Group companies owned any of listed hosts.
• From its investigation, NTT-CERT determined that some NTT Group companies owned leaked hosts. We alerted the affected
companies.
Investigation of registration
information from IP addresses of
hosts in obtained list

Confirmation of organizations
indicated by registration
information
Image of impact
investigation

Date
2019/05/24
2019/09/02
〜

2020/11/26

Event
Fortinet released information about an SSL-VPN vulnerability (CVE-2018-13379).
JPCERT/CC issued an alert about CVE-2018-13379.
Measures to CVE-2018-13379 were unpatched for a long time on many devices.
Information with a list of hosts affected by CVE-2018-13379 was published on hacker forums on the Internet.
NTT-CERT obtained the list of hosts affected by CVE-2018-13379.
NTT-CERT began investigating the vulnerability’s effect on NTT Group companies.

2020/11/27

Based on its first report of investigative findings, NTT-CERT contacted NTT Group companies who possessed affected hosts.

2020/12/02

Based on its second report of investigative findings, NTT-CERT contacted NTT Group companies who possessed affected hosts.

Countermeasures
●Countermeasures against FortiOS vulnerability (CVE-2018-13379)
• Update to an patched version.
• Use multi-factor authentication for SSL VPN authentication.

●Measures to take if there is possibility of being affected

Because passwords may have already been stolen, the following measures are also necessary.
• Change the passwords of accounts being used.
• Confirm whether the accounts were breached.
• Confirm that there are no unintended users of user accounts.
• Confirm if there have been any abnormal authentication attempts.
• Confirm that are no traces of breach in systems and networks accessible via SSL VPN products.
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Example

3

❷ Attack from Inquiry Form
Summary
• In December 2020, an NTT Group company contacted NTT-CERT requesting an investigation into suspicious access that
occurred for two to three hours from an inquiry form on the company’s website.
• NTT-CERT investigated a sample of email sent from the inquiry form and logs of the Web Application Firewall (WAF), system
firewall, and Intrusion Prevention System (IPS).
• NTT-CERT determined that there was no resulting damage. However, because scans revealed vulnerabilities in the SQL
server, we instructed the NTT Group company to confirm whether they were using vulnerable software.

Name: XXX XXX
Telephone No.: XXX-XXX-XXX
Content: XXXXXXXXXXXXXXXX
1zqjxx'"(){}<x>:/1zqjxx；9

WEBSITE

Legitimate web site

Attacker

(2) As a result, inquiry
emails are sent

Inquiry reception

(3) The incident was
detected after about
180 suspicious emails
were received.

(1) XSS/SQLi (scan/injection)
application used against
inquiry form

High volume of email sent from the inquiry form

Investigation of Attacks from Input Form
●Email sample investigation
Investigation based on public information about features of sent inquiry emails
The following string in the sample notification email is suspected to be XSS/SQLi application released on GitHub.
1zqjkv'"(){}<x>:/1zqjkv；9
1zqjre'"(){}<x>:/1zqjre；9

After converting garbled parts to character codes, NTT-CERT determined that they were form keywords within the website.
The following behavior was confirmed from the source code of the XSS/SQLi application.
Set the string “1zqj【ランダム2文字】'"(){}<x>:/1zqj【ランダム2文字】
；9” and carry out a scan.
NTT-CERT determined that this application was used because it matched features in the sample notification email.
The XSS/SQLi application is used only for scanning XSS and SQL injection vulnerabilities.
●Log analysis
Web server access log : Analyzed by using “iLogScanner”, a tool provided by IPA.
No evidence of an attack was detected, but cookie values indicated traces of execution of XSS/SQLi scanner.
IPS log, WAF log

: There were traces of attacks believed to be unrelated to this case. However, it was confirmed that
IPS/WAF was blocking communications normally.

Firewall logs

: No traces of attacks or breaches could be found.

[Reference] About iLogScanner
iLogScanner is a tool that detects traces of suspected attacks from the access logs of Web servers.
It can confirm traces of attacks by analyzing website logs and confirm that an attack may have succeeded from partial traces.
https://www.ipa.go.jp/security/vuln/iLogScanner/

Countermeasures
Because a Web inquiry form itself is open to the public, it is often difficult to take measures such as restricting who can access
it. Thus it is desirable to deploy a WAF.
In addition, the following basic measures must be carried out.
• Do not use vulnerable software.
• If vulnerable software is being used, upgrade to a fixed version as soon as possible, or apply the patch.
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3-2 Examples of Incidents Handled

❸ Comprehensive Examination of GitHub by NTT-CERT
Summary
●What is GitHub?
• Platform for software development
• Source code management service
• GitHub is a free service that allows users worldwide to publish text data such as source code on a network and update,
manage, and view the data.
• A repository containing the created code and directories can be made visible to the outside world.
• A GitHub repository can be configured to be public or private. The latter is visible only to relevant users.
• The use of GitHub not just by individual users but also by companies for projects is growing. Data that should not be made
visible was mistakenly placed into a public repository as a result of misconfiguring the repository.

NTT-CERT’s Main Way of Handling GitHub and Recent Trends
When NTT-CERT receives information from a cyber intelligence service stating that a data leak on GitHub has been detected,
it carries out an investigation and response. The number of such cases has been increasing in recent years.

NTT-CERT’s GitHub Examination and Response

• Types of detected information
• Credential information such as ID/password

• Authentication information such as API keys
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• Response when information leak is detected on GitHub
When the received intelligence is considered to be related to an NTT Group company, NTT-CERT investigates the GitHub site
in question to confirm accuracy of the information.
If the information is accurate, NTT-CERT reports the content of the investigation to the NTT Group company.
The company that received the information must take appropriate actions to avoid risks.

3
• Files containing confidential information such as emails exchanged with an external party and internal source code

Investigation of GitHub and Response by NTT-CERT
• Risks if problems are left unattended
If confidential information is leaked, it may be abused by a third party.
Leaks of internal documents erode trust in a company.

Countermeasures
• Countermeasures to make sure data leak does not occur.
When maintaining a project on GitHub, source code can be easily leaked if a user misconfigures the visibility settings.
Also, if internal documents are downloaded, they can be uploaded to individuals’ GitHub.
Managers must thoroughly inform team members to pay attention to security and increase their compliance consciousness.
• Thorough management of rules on the use of GitHub.
• Thorough management of confidential information and internal materials
• Training to raise awareness of compliance
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3-3 NTT-CERT Activities
NTT-CERT extends open-source intelligence (OSINT). It determines specific themes for predicting future trends and has begun
activities to create reports of five-year transitions based on information accumulated in the previous five years.
This section reports on the evolution of malware families, with a focus on Emotet, which ran rampant in Japan in fiscal year
2020.

❶ Report Investigating Evolution of Malware Families Based on Public Information
Summary
This section summarizes the evolution in the behavior of Emotet, TrickBot, and NotPetya. These malware families have been
noticeably active in recent years.
• Scope of investigation
• This section is created based on public information from the past five years. All sources of information are given in the
reference list at the end of this section.
• The malware families reported here have been reported numerous times, especially by vendors in security reports
gathered daily by NTT-CERT. Their capabilities and related incidents have drawn public concern.
• Please note that the number of reported cases does not necessarily match the actual number of infections. The
number of a malware’s infections also does not necessarily correspond to its impact on society.
• Investigation method
• For each malware family, we organized public information, especially on each malware’s initial infection route, method
of propagation, and purpose of attack. We labeled malwares’ features and analyzed their trends.
• We analyzed the characteristics of each family as well as changes common to and different between each family.
We present a summary of findings here.

• Greater sophistication of infection and spreading method as maturity increases
Emotet and TrickBot, which first appeared at different times, were observed to spread initially by spam email campaigns only.
However, they later incorporated new methods of propagation, such as by exploiting server message blocks (SMB). NotPetya
has incorporated propagation via SMB since its emergence. However, its base, Petya, had not implemented this method of
infection spreading. Thus NotPetya’s capabilities can be considered to be maturation of its malware family.
• Differences in evolution processes
Whereas Emotet and TrickBot families extended functionalities within their respective families, the Petya family lineage itself
has evolved, as exemplified by variants NotPetya and Bad Rabbit. Unlike previous cases such as the Zeus banking Trojan and
Mirai botnet, where many variants of the same lineage were developed after their parent’s source code was published, Petya
variants have undergone changes in semblance even though the publishing of Petya’s source code has not been confirmed.
• Bidirectional evolution in banking Trojans
Emotet and TrickBot have emerged as malware families with similar functionalities. However, Emotet is evolving as an attack
infrastructure, whereas TrickBot is evolving by diversifying methods to obtain money while using existing attack infrastructure.

Findings about Malware Family (1): Emotet
●What is Emotet?
• Emotet is a Banking Trojan discovered in 2014. Since around 2017, it has acted as
a modular malware botnet that brings infection by other malware.
• 2014: In an attack targeting Germany, Australia, and other countries, it stole
information from banking websites via infection through a malicious file
attached to a phishing email.
• 2017: In attacks in Canada, China, UK, and other countries, it was observed
as an attack infrastructure that delivered different threat groups’
malware, such as IcedID and TrickBot.
• 2019: Emotet email campaigns targeting domestic and international targets
surged.
• According to eSentire, with 20% of malware infections, Emotet was
the most prevalent malware in 2019.
• In the online sandbox ANY.RUN, Emotet was the most uploaded
malware family of the specimens uploaded in 2019.
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Number of Emotet detections (reported by ESET)
URL: https://eset-info.canon-its.jp/malware_info/tren
d/detail/190920.html
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Key Findings

3
●Trend 1: From banking Trojan to attack infrastructure
First observed in 2014 as a banking Trojan, Emotet is being used as an attack infrastructure to deliver malware for other threat
groups for different campaigns.
• On June 27, 2014, Trend Micro reported that banking Trojan Emotet was being distributed in a spam email campaign targeting
EMEA countries (especially Germany).
• On November 13, 2017, IBM X-Force reported that Emotet was distributing a new banking Trojan called IcedID in attacks
targeting the US and UK.
• Emotet was one of the most noticed means of malware distribution in 2017. It was also used by Eastern European threat
groups to distribute QakBot and Dridex.
• On July 18, 2018, Symantec reported that the threat group Mealybug was providing Emotet to other threat groups.
• On July 24, 2018, the SANS ICS forum reported a spam email campaign that infected systems by using Emotet to deliver
banking Trojan Panda Banker.
• On April 2, 2019, Cybereason reported a phishing email campaign in which Emotet deployed TrickBot to spread Ryuk ransomware.
• The attack targeted European and US companies. It stole information and demanded ransom through encryption. At the
same time it disabled Windows Defender and propagated through lateral movement.
●Trend 2: Expansion of infection spreading capabilities
Infection by Emotet has continued through phishing emails since 2014. Meanwhile, various self-infection propagation functions
have been developed for Emotet, such as spreading via SMB and Wi-Fi networks.
• On April 9, 2015, Kaspersky reported a phishing campaign that distributed a zipped Emotet loader through an attachment or link.
• This new variant of Emotet included a spam bot module to distribute itself.
• On September 7, 2017, Trend Micro reported a new variant of Emotet that, in addition to spam emails, spread through a
network propagation module that used dictionary attacks to breach systems.
• The spam email included a document containing a malicious macro, which executed a PowerShell script that downloaded Emotet.
• On July 20, 2018, US-CERT reported a spam email campaign that distributed Emotet, which spread by finding writable share
drives using Server Message Block (SMB).
• In addition to stealing credentials and spreading infection with brute force attacks, it also propagated via SMB.
• On April 10, 2019, the media company Segurança Informatica reported a phishing campaign that infected Emotet by exploiting a vulnerability in WinRAR’s processing of ACE file format (CVE-2018-20250).
• The .bat file attached to the email downloaded and executed the second stage malware from the C2 server. Afterwards,
the malware executed Emotet and made itself persistent by exploiting the same vulnerability.
• On February 7, 2020, Binary Defense reported the existence of a module in Emotet that used a dictionary attack to infiltrate
Wi-Fi networks and spread infection.
• The module executed dictionary attacks on terminals connected to the infiltrated Wi-Fi network.
• This function was implemented on April 16, 2018. Its use was first observed on January 23, 2020.
• On February 19, 2020, IBM X-Force reported the distribution of Emotet via SMiSHing (SMS phishing).
• The attack distributed Emotet through SMS messages that directed users to a phishing page masquerading as a bank’s.

Emotet’s infection process 1
URL: https://us-cert.cisa.gov/ncas/alerts/TA18-201A

Emotet’s infection process 2
URL: https://www.binarydefense.com/wp-content/uploads/2020
/02/wifispreader-Picture1-1024x577.png
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3-3 NTT-CERT Activities − ❶ Report Investigating Evolution of Malware Families Based on Public Information

●Summary: Evolution of Emotet
• From banking Trojan to attack infrastructure
• First observed in 2014, Emotet was originally a banking Trojan with Cridex’s functions. Since then, it has been used by
various attackers as a malware distribution infrastructure. Since 2017, it has been used to distribute IcedID, TrickBot,
UmbreCrypt, and QakBot. Other threat groups have used is as an attack infrastructure.
• Expansion of infection spreading capabilities
• Emotet infections by phishing emails with attachments containing malicious macros have continued since 2014.
Infection routes have expanded to include self-infection. Self-infections by spam email have been observed since 2015,
network infections by dictionary attacks since 2017, internal infections via SMB since 2018, infections by exploiting a
vulnerability in WinRAR in 2019, and infection spreading via Wi-Fi and SMS phishing since 2020.

Findings about Malware Family (2): TrickBot
●What is TrickBot?

2019-2020 infections by TrickBot
URL: https://www.welivesecurity.com/2020
/10/12/eset-takes-part-global-operati
on-disrupt-trickbot/

●Trend 1: Infection by using already existing attack infrastructure
TrickBot, was first observed in 2016. It infected by using a built-in loader. Since then, TrickBot have been observed multiple
times to spread by using attack infrastructure used to spread other malware families.
• In September 2016, Fidelis Cybersecurity discovered the banking Trojan TrickBot, which carried out web injection attacks
against targeted Australian banks. It reported the malware on October 15, 2016.
• The behavior of TrickLoader, a component in TrickBot, was observed to be very similar to that of banking Trojan Dyre,
which disappeared in 2015.
• On October 18, 2016, Malwarebytes reported the results of its analysis of TrickBot.
• TrickBot consists of several components.
• TrickLoader, the main bot loader, loads the payload of TrickBot.
• TrickLoader also loads additional modules.
• Malwarebytes reported the spread of TrickBot by the RIG exploit kit on October 18, 2016.
• On October 31, 2016, Trend Micro reported that on October 20, it detected TrickBot being dropped by other malware or downloaded from malicious sites.
• On May 30, 2017, Flashpoint reported that IcedID was downloading TrickBot. The purpose appeared to be making profit by
using each other’s strengths.
• Attackers used IcedID, which was installed in terminals directly infected by spam email, as a downloader to install
TrickBot.
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• TrickBot, a banking Trojan, was first observed in September 2016. It can execute a wide range of attacks due to its modular
extensibility. It has been used in a variety of attack campaigns.
• 2016: TrickBot was first detected in an attack campaign targeting Australian banks.
• From then until now, it is often downloaded by malicious scripts in spam email attachment files. The types of
attachment files and themes of their contents vary depending on how the malware seeks to evade detection,
contemporary interests, etc.
• 2017: Increase of cases of infections through downloads by other malware such as IcedID.
• Continued implementation of modules with worm functionality for lateral movement.
• 2018: Sharp increase in cases of infections through downloads by Emotet.
• Increased lateral movement functions in TrickBot and mutual infections
• POS malware modules and other modules were also added to increase functionality.
• 2019: Increase in number of cases in which TrickBot installed malware Ryuk.
• 2020: TrickBot added worm functionality that infiltrate via RDP and domain controllers.

3
• On July 18, 2018, Palo Alto Networks reported that banking Trojan Emotet had been downloading TrickBot since June of that
year.
• The scope of infection was expanded by combining with TrickBot’s lateral movement capabilities
• According to Malwarebytes’ January 21, 2019, report, this combination of attacks was a serious threat in North America,
Latin America, EU, Middle East, and Africa in 2018.

Architecture of TrickBot
URL: https://blog.malwarebytes.com/threat-analysis
/2016/10/trick-bot-dyrezas-successor/amp

Infection by Emotet-TrickBot
URL: https://unit42.paloaltonetworks.com/unit42-malware-teammalspam-pushing-emotet-trickbot/

●Trend 2: Expansion of infection and propagation methods
TrickBot infections have spread mainly via phishing email campaigns since 2016. Following its emergence, TrickBot has also
propagated via malicious advertisements and watering hole attacks, as well as via SMB and RDP exploits.
• Since it was first detected in 2016, TrickBot has continued to spread through phishing email campaigns.
• On October 18, 2016, Malwarebytes reported a malvertising (malicious ad) campaign that spread the TrickBot payload.
• IBM noted a relationship with a well-known spam email service on November 23, 2016.
• On December 6, 2016, Fortinet reported that in November it had detected a Microsoft Word document containing a VBA
script that downloaded and executed TrickBot.
• On June 8, 2017, Forcepoint reported the spread of TrickBot via an email campaign from the Necurs botnet on June 7.
• If the email has a subject, a PDF file of a document with a macro downloader is attached.
• If the subject line is empty, a document file containing a macro downloader is attached.
• On July 19, 2017, Flashpoint reported a zipped Windows Script File (WSF) containing JavaScript. IBM reported a
phishing attack that used a DocuSign document attachment.
• On July 27, 2017, Flashpoint reported that TrickBot added a worm module called “worm64DII.” This was considered to
be part of a development to use the EternalBlue exploit to move laterally within a local network environment via SMB.
• In August 2017, SANS reported that HTML document attachments with a malicious link allowed malicious Office
documents to be downloaded over HTTPS.
• On February 28, 2018, Malwarebytes reported a watering hole attack that used decoy websites about cryptocurrency
that redirected visitors to another website with hidden RIG exploit kit. The attack infected users with TrickBot and
banking Trojan Ramnit.
• On December 11, 2019, Cybereason reported that TrickBot had been observed since October to be used in targeted
attacks that infected financial services with the Anchor malware.
• On March 18, 2020, Bitdefender reported an attack observed on January 30 that used an added module, rdpScanDll, to
search for RDP-connectable terminals and launch brute-force attacks against them.
• On May 20, 2020, Microsoft reported that TrickBot was one of the most used malware in COVID-19-related spam, which
increased sharply following the outbreak of the pandemic.
• On May 20, 2020, Palo Alto Networks reported that TrickBot had added nworm, a worm module that uses an SMB exploit
to target vulnerable domain controllers without leaving any artifacts.

Download of TrickBot by Anchor attacker
URL: https://www.cybereason.com/blog/dropping-anchor-from-a-trickbot-infection-to-the-discovery-of-t
he-anchor-malware/
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3-3 NTT-CERT Activities − ❶ Report Investigating Evolution of Malware Families Based on Public Information

●Trend 3: Diversification of money acquisition methods
TrickBot has been reported to acquire money fraudulently in multifaceted ways
through the addition of modules with cryptocurrency mining functions and by
using other ransomware.

Addition of POS malware module
URL: https://www.trendmicro.com/en_us/research/
18/k/trickbots-bigger-bag-of-tricks.html

Flow of PowerTrick execution
URL: https://labs.sentinelone.com/top-tier-russian-or
ganized-cybercrime-group-unveils-fileless-steal
thy-powertrick-backdoor-for-high-value-targets/

●Summary: Evolution of TrickBot
• Infection by using already existing attack infrastructure
• TrickBot infects by using TrickLoader, a built-in loader. It has also been observed to install by using major attack
infrastructure used in the spread of other malware families, such as RIG Exploit Kit in 2016 and banking Trojans IcedID
and Emotet in 2018.
• Expansion of infection and propagation methods
• While TrickBot has used phishing campaigns to spread from 2016 to the present (2020), it has adopted methods that
allow more efficient attacks. Reports of these attacks include malvertising in 2016 and a watering hole attack that
masqueraded as a cryptocurrency website in 2018.
• When TrickBot was first discovered, it had no self-infection spreading functions. However, since 2017, it has propagated
by exploiting vulnerabilities in SMB, RDP, and data controllers.
• Diversification of money acquisition methods
• Initially observed as malware that stole banking site credentials, since 2017 TrickBot has received the development of
multiple modules, including functions for cryptocurrency mining and infiltration of POS terminals.
• Since 2016, attacks by TrickBot that combine ransomware Locky and Ryuk have been observed. TrickBot is employing
more effective methods of obtaining gains, such as using backdoors to collect information over a lengthy period of time.
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• A report issued on October 18, 2016, by Malwarebytes discussed only the
implementation of an information-stealing module and web injection attack
module in TrickBot.
• On July 19, 2017, IBM issued a report introducing attacks that attempted to
steal login information, such as web injection attacks against browsers and
redirection attacks.
• On October 13, 2017, PhishMe reported use of either TrickBot or Locky ransomware for infection by attackers based on the geographic region of the infection.
• On December 23, 2017, it was reported that a new added module called
testWorm32.dll was XMRig, a Monero cryptocurrency miner.
• On November 21, 2018, Trend Micro reported that a POS malware module had
been added.
• On January 21, 2019, Malwarebytes reported the addition of a cryptocurrency
mining module to TrickBot, which steals from cryptocurrency wallets.
• On January 21, 2019, an attack to steal Active Directory information was also
reported.
• On April 2, 2019, Cybereason reported that TrickBot on terminals infected by
Emotet was spreading ransomware Ryuk via SMB infiltration by EternalBlue.
• It disabled antivirus software such as Windows Defender.
• On January 9, 2020, SentinelLabs reported the installation of highly persistent
backdoor malware PowerTrick on TrickBot-infected terminals without leaving any
trace.
• On March 24, 2020, IBM reported that TrickBot pushed an application that
bypassed two-factor authentication to financial service customers.
• On June 22, 2020, SentinelLabs reported that incidents in late 2019 where attackers installed Cobalt Strike on TrickBot-infected terminals and executed Mimikatz,
or used PowerTrick to gather information about terminals’ environments and then
installed Ryuk after lying dormant for about two weeks.

3
Findings about Malware Families (3): NotPetya
●What is NotPetya?
• NotPetya is a wiper discovered in 2017. It is believed to be a variant of Petya, a file-encrypting ransomware discovered in
2016.
• 2016
: First report of file-encrypting ransomware Petya
• June 2017 : Terminal-destroying NotPetya was detected. While it is believed to be created by a developer different
from that of Petya and who based it on Petya’s binary, NotPetya is considered to be a new ransomware
variant because in terms of functionality, its purpose is to destroy.
• October 2017: File-encrypting ransomware Bad Rabbit was detected. Because it shared the same core codebase with
NotPetya, it was believed that the two malwares had the same author.
• Infections by NotPetya have had a major impact on society.
• Many companies have suffered damages, including medical company Merck, shipping giant A.P. Moller-Maersk, food
company Mondelez International, building materials company Saint-Gobain, and FedEx subsidiary TNT Express. The
economic impact is estimated to exceed 1 billion USD.
• Because NotPetya uses legitimate software updates to propagate, it drew attention as an example of a supply chain
attack.

●Trend 1: Reuse by diﬀerent threat groups
A ransomware observed in 2016, Petya was used by a different group in 2017 as
NotPetya. NotPetya was then later used in Bad Rabbit.
• Detections of file-encrypting ransomware Petya have been reported since March
2016.
• On March 24, 2016, G DATA reported Petya to be the first ransomware that
encrypts a PC’s entire hard drive.
• On March 25, 2016, Trend Micro reported that Petya rewrites an infected
Window PC’s master boot record (MBR), causing a BSoD and rendering the
PC inoperable. When the PC is rebooted, a ransom demand message is
displayed.
• On May 12, 2016, BleepingComputer reported that the Mischa ransomware
was spreading together with Petya.
• Mischa is installed when administrator privilege cannot be acquired and
the MBR cannot be overwritten.
• On July 26 of the same year, it was reported that Janus, the developer
of these malware, released them as RaaS (ransomware as a service).
Researchers observed the possibility of wider propagation as a result.
• Worldwide infection by NotPetya was reported on June 27, 2017. The malware
used Petya for the purpose of destroying terminals.
• On the same day, Kaspersky reported that NotPetya was a wiper, not
ransomware, because it could not be decrypted.
• Petya kept information needed to generate the decryption key in the
victim ID string. However, in the case of NotPetya, the victim ID is a
random string. Decryption is thus considered to be impossible.
• On July 1, 2017, SBU, Ukraine’s intelligence agency, announced that cyberattacks using NotPetya had the involvement of the Russian government with
the purpose of destroying critical data and causing panic.
• The investigation indicated the involvement of the Sandworm Team, a
threat group allegedly working under the Russian government. The
group conducted an attack on Ukraine’s power grid in December 2016.
• Kaspersky and ESET also reported around the same time that they had
discovered similarities between NotPetya and ransomware used previously
by the Sandworm Team.
• In October 2017, it was confirmed that NotPetya was used in Bad Rabbit, a
file-encrypting ransomware.
• On October 24, 2017, Kaspersky pointed out that the source code of Bad
Rabbit and NotPetya were similar.
• Kaspersky noted that, on the other hand, unlike NotPetya, Bad Rabbit
had a method for decrypting files, so decryption was possible.
• On the same day, Cisco Talos reported that it assessed that Bad Rabbit and
NotPetya shared the same core codebase. However it found no absolute
proof of links between the two, so it concluded with low confidence that both
malwares had the same author.
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Ransom demand message
URL: https://www.trendmicro.com/en_us/research/
16/c/petya-crypto-ransomware-overwrites-mb
r-lock-users-computers.html

Security Service of Ukraine (SBU)’s statement
asserting Russia’s involvement in Petya
URL: https://ssu.gov.ua/en/news/1/category/2/view/3660

Function that stores information used by Bad Rabbit
for decryption
URL: https://securelist.com/bad-rabbit-ransomware/82851/
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3-3 NTT-CERT Activities − ❶ Report Investigating Evolution of Malware Families Based on Public Information

●Trend 2: Infection methods and targets change in accordance with the
target
Infections in different geographical regions via different methods were reported.
Petya spread via email, NotPetya via a malicious update, and Bad Rabbit through
drive-by download attacks.

NotPetya’s method of infection
URL: https://www.cybereason.com/blog/notpetya-in
trusion-vectors-and-propagation

Comparison of Petya, NotPetya, and Bad Rabbit
URL: http://securityaffairs.co/wordpress/64741/malw
are/preliminary-analysis-bad-rabbit.html

●Summary: Evolution of NotPetya
• Reuse by different threat groups
• Since 2016, file encryption ransomware Petya has been observed to render Windows terminals unusable by encrypting
their master boot record (MBR) and demanding ransom for decryption. In the following June 2017, the malware was used
by the Sandworm Team (also known as Telebots), a threat group allegedly operating under Russia’s GRU Unit 74455, in
NotPetya. Unlike Petya, NotPetya’s purpose was to destroy terminals. NotPetya was also used in the file-encrypting
ransomware Bad Rabbit by the same group in October 2017. Since its emergence, it has been reused by different threat
groups for different purposes.
• Infection methods and targets change in accordance with the target
• Petya first spread in Germany through a phishing email campaign in 2016. In June 2017, NotPetya spread through a
compromised update of M.E.Doc accounting software and caused large-scale infections in mainly Russia and Ukraine
through lateral movement by using EternalBlue, PSexec, and WMIC. In October 2017, Bad Rabbit caused infections
through a drive-by download attack. It then moved laterally as NotPetya did and spread in Eastern Europe and Russia.
As these cases show, infection routes and targets also change as malware families evolve.
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• Petya, a file-encrypting ransomware, spread mainly in Germany in 2016 through a
phishing email campaign.
• On March 25, 2016, Trend Micro reported that Petya was spreading via emails
disguised as job applications to companies.
• The attackers tricked users into downloading fake resumes through
Dropbox. It was the first time a legitimate cloud service was observed to
be used in encrypted ransomware infection.
• On May 4 of the same year, Kaspersky reported that the majority of Petya’s
targets were in Germany, followed by China, India, Japan, and Russia.
• In June 2017, NotPetya caused infections on a massive scale in Russia and
Ukraine through the distribution of a fraudulent update to Ukrainian financial
accounting software M.E.Doc. It then moved laterally by using EternalBlue and
other exploits.
• On June 27, 2017, Kaspersky reported that the attack targeted companies in
Ukraine, Russia, and Western Europe.
• Cisco Talos noted that the initial infection might be related to an M.E.Doc
update.
• On July 5, 2017, Cisco Talos reported its analysis of the attack as a supply
chain attack that delivered a destructive payload disguised as ransomware.
• From April of the same year, the attacker embedded a backdoor into the
updates three times. On June 27, traffic to the update server was
proxied to a server controlled by the attacker and used to spread
NotPetya infection. Stolen credentials were used to access M.E.Doc’s
update server.
• In October 2017, Bad Rabbit infected systems mainly in Eastern Europe and
Russia with drive-by download attacks and then executing a lateral movement, as
NotPetya did.
• On October 24, 2017, Cisco Talos reported the spread of Bad Rabbit, which
wreaked damage in Eastern Europe and Russia. The malware used a
drive-by download attack, which notified users of a fake Flash Player update.
• On October 25, CSE CybSec ZLAB reported the results of its investigation.
• The attack was similar to NotPetya in presenting a ransom demand
screen after rebooting and exploiting a flaw in the SMB protocol to move
laterally.
• It spread by deploying malicious JavaScript to carry out drive-by download attacks against visitors to websites in Russia, Bulgaria, and Turkey.

3
Conclusion
●Review of key ﬁndings and discussion
• Key Findings: Changes common to Emotet, TrickBot, and NotPetya
(1) Greater sophistication of infection and propagation methods as they mature
(2) Differences in evolution processes
(3) Bidirectional evolution in banking Trojans
• Discussion
• In this study, only three malware families were examined. Thus their findings are not representative of the evolution of the
vast number of malware families. In addition, not all public information can be examined, so it is necessary to take into
account biases in news reporting.
• The study reported in this section suggests the following:
• Malware families share commonalities such as , variants have a common direction of change, such as their methods
for spreading infection. They also have differences in maturity.
• Malware families have different evolutionary processes and directions of change. Even if families and family lineages
appear similar, they may have greatly different functions and purposes.
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❶ Trends in Vulnerability Information
In gathering and analyzing vulnerability information, NTT-CERT refers to multiple information sources. The main information
sources and how they are used are listed below.
Organization
providing
information

Information title

Overview, Features

Purpose of use

Vulnerability information prior to
disclosure to the general public

The handling of vulnerability information and related information
(patches, etc.) for appropriate release concerning vulnerabilities
prior to disclosure to the general public. Prior to disclosure to the
general public, the information must be handled with strict
management of confidentiality.

Information provision and arbitration
with product development staff
within the NTT Group

Early warning of information
security early-warning partnerships
/information requiring attention

A service providing vulnerability and other information to
JPCERT/CC partnership members

Information is provided to securityrelated personnel in the NTT Group
by email and other means

Japan Vulnerability Notes (JVN)

Provides adjusted vulnerability information reported by
JPCERT/CC and IPA as the vulnerability information before release
to the general public described above and vulnerability information
produced in cooperation with coordinating organizations of other
countries, such as CERT/CC.

Used for technical investigations
within NTT-CERT, for responding to
queries to NTT-CERT, and provision
of information to security personnel
within the NTT Group

Accenture
(Verisign)

IntelGraph (iDefense)
Intelligence Report
(see following chapters)

A service from Accenture, providing vulnerability and threat
information. Hitachi Systems is responsible for translation to
Japanese. Focuses on disclosed information, but includes
iDefense exclusive information and information on affected
products, exploit code information and vendor link information etc.,
most of which is good for sharing with other enterprises.

Used for technical investigation
within NTT-CERT, for responding to
queries to NTT-CERT, for sharing
vulnerability information related to
particular products in NTT Group,
etc.

NIST

National Vulnerability
Database (NVD)

Largest vulnerability information database in the world. Covers
CVE. Has related links for each CVE, maintained to provide the
latest links to advisories from vendors.

Used for technical investigation
within NTT-CERT, for responding to
queries to NTT-CERT, etc.

JPCERT/CC
and IPA

Annual Cybersecurity Report

Published Vulnerability Information (Trend in Number of Appearances in a Year)

The source is the IntelGraph (iDefense) information provided by Accenture and NVD information
(if there are updates, only the final update is included here).
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Since 2009, on several occasions we have conducted comparative analysis between IntelGraph (iDefense) and other major information sources. Each time, IntelGraph had at least as good a result as or better results than other sources. We have therefore continued
to use IntelGraph in our work because of its strengths, such as providing much effective information for information sharing and being
suited for automated information distribution. In this section of the Annual Cybersecurity Report, we thus report analysis trends based
mainly on IntelGraph’s analysis.
As shown in the graph above, the number of vulnerability cases reported by IntelGraph (iDefense) sources was flat to slightly declining from 2017 onward, whereas the number of cases reported by the National Vulnerability Database (NVD) surged in 2017 and then
climbed steadily every year after that. We noticed this trend in the first half of fiscal year 2020 and conducted a detailed comparison
in the second half of fiscal year 2020 to verify data. The result of the comparison is introduced in the next section (2). In summary,
NVD’s report is superior in terms of coverage of its target products. This trend is pronounced in fields such as smart homes, smart
factories, healthcare, automobiles, and IoT where information technology has begun to be applied in recent years. Based on the
assumption that IntelGraph’s quality has not declined significantly for conventional IT products (here referring to telecommunications
systems and enterprise hardware/software), this year’s trend analysis was also conducted mainly using InterGraph’s reports.
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3
Browser Vulnerabilities (Including the Render Engine Vulnerabilities)
IntelGraph (iDefense) information (January through December, 2020)
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●Trend analysis

Microsoft Edge

Apple Safari

■ 2019

＊ When updated information for the same item overlaps, updates are summarized as one item

While the number of vulnerabilities in Google Chrome fell slightly, the browser continued to maintain its top spot from 2019. Mozilla
Firefox, ranked 3rd in 2019, became 2nd place in 2020. WebKit, which occupied 2nd place in 2019, took 3rd place in 2020. In terms of
browser market share, Google Chrome also held first place.
The number of vulnerabilities in Microsoft Internet Explorer and Edge decreased slightly, and the browsers occupied 5th place in 2020.
Apple Safari was in 6th place, maintaining the same rank as in 2019.

Vulnerabilities in Typical Terminal Software (Excluding Browsers)
IntelGraph (iDefense) information (January through December, 2020)
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●Trend analysis

■ 2019

＊ When updated information for the same item overlaps, updates are summarized as one item

Microsoft Office took the top spot as the number of vulnerabilities increased from 2019.
The number of vulnerabilities in Adobe Reader and Acrobat fell greatly from 2019, and the software occupied 2nd place in 2020. Foxit
Reader/Foxit PhantomPDF and ImageMagick held the same spot as in 2019.
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❶ Trends in Vulnerability Information

OS Vulnerabilities IntelGraph (iDefense) information (January through December, 2020)
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＊ When updated information for the same item overlaps, updates are summarized as one item

Microsoft Windows saw a significant increase in vulnerabilities, making the OS first place. Android, on the other hand, saw a significant
drop in vulnerabilities and switched places with Microsoft from their 2019 positions, taking 2nd place in 2020. Even though Linux Kernel
had a slight increase in vulnerabilities from 2019, its 3rd-place ranking continued in 2020. Among other OSes, Palo Alto Networks
PAN-OS, ranked 7th, stood out with 55 vulnerabilities in 2020, five times its number in 2019.

Other Vulnerabilities (Programming Languages, MW, DB, etc.)
IntelGraph (iDefense) information (January through December, 2020)
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＊ When updated information for the same item overlaps, updates are summarized as one item

We plotted a summary of information on systems other than terminal software and operating systems, including middleware, programming languages, and databases.
Oracle MySQL Server saw a significant increase in vulnerabilities and took 1st place. Jenkins, ranked first in 2019, moved to 2nd place
due to a significant drop in vulnerabilities. Among other cases, Qualcomm and Google Pixel stood up due to a large upswing in the
number of vulnerabilities, which gave them 5th and 6th place, respectively, in 2020.
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Juniper
JunOS

3
Yearly Change in Percentages of Attack Vectors

IntelGraph (iDefense) information (January 2017 through December 2020; all updated information is included in the population)
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●Trend analysis

We focused on several Common Vulnerability Scoring System (CVSS) vectors related to the ease/difficulty of attacks. The values of the
vectors are aggregated to examine changes over time.
First, we examine the distribution of Attack Vector (attack source classification) over time.
From the graph, we see almost no change over time.
The percentage of attacks that can be launched from highest-risk networks accounted for more than 70% of the attacks over the
four-year period examined in our analysis.

Change in Privilege Required Metric over Time

IntelGraph (iDefense) information (January 2017 through December 2020; all updated information is included in the population)
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●Trend analysis

L

2020

H

Next, we focused on the Privilege Required metric.
The percentage of highest-risk “None (N),” i.e., “The attacker does not require special privileges to exploit vulnerabilities,” is high in all
the years analyzed. However, the percentages of “Low (L),” i.e., “The attacker requires privileges that provide basic user capabilities,”
and “High (H),” i.e., “The attacker requires privileges that provide significant (e.g., administrative) control,” to exploit vulnerabilities are
rising.
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Change in User Interaction Metric over Time

IntelGraph (iDefense) information (January 2017 through December 2020; all updated information is included in the population)
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Lastly, we focused on the change in User Interaction (user involvement) metric over time. The percentage of high-risk “None (N),” i.e.,
“The vulnerable system can be exploited without interaction from any user,” was high in all the years under analysis, from over 60% to
over 70%. The percentage of “N” grew in 2019 and 2020.
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●Trend analysis

❷ Comparative Verification of Vulnerability Information Sources
We conducted a comparative verification of the following vulnerability information databases: iDefense/IntelGraph, National
Vulnerability Database (NVD), and JVN ipedia. In this section, we give a summary of the results, which focus on the databases’
coverage of target products and timing of information release. Details of our methodology are omitted due to space limitation.
●Verification data
A combined dataset was generated by associating raw data items from the three sources using CVE ID as the key. Cases
meeting the condition “Generation date of any data in InterGraph, NVD, and JVN sources is January 1, 2020 – April 30, 2020”
were extracted. Cases rejected by their databases immediately after their CVE ID assignment were removed. We then examined
the resulting 8,062 cases.

Comparison of Timing of Information Release
●Of the cases that had CVE ID association, the difference between IntelGraph’s case generation date and NVD’s case generation date was calculated for each case. The distribution of the differences was then graphed.
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Mean: 0.34 days, Standard deviation: 33.6 days
There is almost no difference between IntelGraph’s and NVD’s case generation dates for the same CVE case. It is thus
difficult to determine which source is superior in timing of information release.
●Distribution of differences between IntelGraph’s case generation dates and JVN’s case generation dates for cases with same
CVE ID
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Cases with difference of +/- 180 days were excluded as outliers.
Mean: -18.5 days, Standard deviation: 35.8 days
Regarding the difference between IntelGraph’s and JVN’s case generation dates for the same CVE case, the mean is 18.5
days (JVN is later). It is thus clear that IntelGraph is superior.
Some organizations will consider JVN’s delay to be unacceptable.
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Comparison of Coverage
●Number of cases generated by the three sources and in eight datasets
JVN-ipedia
1 case
4 cases

191 cases

IntelGraph

3,844 cases

3,849 cases

100 cases

75 cases

NVD

●Based on the above results, NVD cases and JVN cases are joined by “AND.” Only cases appearing in both datasets are
included in the resulting dataset and analyzed.
Taking into account distinguishing between cases with CVE ID and those without, the following datasets to be analyzed are
shown in the figure below.
Verification was carried out for “Dataset A,” “Dataset B,” and “Dataset C” in the figure below.

IntelGraph
Dataset A

Dataset A

NVD and JVN
Dataset B

Dataset A or C
Originally to treated as
“Dataset B”; however,
because it is not
possible to associate
data items here with
CVE ID, this dataset is
called “A or C.”
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Dataset C

CVE ID is
available

Dataset C

No CVE ID
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The number of cases unique to JVN ipedia was small (just one). For the sake of simplicity in discussion, we will include
JVN ipedia’s unique case in NVD’s cases from here on.

3
●Target product threat information sharing – number of cases in Datasets A, B, and C for
Dataset Dataset Dataset
A
B
C

Dataset Dataset Dataset
A
B
C

Apache HTTP Server

0

2

0

PostgreSQL

0

6

0

IIS

0

1

0

Microsoft SQL Server

2

1

0

nginx

0

6

2

MySQL Community Server

0

0

0

Tomcat

0

2

0

MariaDB

0

0

0

1

1

4

WordPress

0

11

150

Drupal

0

0

13

1

20

0

Squid

0

12

0

mod_proxy

0

0

0

JBoss Enterprise Application
Platform (JBoss EAP)
Oracle Weblogic Server
GlassFish Application Server

0

0

0

phpMyAdmin

0

5

1

.NET Framework (including ASP.NET)

1

6

2

Zabbix

0

1

1

Node.js

0

6

6

CentOS

0

0

1

Symfony

0

2

4

WindowsサーバOS

4

238

0

CakePHP

0

0

0

FreeBSD

0

11

0

FuelPHP

0

0

0

Bind

0

0

0

Zend Framework

0

3

1

Sendmail

0

0

0

Apache Struts2

0

0

0

Postfix

0

0

2

Spring Framework

0

3

0

qmail

0

0

0

Ruby on Rails

0

5

5

OpenSSL

0

3

3

Django

0

3

2

OpenSSH

1

0

0

Axis2

0

0

0

syslog

0

0

0

(Sun Java System Application,Server)

＊ “ruby”
search results

＊Many are
plugins

＊Includes
client OS

Overall, Dataset B is generally covered by both IntelGraph and NVD for the target products listed here. There are thus no
major disadvantages to using either IntelGraph (A+B) or NVD (B+C) in terms of coverage. For coverage of individual products,
NVD may be superior for JBoss Enterprise Application Platform (JBoss EAP), Node.js, Ruby on Rails, Symfony, WordPress,
Postfix, and OpenSSL. (The sample size of this study is probably insufficient for a clear conclusion. We did not perform
statistical verification of the sufficiency of the sample size.)
●Aggregate analysis by target software field
Products clearly seen as belonging to new fields (non-conventional IT fields, i.e., fields besides telecommunications and
enterprise) are given the labels “Biometric access control,” “Building automation,” “Cryptocurrency,” “Drones,” “Factory
Automation,” “Healthcare,” “Home Security,” “Industry,” “IoT,” “Robot” and “Others.” Their data was aggregated and analyzed.
IntelGraph

NVD (and JVN ipedia)

Dataset A

Dataset A

Dataset B

Dataset A or C
not possible to
associate CVE ID

Dataset C

CVE ID is
available

Dataset C

No CVE ID

●Aggregation of cases in traditional IT field (i.e. products that do not have labels of new fields)
IT cases in Dataset A

IT cases in Dataset B

IT cases in Dataset C

Software cases: 63

Software cases: 623

Software cases: 1,170

Total cases: 182

Total cases: 3,593

Total cases: 3,576
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The number of applicable software cases and the number
of vulnerabilities in NVD’s proprietary dataset (Dataset C) is
more than 18 times higher than in IntelGraph’s proprietary
dataset (Dataset A). Although the number of cases alone
does not determine superiority, it is highly likely NVD is
superior.
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3-4 Trends in Vulnerability Information − ❷ Comparative Verification of Vulnerability Information Sources

●Aggregate analysis by target software field
IntelGraph

NVD (and JVN ipedia)

Dataset A

Dataset A

Dataset B

Dataset A or C
not possible to
associate CVE ID

Dataset C

CVE ID is
available

Dataset C

No CVE ID

●Aggregation of products with new field labels
Row label

Number of datasets

Row label

Number of datasets

Row label

Number of datasets

Industry

4

Building automation

8

Biometric access control

IoT

2

Cryptocurrency

1

Building automation

4

6

Factory automation

4

Cryptocurrency

11

7

Drone

2

Total
Dataset A

Healthcare

172

Factory automation

6
14

IoT

3

Healthcare

IP camera

12

Home security

5

Online game

9

Industry

21

PLC

1

IoT

18

Printer

3

IP camera

33

Robot

2

Mobility

9

SCADA

13

Online game

12

Smarthome

3

PLC

1

VIDEO surveillance system

10

Printer

59

For ships

6

Robot

7

Electrical substations

1

SCADA

1

Smarthome

51

VIDEO surveillance system

3

Automation of customs

1

For ships

5

Criminal investigation

1

Total

255

Dataset B

Total

266

Dataset C

It is clear that NVD’s proprietary dataset (Dataset C) is superior to IntelGraph’s (Dataset A).
Compared with the traditional IT field, NVD’s superiority over IntelGraph in these fields is more pronounced.

Summary of Results of Comparative Verification
From around 2017, NVD has exceeded IntelGraph in the number of vulnerability cases. From the aggregation of the datasets
(A, B, and C) which indicate the sources, we see that compared with the relatively small number of cases published by
IntelGraph only (Dataset A), the number of cases published by NVD only (Dataset C) is significantly greater. Analysis of each
product field also reveals that compared with traditional telecommunications and enterprise IT products, NVD is also superior
to IntelGraph when it comes to handling vulnerability information about products in new IT fields.
In terms of the timing of information release, we found almost no difference between IntelGraph and NVD (although in the case
of NVD, not all information items are populated when a case is first generated). In contrast, JVN ipedia releases information on
average 18 days later than IntelGraph. We believe this timing is unacceptable for many organizations, especially when it comes
to serious vulnerabilities.
NVD’s information is in English only. If case descriptions in Japanese are required, it is necessary to study the use of automatic
translation.
On the other hand, there is no reason to consider IntelGraph to be greatly inferior to NVD when it comes to coverage of software
to which threat information sharing applies, i.e., critical software used by the NTT Group.
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3

❶ One NTT in Cybersecurity and Expectations for NTT-CERT

(Shinichi Yokohama, SVP, Chief Information Security Officer, NTT Corporation)

Cybersecurity Vision, Strategy, and Hygiene
The NTT Group has defined a cybersecurity vision, strategy, and hygiene to fulfill its mission to protect the foundation of the
digital economy. The vision is (1) to be an enabler of the digital transformation, both internally for the NTT Group and externally
for clients (“Dual Mission”) and (2) to obtain an unrivaled reputation from clients and external stakeholders: “We choose NTT
because of its security” (“Reason of Choice”).

Vision
● Dual Mission: Enabler for Digital Transformation of NTT and Clients
● Be a Reason of Choice

Strategy
● Drink Our Own Good Champagne: leverage our scale and scope
● Excel in early detection and rapid response
● People with shared values
● Thought leadership

Hygiene
● Risk-based management … The NIST Cybersecurity Framework as a
common language
● One NTT with diversity
● Info Sharing and Collaboration
● Governance, compliance, and accountability
The Four pillars of strategy
The first pillar is to use NTT’s huge ICT infrastructure to implement integrated security solutions and provide them both within
the Group and to our clients. You may be surprised, but the NTT Group has uniquely positioned themselves in the world by
having top-five sales in both telecom and IT services markets.
The second pillar is excellence in early detection, rapid response and recovery. The impossibility of 100% defense means that
early detection, rapid response and recovery become crucial more than ever. NTT has an excellent SIEM engine that uses
Machine Learning, a global partnership for sharing threat intelligence, and highly skilled SOC analysts that cooperate globally.
Those capabilities further strengthen early detection and response as our differentiator.
The third pillar is in talent. More than 3,000 people in the NTT Group worldwide are currently working in various aspects of
cybersecurity, including research, development, operations, sales, and consulting. Thus, at least 1% of our 300,000 employees
are striving day and night under the shared value of “integrity” to provide safe and secure ICT services to customers. We make
efforts to create an attractive environment for personnel in order for our talent to be a differentiator.
The fourth pillar is dissemination of advanced knowledge, or thought leadership. The Tokyo Olympics and Paralympics will be
held in 2021. We consider the knowledge obtained through the cybersecurity operation of such global events to be an asset for
all humanity, and we wish to share that knowledge with the world to the fullest possible extent.We also maintain active relationships with important players in the global cybersecurity community.
The NTT Group continues efforts toward “One NTT in Cybersecurity” in line with our vision and strategy. Here, we introduce
some of our recent efforts.

Working toward “One NTT in Cybersecurity”
Socioeconomic activities are increasing becoming “remote” owing to the COVID-19 pandemic. At NTT too, many employees
are working remotely, and it is becoming necessary to shift from “perimeter-defense security” to “zero-trust security.” Accordingly, we are reviewing the security architecture of the entire group and taking that review as an opportunity to standardize and
unify that architecture.
As for an external-threat environment, advanced technology and resource-rich attacks are becoming ever more threatening. To
counter such attacks, we are implementing the capability of “behavioral detection”—which enables early detection, rapid
response, and minimization of damage in the event of an emergency.
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As for the area of human resources, which is the key to differentiation, we have developmentally eliminated the beginner level
of the certification system (which consists of “beginner,” “intermediate,” and “advanced” levels) and introduced security training
for all Group employees from FY2020. And we have made it mandatory for intermediate-level personnel to partake in exercises
once every two years.
Moreover, a global conference to bring together security practitioners from around the world has been held once a year since
2015, and in February 2021, it was held online for the first time and attended by nearly 700 participants.
From the systems aspect, in July 2020, the Security and Trust Office was established at the NTT holding company with the aim
of further strengthening the security governance of the entire group, including overseas operations.
NTT-CERT is indispensable in working toward “One NTT in Cybersecurity”. At NTT, each operating company has its own CSIRT,
which handles security and responds to incidents. However, vulnerability checks, advanced security operations, forensics in the
event of an incident (which require advanced technical skills), and so on should be centralized in a group-wide manner rather
than being handled separately by each company, and NTT-CERT is responsible for that centralized operation. NTT-CERT is also
be responsible for obtaining and sharing external-threat information, since it is more effective and efficient to consolidate this
information at NTT-CERT rather than have each company consolidate it individually.

As the Group CISO, I consider the achievement of “One NTT in Cybersecurity” to be a long journey to be taken together with
more than 3,000 security professionals. Establishment of internal IT security, establishment of security of ICT services for
clients, improvement of external presence, steady delivery of security, establishment of reputation in markets, and acquisition
of excellent talent are together a long-term process, like a spinning flywheel.

Internal IT security
Attract top-notch
talent

OT/Service security

Deliver secure ICT
solutions

Secure ICT solutions
Build reputation

Aiming for a virtuous cycle (Flywheel)

Our “flywheel” may not yet have completed even a single revolution. Because it is a large
flywheel, it takes many people working together to begin its motion, but with one, two, or three
revolutions, we believe it will generate great momentum.
NTT-CERT has a central role in the long-term journey that will drive the flywheel. I hope
NTT-CERT to play an increasingly important role in making “One NTT in Cybersecurity” a
reality.

Shinichi Yokohama, SVP,
Chief Information Security Officer,
NTT Corporation
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NTT-CERT is characterized by (1) pioneering efforts in Japan, (2) a global network, and (3) close collaboration with NTT operating companies.
(1) As a pioneer in Japan when it was established in 2004, NTT-CERT is one of the oldest corporate CSIRTs in Japan. For that
reason, it has contributed to the creation and strengthening of CSIRTs of each operating company. It has also led pioneering
efforts such as open-source intelligence.
(2) As a global network, NTT-CERT can quickly identify global trends and new threats through participation in FIRST (a global
gathering of CSIRTs), APCERT (a gathering Asia-Pacific CSIRTs), and human networks connecting cyber-security organizations around the world.
(3) Through close cooperation with and support for NTT operating companies, we have gained a high level of experience and
knowledge against various attacks and incidents. We are fulfilling our dual mission of contributing to the implementation of
security within both our customers’ organizations and NTT operating companies.

3

❷ Threat Actors and Phishing Campaigns

(provided by NTT, Ltd.)

Summary
The following section is adapted from NTT’s Global Threat Intelligence Report (GTIR), which provides a global accounting of
threat intelligence in 2020.
NTT Ltd. has been actively tracking many cybercriminal and advanced persistent threat (APT) campaigns which have been
exploiting the pandemic to further their activities. While cybercriminal groups have exploited the pandemic to spread malware
for financial gain, APT groups have leveraged pandemic-related concerns to define targets and establish footholds in victim
systems.
As with all disasters, threat actors exploit opportunities to launch attacks. Industrious cybercriminals have had prolonged
opportunities to launch various COVID-19-related attacks, particularly COVID-19-themed phishing attacks and vaccine phishing campaigns.
COVID-19 phishing campaigns have spanned the globe and targeted organizations studying the effects of the virus, those
researching a vaccine, and possibly The Vaccine Alliance’s Cold Chain Equipment Optimization Platform (CCEOP) program.
Any disruption to the temperature-controlled storage facilities or transportation vehicles endangers the integrity of vaccines
with cold-storage requirements. Attacks have the potential to interfere with the distribution and storage of vaccines, possibly
endangering lives by contributing to increasing infection rates if people cannot get vaccinated.

Tracking of APT Groups by NTT Ltd.
NTT Ltd. specifically tracked multiple APT groups involved in either cybercrime, corporate espionage, or sabotage operations
related to COVID-19 exploitation, including Cozy Bear (APT29), Gamaredon, Sofacy (APT28), TA505, Wizard Spider, Emissary
Panda (APT27), Judgement Panda (APT31), Mustang Panda, Sneaky Panda (APT17), Vicious Panda, KimSuky, Lazarus
Group, DarkHotel, Charming Kitten (APT35), and OceanLotus (APT32), TA412, TA505, Mummy Spider (TA542), and Bamboo
Spider (TA544).
Attackers have:
• Distributed malicious PDF, RTF, and Word documents,
• Distributed spyware, keyloggers, and other malware,
• Used specific COVID-19 relates phishing lures, and
• Targeted educational or healthcare institutions involved with COVID-19 and vaccine research, development, and distribution.
Of these groups, we highlight below (1) TA505 (APT), (2) TA542 (cybercrime syndicate), and (3) the OZIE Team (cybercriminal),
as well as (4) a widespread phishing campaign (Agent Tesla).

(1) TA505
TA505 has been using COVID-19-related lures to deliver malware to their victim’s computer. Once delivered, attackers can
download additional types of malware including banking Trojans and ransomware. It is highly likely as COVID-19-related
cyberattacks increase worldwide, TA505 could extend their attack surface to include a wider variety of employees working
from home. These operators are associated with the groups Grim Spider and Lunar Spider, who operate Ryuk ransomware
and the IcedID Trojan respectively. TA505 is notorious for its use of TrickBot, a modular banking Trojan first identified in 2016.
This malware is highly adaptable due to frequent updates via plugins which are loaded onto infected hosts.
TrickBot plugin functionality includes infostealing, lateral movement, and network abuse capabilities. These functionalities
allow TrickBot to perform actions such as harvesting passwords from browsers, email clients and a variety of applications,
modifying network traffic, performing Man-in-the-Browser attacks, brute forcing RDP, and self-propagation. Notably, TrickBot
has a module which leverages the EternalBlue exploit, allowing the malware to spread inside a local network via Server Message Block (SMB).
In October 2020, NTT’s GTIC coordinated with Microsoft’s Digital Crimes Unit, ESET, Lumen’s Black Lotus Labs, and others
to collaboratively disrupt the TrickBot command-and-control (C2) infrastructure. NTT has been tracking TrickBot for several
years through coordination between GTIC, NTT’s Security Operations Centers, and NTT Secure Platform Labs. With access
to NTT’s global internet backbone traffic, and in coordination with applied threat intelligence, machine learning, and advanced
analytics, NTT analysts discovered TrickBot infrastructure communications. NTT shared this information, leading to a disruption and taking offline much Trickbot’s C2 infrastructure on 12 October 2020. Compared to a baseline level of activity in September, Trickbot’s activity fell by 32% in October and by 34% in November.
While the disruption significantly affected TrickBot, its operators have since released two new versions of the malware which
contain updates to the obfuscation plugin and how the malware’s C2 infrastructure operates. The new infrastructure now
uses .bazar domains to help prevent takedowns. NTT continues to track TrickBot to proactively defend against this threat.
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(2) TA542
TA542, also known as Gold Crestwood and Mummy Spider, operated Emotet. Emotet – also known as Geodo and Heodo – is
a modular banking Trojan first identified in 2014. While Emotet was originally aimed at stealing banking credentials, the malware evolved over time to have botnet functionality. Emotet was notorious as the first stage of infection for the TrickBot banking Trojan infection chain, which included Ryuk ransomware infections. Emotet had various modules which included capabilities such as stealing credentials from web browsers and email clients. It also had a spam module to facilitate the distribution
of the Emotet botnet, an email harvesting module, and a spreader module which allowed for spread throughout currently
logged on network resources, as well as brute force attack attempts on protected resources.
Emotet primarily spread through spam emails containing malicious links or attachments containing malicious macros.
Researchers did observe loaders in the wild in November 2020 distributing Emotet. Due to its varied payloads, number of
interested renters, and wide distribution, Emotet was one of the most prolific malware families within the past five years.
Emotet targeted indiscriminately and affected individuals, organizations, and government organizations globally. Overall,
Emotet was the fourth most detected malware globally, accounting for 5% of all malware detections. It accounted for 39% of
all Trojan and banking Trojan detections.
On 27 January 2021, Europol announced a coordinated global law enforcement and judicial authority action against the
Emotet botnet. Through coordinated international action, investigators took control of the Emotet botnet infrastructure by
taking control of hundreds of servers located around the world. This action severed the connection between victim machines
and the malware operators. The disruption of the Emotet botnet will have a significant impact on the cybercrime ecosystem
as attackers lose access to infected victim machines. However, attackers will likely attempt to find other distribution networks
to replace Emotet’s role.

(3) The OZIE Team

On 6 April 2020, NTT analysts observed correspondence between two members of the OZIE Team discussing targeting a
manufacturer of N95 masks. Tracking this correspondence led to discovering a transaction of over USD 550,000 in an
account controlled by the OZIE Team.

(4) Agent Tesla
Around May 2020, threat actors deployed Agent Tesla, an advanced remote access Trojan which gives attackers access to an
infected device. Agent Tesla is delivered via compressed file attachment. It can steal data from web browsers, email, and FTP
and VPN clients. The Agent Tesla Trojan was used during a phishing campaign which offered Personal Protection Equipment
(PPE) as a lure. Once downloaded, the malware logged keystrokes on the infected device, stole sensitive information from the
user’s AppData folder, and sent it to the command and control server via SMTP.
As with previous years reports, the 2021 GTIR covers a variety of different threats which were constantly a challenge for organizations to manage during the last year. To read the full GTIR, please find the report from NTT Ltd. website.
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Business Email Compromise (BEC) activity increased during the COVID-19 pandemic. One notable example is the BEC campaign launched by the OZIE Team, whom NTT has been tracking since mid-2019. The OZIE Team is a Nigerian threat actor
group specializing in BEC who uses commodity malware distributed via malspam. Once the victim opens the malicious
attachment, FormBook injects itself into its desired running process or Windows Explorer. Once FormBook is uploaded,
threat actors can see details of the user’s activity from the FormBook web interface, including keystrokes and filled web
forms.

3

❸ “Zerologon”—a vulnerability reported in 2020

(provided by NTT DATA Corporation)

What is “Zerologon”?
Zerologon (CVE-2020-1472)＊1 is a vulnerability disclosed by Microsoft in August 2020. On September 11, 2020, Secura, a
Dutch security company, released a technical report＊2 on Zerologon. On September 19, 2020, the US Cybersecurity and Infrastructure Security Agency (CISA) issued an urgent warning＊3 to US government agencies to apply the patch by September
21, 2020. On September 24, 2020, Microsoft discovered＊4 that attacks were occurring that exploited this vulnerability, so they
issued an alert＊5.

Explanation of the Vulnerability Zerologon
Zerologon is a vulnerability of the Netlogon Remote Protocol (also known as MS-NRPC, hereinafter referred to as “Netlogon”),
which is an authentication protocol used by the Windows Server domain controller (hereafter, “domain controller”) in Active
Directory to authenticate each device in a domain. Netlogon uses a cryptographic usage mode (AES-CFB8) to encrypt communication related to authentication; however, the means of generating the initialization-vector value used in the encryption
process was problematic. The initialization-vector value is random data that is added to the plaintext when the plaintext is
encrypted. If the initialization vector is set to an unpredictable random value, even if the same plaintext is encrypted, different
ciphertext will be output, so it will be difficult to guess the plaintext from the ciphertext. However, the program implemented in
Netlogon always used 0 for the initialization vector instead of a random value. As a result, if a 64-bit plaintext consisting of all
zeros is prepared and encrypted, the probability of a 64-bit ciphertext also consisting of all zeros being generated will be 1 in
256.
Initialization vector

Plain text

AES

The probability of a 64-bit plaintext consisting of all zeros
becoming a 64-bit ciphertext consisting of all zeros is 1 in 256.

AES

Encryption
The effect of fixing the initialization vector to zero (based on the diagram in Secura’s WHITEPAPER Zerologon)

As for Netlogon authentication, the client-challenge code (received by the domain controller from the client PC) and the
client-credential code (received from the same client PC) are decrypted with the session key on the domain controller, and if
the decrypted values match, the client PC is authenticated.
• Client challenge: An arbitrary value sent from the client PC to the domain controller.
• Client credential: The value that the client PC encrypts the client challenge with by using the session key
(hash of the client PC password).
An attacker who does not have the session key (which is the common private key between the client PC and the domain controller) tries to be authenticated by sending the same client-credential code to the domain controller as the 64-bit client-challenge code, which consists entirely of zeros. Since Netlogon is not limited by how many times authentication fails, the attacker repeatedly sends client-challenge codes and client-credential codes consisting of zeros until a 64-bit decryption text consisting of all zeros is generated (at a probability of 1 in 256). If an all-zero decryption text is generated at that probability (1 in
256), the attacker can force the domain controller to authenticate its own client PC. Because of this means of attack,
CVE-2020-1472 is referred to as “Zero(0)logon.”
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Client
(domain-joined computer)

Client challenge and client credentials
are repeatedly sent until a 64-bit
ciphertext consisting entirely of zeros
is generated.

Server
(domain controller)
NetrServerReqChallenge
(challeng = 0000..00)
Server Challenge
NetrServerAuthenticate3
(identity = DC;
credential = 0000..00;
sign/seal = 0)
OK
NetrServerPasswordSet2
(target = DC;
authenticator = 0000..00;
timestamp = 0;
enc. password = 00000..00;)

Password of administrator of
domain controller is changed.

Authentication flow of Netlogon (created on the basis of a figure of Secura’s WHITE PAPER Zerologon)

Countermeasures
By forcing the use of Secure RPC, a secure authentication protocol that replaces Netlogon, attacks targeting Zerologon can
be prevented. Currently, the product-supported Windows OS can use Secure RPC instead of Netlogon.
By applying the patch＊6 released in February 2021, domain controllers will enforce Secure RPC for all connected devices. If
domain controllers prohibit the use of Netlogon and enforce the use of Secure RPC, they will not be affected by attacks
targeting Zerologon.
Microsoft did not enforce use of Secure RPC in the August 2020 patch, because it would have prevented devices that do not
support Secure RPC from joining the domain. Microsoft has established a grace period to address devices that do not support Secure RPC. After the grace period, the patch released in February 2021 will enforce the use of Secure RPC. If you have
not applied the February 2021 patch, please do so immediately.

Conclusion
Zerologon is a serious vulnerability that can be exploited to gain the administrative privileges of a domain controller. Some
might think that it will not be a problem as long as your internal network is not breached; however, internal networks will still
be breached in some cases, and it is very dangerous to leave this vulnerability unattended. If the patch has not been applied,
it must be applied immediately.
When a vulnerability is announced, it is important to apply a patch as soon as possible. On the contrary, it is assumed that in
some cases, applying patches alone is insufficient, and in other cases, patches cannot be applied due to unavoidable circumstances. To reduce the risk of vulnerabilities being exploited while limiting the impact on business operations, it is important
to understand the vulnerability and the contents of the patch, verify the impact of the patch on business operations, and then
apply the patch. Even if the patch cannot be applied promptly, it is necessary to implement temporary measures to reduce
the risk of the vulnerability being exploited as much as possible.
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An attacker can successfully change the password of the administrator of the domain controller by repeating the same
Zerologon-targeted attack from an authenticated client PC. The attacker can use the changed password to login to the
domain controller as an administrator. Attackers can seize administrative privileges of the domain controller, which will allow
them to take over all devices participating in the domain, steal sensitive information, or infect them with malware. Although
being able to directly access the domain controller, such as breaking into the corporate network is a prerequisite, the impact
of misuse is huge, so prompt action is required.

3
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❹ Cybersecurity Initiatives of NTT West

(provided by NTT West and NTT Neomeit)

❹-1 Cyber Exercises

For Internal Use: Implementation of Exercises for Members of Cybersecurity Measures Headquarters
●Who are members of the Cybersecurity Measures Headquarters?
NTT West has established the “Cybersecurity Measures Headquarters” in preparation for promptly responding to large-scale
cyber incidents. In addition to cybersecurity specialists such as CSOC (Cybersecurity Operations Center), which is the
CSIRT (Computer Security Incident Response Team) organization of NTT West, as members of the headquarters, a total of
about 200 members, including facilities personnel, customer-support staff, and public-relations personnel, have been
appointed. In the event of an actual cyber-security incident, members will be called in according to the scale of the incident
and a “cybersecurity task force” will be established to respond to the incident through their respective roles.
Members of the cybersecurity task force, except for those dedicated to cybersecurity, are usually engaged in their own
duties and do not have many opportunities to come into contact with cybersecurity. For that reason, an exercise—focusing
on a subject that takes into account past results and the prevailing trends at that time—is conducted once a year for the
members of the cybersecurity-task force.
In consideration of the risk of infection due to the COVID-19 pandemic, the exercise for cybersecurity-task-force members
scheduled for fiscal year 2020 was not a large-scale exercise targeting all task force members as in previous years; instead,
it was divided into two categories: (A) raising response capability of beginners and (B) improving the response capability of
core members, and the exercise was conducted in small teams.

(1) Assignment of situation

Exercise
secretariat

(2) Describe the response
according to the situation on
the whiteboard

Public-relations
team

Information-cooperation
team

Equipment-service
team

Assignment
of situation

Assignment
of situation

Assignment
of situation

Assignment
of situation

Whiteboard

Whiteboard

Whiteboard

Whiteboard

Informationmanagementteam
review sheet

Publicrelationsteam
review sheet

Informationcooperationteam
review sheet

Equipmentserviceteam
review sheet

(3) After the exercise,
cross-check with the review
sheet and check with each team.
(4) (Distribute after the exercise)

Evaluation sheet

Information-control
team

(5) Conduct evaluation and
commentary from a bird’s-eye
view of the entire exercise

Contents of Cybersecurity Countermeasures Headquarters Exercise

●2020 Cybersecurity Countermeasures Headquarters Exercise (Improvement of response of Core Members of B)
To improve the response capability of the core members who are required to take a central role in the event of a cyber incident, we provided input on the current status of NTT West’s cybersecurity efforts and conducted exercises on how to
respond in more practical scenarios. In particular, NTT West reviewed its stance on the recent incidents involving ransomware that has become popular, and they identified issues and the roles of each team in advance. As a result of those
actions, NTT West could respond quickly in the event of an actual incident.
NTT West is strengthening not only their own cybersecurity measures but also those of the entire NTT West Group, and as
part of these measures, cybersecurity-response exercises are have been assigned to the entire NTT West Group.
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●2020 Cybersecurity Countermeasures Headquarters Exercise A: Raising responsiveness of beginners
First, basic trends concerning the cybersecurity task force were reviewed. Then, cybersecurity incidents around the world
were introduced; in particular, an incident that occurred at NTT West was described in a classroom lecture. Finally, the first
response to cybersecurity incidents was actually practiced so that the participants could deepen their understanding of
basic operations. In the exercise, we used a scenario based on cases that actually occurred in the past, we considered the
role of each team while actually using a whiteboard, etc. for the initial response when an incident occurred, and we confirmed cooperation with other teams as necessary. Through these actions, we were able to confirm the basic operation and
basic flow of the entire Cyber Countermeasures Headquarters in the classroom.

3
External Collaboration: NISC Cross-disciplinary Exercise and Collaboration with CCSC
●What is the NISC cross-disciplinary exercise?
A large-scale cross-disciplinary exercise organized by the National Center of Incident Readiness and Strategy for Cybersecurity (NISC). The purpose of the exercise—targeting important infrastructure companies—is to strengthen failure-response systems by (i) verifying the effectiveness of business continuity plans and public and/or private cross-sectoral information-sharing systems and (ii) extracting issues. NTT West is also participating in this exercise as a representative of the NTT Group.
Since the exercise in 2020 was held during the COVID-19 pandemic, the participants of the exercise conducted the exercise
under the assumption of a remote response.
The exercise was conducted in a remote environment using tools (web conferencing, chat tools, and screen sharing) that are
actually used in the event of a cyber incident to simulate the actual environment. Although there were some issues regarding
communication and information sharing, the response was the same as usual while a variety of tools were used.
In parallel with the cross-sectoral exercise, we also participated in the exercise under the Chubu Cyber Security Community
(CCSC), the scenario of which considers cooperation with companies in the Central Japan region.
One of the objectives of this exercise was to proactively exchange information with participants in preparation for the Tokyo
Olympics and Paralympics to be held in 2021. Another was to confirm collaboration and identify new issues to improve the
ability to respond as a team through the community rather than individual companies.
Utilizing NTT West’s past experience in handling national events such as the Ise-Shima Summit and the G20, NTT West will
be fully prepared to handle the Tokyo Olympics and Paralympics to be held in 2021. Although 2020 took a different turn from
previous years owing to the COVID-19 pandemic, we were able to strengthen our response capabilities through the internal
and external cyber exercises mentioned above as well as strengthen cooperation with external organizations such as the
CCSC. Moreover, in light of the fact that remote response will be fundamental as the impact of COVID-19 continues, we
have been working to establish a system that will allow us to respond quickly even when working from home or in a remote
environment by learning the tools and identifying issues through exercises. We will strive to make further improvements
before the event is held, and NTT West and the NTT Group will strengthen our cooperation to prepare for the event.

❹-2 Introduction to SOC Business via Teleworking

Location-Free Security Operations
●Overview of Location-free operations
At NTT West, security operations are carried out in cooperation with a team that monitors 24H365D and a team that provides advanced technical support. The 24H365D team conducts primary analysis of security logs, and the advanced-technical-support team conducts advanced log analysis after primary analysis, maintenance and management of the log-analysis-infrastructure, and security-equipment operation.
However, to respond to emergencies more quickly and efficiently, a “location-free” system has been established to allow
remote access to security operations not only from the operation room but also from employees’ homes and satellite locations.
By using this location-free system, we could conduct advanced-technical-support operation from home at a rate of more
than 50% while remote work was promoted during the COVID-19 pandemic in 2020.
In addition, as for the 24H365D primary-log-analysis operation, the effect of outbreaks of COVID-19 cases and close contacts could be reduced by utilizing this system and implementing the following measures.
・Quickly and inexpensively build an interim-operation room in another location in order to decentralize operators.
・Establish a system that allows for 24H/365D monitoring from home temporarily in the event of a COVID-19 close contact.
24H365D team

Primary analysis

Location distribution
during COVID-19
pandemic

Operation room

Temporary operation room, home, etc.

Advanced-technical-support team
Advanced-log
analysis
Maintenance of
log-analysis
infrastructure
Operation of
security
equipment

“Location-free”
Home, etc.

Operation room

Security-operation system utilizing location-free concept
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3-5 NTT Group Activities

−

❹ Cybersecurity Initiatives of NTT West

●Security measures
The following security measures have been implemented to achieve the same level of security as possible in the case of an
operation room.
(1) “Highly accurate and periodic face recognition” to prevent unauthorized operation by a third party
(2) Deter internal fraud by being able to “check operation-screen log” at a later date.
(3) Limit outside interference by “connecting with a closed VPN”
(4) Reduce the risk of information leaks by adopting a virtual desktop interconnection (VDI) system that does not leave
data on remote terminals.
Countermeasures with
location-free system

Threats

Countermeasures taken via the operation room

Identity theft
Information leakage
Unauthorized access
Tampering
Eavesdropping

Internal crime

Restriction of
third-party use

Check history

・Connection in
closed area

・Dedicated terminal
・Countermeasures
against lost
terminals

(1) High-precision and
periodic face recognition
(2) Operation-screen
recording

・Restriction of
information output
・Record of
operation details
・Deterrent effect
by “eyes between
employees”

(3) Closed VPN

(4) Virtual desktop
interconnection (VDI)

Security countermeasures via location-free system

Log-analysis infrastructure and
security equipment
・Customer
information

・Security log

Location-free system

Virtual infrastructure

Operation screen
Recording server/
Face-recognition server

Point (3):
Connection
by closed VPN
Router

Home, etc.
Mobile
router

Dedicated
device

Closed VPN

Point (4):
Connect to VDI
(data does not remain
on remote terminal)

Point (2):
Operation-screen
log can be confirmed

Point (1):
Periodic face
recognition

Laptop
・USB connection is
not possible
・LAN connection other
than mobile router is
not possible
・Bluetooth connection
is not possible

Configuration of location-free system

(Provided by NTT West Digital Transformation Promotion Headquarters, Technology Innovation Department, Cyber Security
Strategy Office and NTT Neomeit Network Headquarters Cyber Security Operation Center)

＊NTT Neomeit Network Headquarters Cyber Security Operation Center was reorganized as the NTT Field Techno Service Engineering Division, Network Department,
Cyber Security Operation Center on July 1, 2021.
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Service disruption

Attacks

3

❺ 80%-Solvable CTF WEST-SEC
—Development of Security Human Resources through Gamification—

(provided by NTT West)

Gamification as Educational Content
“Using games for education seems ridiculous!” A while ago, that would have been the scolding reaction. However, in the
present era, using games is called “gamification” and has established itself as one kind of learning method. In the past, Nintendo’s Wii Fit, Konami’s Dance Dance Revolution, and the city-building simulation game SimCity have also been used as
educational content.
Moreover, in the security industry, a game-style competition called CTF (Capture The Flag) is popular at DEFCON (overseas)
and SECCON (Japan). CTF is a game in which participants compete for scores by searching for the “Flag” that represents the
right answer. Many skilled engineers gather from all over the world, and the prize money can be as much as 200 million yen.
Although we are far from that level, we decided to use CTF for in-house training in the hope that the participants will be motivated to participate in the training.
For reference, a screenshot of the CTF conducted by us is shown below. On the left is the screen showing a list of questions,
and on the right is the screen that pops up for each question, on which the player enters the answer in the “Flag” box. If the
answer is correct, the player will receive points.

↑ Input the answer here

▲ List of problems

▲ Individual problems

Actual screenshot of WEST-SEC CTF

CTF for Training on Internal Security
NTT West has long focused on development of human resources via, for example, learning through work, self-learning
through the Web and textbooks, participation in seminars and training, and encouraging employees to acquire qualifications.
Essentially, there is no doubt that “self-learning,” that is, learning through one’s own strong will, is the most effective way.
However, it is also necessary to motivate the participants and push the right buttons in order to stimulate them. To provide
that stimulation, therefore, every autumn, we hold a two-day training program named “Security Camp.” In the past, most of
the training sessions have been lectures by outside instructors or classroom lectures for learning advanced skills.
In 2020, group training could not be conducted, owing to the COVID-19 pandemic, so it was limited to online training. In consideration of that situation, we decided to make CTF, which can be conducted online, the centerpiece of our security camp.
Although CTF is a quiz-style competition to find the “Flag,” it is not simply a question of answering the quiz with keywords.
We included many questions that require participants to login to a server or UTM and configure an actual device to find the
answer. In other words, it was a question of practical knowledge.
So, what were the results? The internal survey evaluation was
higher than expected. The percentage of those who found it
useful (very useful + somewhat useful) was 93.9%, which is the
highest evaluation ever. The content was satisfactory, and I
● Very useful
think the benefits of the game format were significant.
● Useful to some extent
33.3%

60.6%

● Not very useful
● Not at all useful
● I can’t say one way or the other

Questionnaire: Usefulness
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3-5 NTT Group Activities

The Appeal of Gamification
So, why has CTF received such high acclaim? We believe that a clue to the answer is the appeal of gamification. Although
that appeal depends on how the game is played, in the case of the CTF used by us, we think it can be explained as follows.
• It’s not just listening to a lecture, it’s an interactive experience where the participants answers the questions themselves.
• The joy of being able to come into contact with actual machines, such as servers and UTMs, that we rarely come into
contact with in everyday life
• Feeling the thrill of not knowing whether your answer is correct or incorrect
• The elation of getting a score and competing with rivals
• Satisfaction with learning the big picture in a short period of time
• Fostering a sense of unity by working together as a team
In more detail, although CTF can be played either individually or as a team, we played as a team of four. In fact, we also tried
playing with three, five, and six players, but we concluded that four was the best in term of ease of communication.
In addition, we made it possible to display the scores of each team in real time on the CTF screen. Although the primary purpose of this display was not to compete for scores, we feel that it contributed to the sense of excitement and motivation
mentioned earlier.

Development of External Activities

Special lecture

Future Developments
In 2020, WEST-SEC’s CTF was also adopted as a curriculum for enPiT ProSec-IT@ Kyushu University, an industry-university
collaborative practical education program of the Ministry of Education, Culture, Sports, Science and Technology, and
SECKUN, an education and training program development project of the Ministry of Health, Labor and Welfare.
A company is a member of society. We want to continue our activities as part of our social contribution while not being limited
to internal human resource development. It is not an easy task to compose questions or build and operate a CTF environment. Even so, it would give us great pleasure as organizers if we could be of use to society.

(Provided by NTT West Corporate Business Headquarters, Cloud Solutions Department, Business Innovation and Sales Section,
Security Business Promotion team)
＊NIPPON TELEGRAPH AND TELEPHONE WEST CORPORATION, Corporate Business Headquarters, Cloud Solutions Department, Business Innovation and Sales Section,
Security Business Promotion team was reorganized as the NIPPON TELEGRAPH AND TELEPHONE WEST CORPORATION, Corporate Business Headquarters,
Network and Solution Department on July 1, 2021.
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NTT West places great importance on social contribution, and we have set up a community of volunteers—called
“WEST-SEC”—using their time after work. Although WEST-SEC is a simple connection between the “West” in NTT West and
“Security” (SEC), it is not limited to the West Japan area; in fact, its participants can come from anywhere in Japan and even
from overseas. CSPM, a security event organized by the NTT holding company, was also held for overseas audiences, and
many people participated regardless of the language barrier.
Expanding activities outside the company is a different challenge than within the company. In the case of in-house training, it
is possible to manage training efficiently by specifying the level of participants and assigning preliminary tasks. However, we
believe that in the case of the general public outside the company, it is valuable to have a wide range of people participate.
That situation would result in a large variation in knowledge and skill levels.
We therefore came up with several ideas. First, we prepared a wide range of questions, from easy to difficult. Next, we actively engaged in face-to-face communication, which was almost non-existent in the original CTF. Although our CTF was online,
with the cameras turned on, we could focus on conversations with the participants. At that time, we provided support for
difficult problems. However, our worries were not unfounded. The fact that it was a team game contributed well, and the participants were able to communicate and help each other within their team. Some teams divided the workload so that team
members with more experience solved the harder problems
while those who wanted to learn from the basics solved the
easier ones. In contrast, other teams worked together to solve
the same problems in a friendly manner. When an actual security incident occurs, communication skills are also required.
We were surprised that this training has become a place used
for communication.
We also received requests from companies and universities to
visit them and learn about security. The photo on the right
shows a scene from a special lecture given at Aichi Prefectural
High School of Technology. We were filled with gratitude that
the students, who have great potential for the future, were so
bright-eyed and serious about their work. We hope that what
the students learned will be useful to them when they go out
into the world.

4

Cybersecurity Topics and Technological Trends
in FY 2020

Chapter 4 describes important topics related to cybersecurity that became issues in fiscal year 2020.
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4-1 Darknet/DDoS Honeypot Analysis (January-December 2020)
In this section, we report the results of our analysis of the information obtained from the Darknet/DDoS honeypots operated
by NTT Secure Platform Laboratories which became the NTT Social Informatics Laboratories on July 1, 2021.

SYN Flood Backscatter Increase (from 11 March 2020)
• Increased TCP SYN/ACK traffic since March 11 2020, is presumed to be backscatter from SYN Flood attack.
• It is possible that a variant of MIRAI was used, because of two characteristics: the source-port ratio is almost the same and it
targeted 7574 ports.
Attacks on ARUBA Olympic
Committee and Google Cloud

Attacks targeting a German
web-hosting service (OVH)

Attacks targeting German
web-hosting services (OVH)
and data centers

Attacks targeting a Canadian
web-hosting service (OVH)

• Source ports are almost the same ratio
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Attacks targeting Google Cloud

4
Increase in Port 9530/TCP Traffic (August 30, 2020)
• SYN packets on port 9530/TCP increased from February 2020, peaking on August 30.
• Source country codes are South Korea, Vietnam, and Taiwan
• A backdoor vulnerability in Xiongmai’s video recorders was disclosed. It allows Telnet to be enabled by sending certain data
to port 9530/TCP. The attack is presumed to target this vulnerability.
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4-1 Darknet/DDoS Honeypot Analysis (January-December 2020)

Increase in HTTP Traffic (August 30, 2020-September 2, 2020)
• SYN/ACK packets at port 80 have increased since August 30, 2020. They are presumed to be backscatter from SYN Flood
attacks.
• Turkey and the US accounted for 82% of the source country codes (41% each).
• Destination port number is 80

Packet-type aggregate value
from August 30 to September 5

Country code: US
Server on Google Cloud
wix.com (website-creation service)
Country Code: TR
Turkish Airlines
Borsa Istanbul AS (stock exchange)
Borsa Istanbul AS (stock exchange)
Calik Holding (Turkish conglomerate)
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• Attack targets include wix.com, Turkish Airlines, and the Istanbul Stock Exchange.

4
Increase in Port 53413/UDP Traffic
• Packets at port 53413/UDP for multiple monitoring IP addresses increased from mid-August 2020.
• Source country code: China

• Similarly, packets from the Seychelles and the United States increased in May 2020.
• The three countries account for about 90% of the packets destined for port 53413.
• The scan is presumed to be targeting a vulnerability (disclosed in August 2014) in Netis/Netcore routers.

SC (Seychelles)

US (USA)
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4-1 Darknet/DDoS Honeypot Analysis (January-December 2020)

Memcached, Quake Network Protocol Reflection Flood (March-May 2020)
• DDoS honeypot detects UDP reflection attacks targeting ports 11211 (Memcached) and 27960 (Quake Network Protocol).

• DDoS honeypot detects UDP reflection attacks targeting port 123 (NTP).
• Attack targets include New Dream Network, CJSC ER-Telecom, and CloudFlare.
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NTP Reflection Flood (March-May 2020)

4

4-2 Efforts Concerning Security-risk Assessment
—Toward Provision of Safe Services—
Summary
Currently, “security-risk assessment” (hereafter referred to as “risk assessment”) during system development is often conducted by analysts with a certain level of know-how, and that situation makes it difficult to secure human resources. NTT is
working on systematizing the practical know-how of risk assessment that has been accumulated by experts so that even
less-experienced personnel can conduct appropriate risk assessment.
Currently, we are working on creating a general-purpose manual for risk-assessment procedures. Above all, we are focusing
on creating an environment in which the person in charge can easily carry out risk assessment in each phase of the upstream
processes in the system-development lifecycle, namely, planning, requirements definition, and design.

Development

・ Planning
・ Definition of requirements
・ Design
・ Manufacturing
・Testing

・Network-specification design

Construction

・Construction

・Testing

・ Operation

Operation

・Periodic audit
・IR

・Next-development study
System-development lifecycle

In this section, the contents of the developed risk-assessment procedure are described, and a use case of a video-distribution service using 5G is introduced as an example of risk assessment.

Necessity of Risk Assessment
・In recent years, the number of vulnerabilities has been increasing, and it is becoming difficult to address them all.
・ As technologies such as 5G communication advance, new vulnerabilities in many devices, including IoT devices, are
expected to be discovered.
・ Risk assessment is necessary to understand the vulnerabilities in an organization and to take appropriate actions with finite
resources.
●Risk assessment
Assess the risks to assets to be protected and determine their magnitude.
●By conducting a risk assessment
・Know where threats and vulnerabilities exist in the
organization.
・ Know which threats and vulnerabilities have the
greatest impact on the organization, so you can
prioritize what to do about them.
・ A limited budget for countermeasures can be used
effectively while an overall perspective is kept.

Number of vulnerability reports (as of February 4, 2021)
Source: NIST (NVD) https://nvd.nist.gov/vuln/search/statistics
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Difficulty of Risk Assessment
• Although many guidelines and manuals on risk-assessment procedures have been published around the world, the items to
be implemented are huge, and the contents are abstract.
• Implementing risk assessment is not easy because, to conduct it properly, it requires high skill level and incurs high operational cost according to the system to be analyzed.
Examples of principles and guidelines for risk assessment
・IPA’s Security Risk Analysis Guide for Control Systems
・NIST SP 800-30Revision 1
A Guide to Conducting Risk Assessment
・ISO/IEC 27001:2013
・Ministry of Economy, Trade and Industry’s Information
Security Management Standards, etc.

Determination of the
organization’s status

Risk analysis

Risk assessment

Risk assessment

Monitoring and review
Communication and consultation

Risk identification

- Analysts are confused by the number of sources they
need to refer to.
- The number of items to be implemented is enormous,
and there is no end to the work.
- The content is abstract and the detailed procedure
depends on the analyst.

Process for managing risk (taken from ISO 31000)

Difficulty of risk assessment

Efforts to Systematize Risk Assessment
In light of the changes in an environment in which the demand for risk assessment is increasing and becoming more complex,
we are working to (i) systematize analysis procedures (which have so far depended on the experience of analysts) and
(ii) compile analytic know-how to create an environment in which risk assessment can be performed by non-experts.

Expanding the
scope of analysis
through
innovations in
network
technology

Expanding the
scope of ICT use
and diversifying
its intended use

Unintelligible
guidelines

Changes in
threats

High-level skills
required for risk
assessment

Shortage of
knowledgeable
personnel

Difficulty in
continuing
risk-assessment
work

Increasing
complexity of risk
assessment

Establish sustainable
risk-assessment methods

Changes in the environment surrounding us
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→ Work costs incurred by analysts
is high, and the analysts
require high skill levels.

Risk response

4
Scope of Risk-assessment Procedure
• With reference to an actual risk assessment, the procedure from risk identification to part of the risk response was organized.
(1) Identify assets (scope of responsibility, services, functions, and equipment)
Identify asset information about assets that are expected to be used.
e.g., functions of assets and information assets
(2) Identify communication path
Define the communication environment for using the service.
e.g., sequence diagram, communication path, and protocol stack
(3) Gather information on threats, etc.
For the assets and communication paths identified in steps (1) and (2),
create a list of sources of threat information that can be referenced.

Determination of the
organization’s status

Risk assessment

Risk response

Process for managing risk (taken from ISO 31000)

(4) Create risk levels and standards
Determine judgement standards for risks and create a flow of those
risk-judgment-standards.

Runbook range

Risk analysis

Risk assessment

Monitoring and review
Communication and consultation

Risk identification

(5) List the threats (security requirements)
Based on the results of step (2), a list of threats to assets and communication channels is
created from the perspective of CIA under the assumption that impact and damage exist.
(6) Narrowing down risk-analysis range (threat and communication path)
On the basis of the list of threats established in step (5), threats and assets to be
analyzed are narrowed down, and the operations required for risk analysis are curtailed.
(7) Conduct risk analysis
What security functions are required in response to the results obtained
in step (6) is covered.
(8) Implement risk assessment
Describe the required level of support for the security functions identified
in step (7).
(9) Implement risk response
Create a list of specific countermeasures for the security functions
identified in step (7). ＊ Partially implemented in this section

Scope of risk-assessment manual

Implementation Example of Risk Assessment based on the Procedure Manual
●Contents of implementation
• Set hypothetical use cases and analyze risks by using risk-assessment manual.
• A series of phase in the risk assessment-procedure is explained, and example outputs in each phase are shown.
●How to set up a use case
To make the content easy to refer to during the analysis, the following points were considered.
• Technological elements that are expected to be used in the future are included.
• Systems and services are open and unrestricted to users.
• Systems and services are not special ones.
→ Video-distribution service
- Many cases of using 5G have been reported, and it is expected that use of 5G will continue to expand in the future.
- An unspecified number of accesses are expected, and appropriate vulnerability countermeasures are required.
- The service is well known, and a wealth of public information about it is available.
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4-2 Efforts Concerning Security-risk Assessment

Assumed Use Cases of 5G to be Analyzed
●Use cases utilizing 5G
Video-distribution services can be broadly divided into two patterns.
• Video on Demand: Deliver recorded video.
• Live streaming: Broadcast and watch in real time while images are captured.
As a use case utilizing ultra-high-speed communication and ultra-low latency (i.e., features of 5G), we examined a
live-streaming service while assuming the following specifications and conducted a risk assessment for 5G.
●Service specification
• Two types of players exist: viewers and distributors.
• Viewers can watch the video taken by the distributor in real time (live).
• Video content is saved and can be viewed later by viewers.
• Login is required for viewing and distribution.
• The service provider maintains various servers via the maintenance terminal.
• Multi-devices and multi-bit rates are supported.
• The system is built on the cloud.
• Software is managed on GitHub (as for this risk assessment, information assets are summarized as a software set).
• Services such as 4K and 8K are also available.
• Low-latency video distribution is possible.

5G network
Service
provider

Carrier

Internet
Base station

GW

Use-case system configuration
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5G network

4
Details of Use Case
• Authentication server : The server that determines whether or not the user is a legitimate user (i.e., holds user information).
• Distribution server : The server that viewers connect to when they watch the video. It receives video from the receiving
server and storage server and distributes it to viewers.
• Receiving server
: The server that accepts video from the distributor. The video is then sent to the viewer through the
distribution server.
• Storage server
: The server that stores the video that the distributor has previously distributed.
• Transcode server
: The server that converts the streaming method and bit rate of the delivered video.
• Monitoring server
: The server that monitors the logs and performance of each server.
• User DB
: The database that manages user information.

Management
terminal
Administrator
(service provider)

Video-distribution system

User DB

Authentication
server

Monitoring server

Distribution server

Transcode server

Receiving server

User (viewer)

User (distributor)

Storage server

5G network
Detailed system configuration
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4-2 Efforts Concerning Security-risk Assessment

Risk-assessment Implementation for Assumed Use Cases (Excerpt)
The risk assessment was conducted for the assumed use cases described above. The following is an illustration of the results
in the case that the “service is started by the user” part is used as an example.
Example: Risk assessment focusing on the authentication server

Risk identification
(1) An example of assets related to video distribution (high-speed communication) using 5G is supposed.
→Listed asset functions, information assets, protocols, etc.
(2) Sequence and normal communication for using the service (from service registration to login) was identified.
Asset name
Asset importance
Asset
type

Information
assets

・From service registration to login

Authentication server
High

User

○

Network
assets

Functions of assets

Authentication server

User DB

New registration screen

User-authentication function

User-information transmission

Input validation

Information registration

Authentication information and personal information

Registration-completion screen

Completion notice

Completion of registration

Input validation

Registration confirmation

Access

Line type
Data type and route
Protocol to use

Login screen

Listed in list of normal communication routes

ID and password transmission

SSH, HTTPS, SNMP, and SQL protocol

(1) Specific output of assets

(2) Specific output of communication path

From the above output, what kind of assets and communications will occur in the assumed service were identified.

Risk analysis
(3) A list of threat information was created for the information identified by risk identification.
→Guidelines, laws and regulations, required security requirements, existing system cases, past cases,
company regulations, etc. were extracted ＊ Omitted in this section
(4) For the exposed risk, a flow was created to determine the required level of countermeasures.
→Scale of impact, degree of impact (impact time, etc.), and threat level were determined, and preparations were made
to narrow down the risk. ＊ Omitted in this section
(5), (6) For the assets for which risk was identified, threats were identified and narrowed down according to the threat level on
the authentication server.
Narrowing down according to threat level
Asset name

Threat (attack method)
Unauthorized access
Physical entry

Authentication
server

Illegal operation
Negligent operation

Explanation (overview)
Device entry and attack execution via network

Threat level

Rationale

Medium

Indirectly connected to the information network

Unauthorized entry into restricted sections and areas or
removal of restrictions on physical-access-restricted devices
Direct operation of device entry and attack execution

Low
Medium

Inducing negligent operation of an insider and executing an attack, or executing
an attack equivalent to connecting to a legitimate medium and device

Unauthorized medium Unauthorized bring-in media and equipment
and device connection connection to equipment and attack execution

(5), (6) Identifying and narrowing down threats for each asset

Monitoring and entry restrictions are imposed
Indirectly connected to the information network

Low

Monitoring and entry restrictions are imposed

Low

Monitoring and entry restrictions are imposed

＊Partial excerpt

From the above output, threats to possible assets are extracted, and risks are narrowed down by threat level.
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Main information assets

Distribution server
Access

4
Risk analysis

Risk assessment

Risk response

(7) A list of security functions was created for the threats narrowed down in step (6).
(8) Based on the risk-judgment-standard flow created in step (4), the security requirement level in (7) was divided into four
stages (“required,” “recommended,” “possible,” and “unnecessary”).
(9) For the security functions identified in step (7), specific countermeasures were examined, and a list was created.
Asset name
Authentication
server

Threat (attack method)
Unauthorized access
Physical entry

Explanation (overview)
Device entry and attack execution via network
Unauthorized entry into restricted sections and areas, or
removal of restrictions on physical-access-restricted devices

(7) Security functions for narrowing down
threats are considered and created

Threat level

Rationale

Medium

Indirectly connected to the information network

Low

(9) List of specific risk
countermeasures is created

Security function

Monitoring and entry restrictions are imposed

(8) Determine required level based on risk
criteria implemented in step (4)

Contents

Request level

Countermeasures
against unauthorized access

FW, etc. are installed, and unnecessary process boards are blocked.
Device operation is limited to the internal segment, and approval is given at the time of access.
Log collection and analysis

Mandatory

Countermeasures
against tampering

FW, etc. are installed, and unnecessary process boards are blocked.
Device operation is limited to the internal segment, and approval is given at the time of access.
Block unnecessary communication by URL filtering.

Mandatory

(7), (8), and (9) Risk analysis → Flow of risk-response concrete measures

＊ Excerpt

From the above output, it became clear what kind of risk measures are necessary for each asset, and it became possible to
consider specific measures.
●Through risk-assessment implementation
By conducting risk assessment based on the procedures through risk-assessment implementation, it was possible to identify
assets related to services and conduct comprehensive risk analysis and assessment. However, risk identification and risk
analysis involve time-consuming processes, so research to achieve more-efficient risk assessment, such as partial automation, is needed.
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4-2 Efforts Concerning Security-risk Assessment

5G-specific Threats in Use Cases
Examples of 5G and local 5G-specific threats concerning high-speed communication (video) identified by this risk assessment are given as follows.
Example of 5G
video service

Equipment that is likely to be
subject to 5G-specific attack

4K/8K

Distribution server
Transcode server
Receiving server

4K/8K

Antenna (base station)
GW

4K/8K

Antenna (base station)

4K/8K

Antenna (base station)

Low-latency video

Distribution server
Receiving server
Transcode server

Low-latency video

Service in general

Unspecified

Antenna (base station)
GW

Threat to 5G video service
● DDoS

attack
As for video-streaming services, delay and congestion deteriorate service quality. Compared to
low-definition services, 4K/8K services use a large amount of bandwidth, so the amount of communication under normal conditions is expected to be large. Therefore, even if it is not a massive DDoS
attack, it may affect the service by being combined with normal communication.

● Information falsification
Before the RNC (radio network control) and security settings are made, a communication is sent to
define the wireless performance of the information terminal.
Performance information of the information terminal is transmitted in plain text, and if that information
is tampered with, it is possible that 5G standard communication will be changed to 2G, etc.
● Communication

congestion
Communication volume at base stations configured as local 5G may exceed the assumptions made at
the time of construction, due to the transmission and reception of high-definition images such as
4K/8K, resulting in communication congestion.

● Impact

on digital infrastructure of other companies
In the event of sharing infrastructure of 5G facilities, 4K/8K will cause a large amount of communications to
flow to the communications infrastructure in towers, which are common facilities for base stations, and the
volume of communications from other companies may reduce the availability of their services.
● Faulty

● Others

In the case of developing applications for smartphones, there is a risk that encryption and other
processes may become vulnerable due to the emphasis on real-time performance. Threats from
computational resources may become more apparent than before.

● Supply-chain

risks
Service interruptions through bugs and backdoors may be caused by inclusion of vulnerable devices in
equipment built for 5G.

Conclusions and Future Prospects
●Conclusions
• In this section, in anticipation of the future increase in demand for security-risk assessment, efforts to systematize risk-assessment methods and raise the level of response capability were introduced.
• A risk-assessment procedure was developed, and an example of risk assessment for a 5G video-distribution service
assumed as a use case was shown.
• Utilizing the procedures described above will enable appropriate risk assessments by people other than experts, and it is
expected that the number of personnel capable of handling such assessments will thereby be increased.
●Future prospects
• From now onwards, we aim to establish an efficient risk-assessment method by automating the phases that require operations in the risk-assessment procedure introduced in this section.
• Since the number of new-system releases, such as services using 5G, is expected to increase in the future, this risk-assessment procedure manual will be deployed within the NTT Group to further improve the capabilities of the entire group in
regard to security-risk assessment.
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operation
In a situation in which more simultaneous connections are made than before, appropriate QoS control
and bandwidth securing are required for low-delay video distribution. Logical segmentation based on
services and video contents is an example; however, to implement it, device settings are frequently
changed. In the implementation, it is possible that the service may be inadvertently affected in an
operation in which a worker intervenes.

4-3 DNS Vulnerability and Attack Method

4
Summary
In this section, a new attack method concerning DNS cache poisoning (commonly known as SAD DNS), which was released
in 2020, is described. SAD DNS was announced at CCS 2020 by researchers at the University of California, Riverside and
Tsinghua University, and as the leading method of DNS cache poisoning since the Kaminsky attack, it has become a hot
topic.
URL: https://www.saddns.net/

About DNS Cache Poisoning
It is an attack in which fake information is cached in a DNS server and affects the users who use that DNS server.
The method of inserting fake information into DNS-cache information is described hereafter. As for this attack method, in
response to a query sent from a cache server to a content server, a disguised response is sent so that it arrives before the
legitimate response.
DNS query

DNS response
DNS-cache server

DNS-content server

Fake DNS response

Attacker
Overview of DNS cache poisoning

Conditions for Establishing DNS Cache Poisoning
The following two requirements must be satisfied as conditions for establishing DNS cache poisoning:
●Condition 1: Knowing UDP source port
UDP is mainly used as the DNS protocol. And since UDP is a stateless protocol, if the source-UDP ports [65,536 (16 bit)] of
the request match, the DNS response is generally treated as a correct response.
The attacker therefore needs to know the source-UDP port used when the query was sent.
●Condition 2: Knowing DNS transaction ID
In the DNS protocol, a random 16-bit (65,536 possible values) data called a transaction ID is assigned to a DNS query. The
server side extracts the transaction ID from the DNS query and assigns it to the response.
The client side that sent the query verifies the transaction ID contained in the response and accepts the response as legitimate if the ID matches the one at the time the query was sent.
The attacker therefore needs to know the legitimate transaction ID.
To satisfy the two above-described conditions, the attacker needs a total of 32 bits of information, namely, source-UDP port
(16 bits) and DNS-transaction ID (16 bits).
The length of the DNS-transaction ID (i.e., 16 bits) is a specification from the time the DNS protocol was formulated, and in
the current high-speed-network and PC environment, it is not sufficient from a security perspective. In the case of the
Kaminski attack, the DNS-transaction ID was acquired by a brute-force attack, and SAD DNS also follows that method.
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More Details about SAD DNS
SAD DNS is a means to increase the probability of guessing “Condition 1” (knowing source-UDP port) by conducting a
side-channel attack using ICMP. Specifically, “ICMP destination unreachable” and “ICMP rate limit” are used. As for “Condition 2” (knowing DNS-transaction ID), as mentioned above, a brute force attack is conducted.
“ICMP destination unreachable” is an ICMP response sent from the destination to the source when communication is made
to a UDP port that is not open (i.e., not in use).

UDP

UDP
ICMP
destination
unreachable

Communication to an open UDP port

Communication to UDP ports that are not open

Of these limits, the global rate limit is used by SAD DNS. In the Linux kernel, a threshold for the number of transmissions per
unit time is defined as a kernel parameter, and ICMP responses that exceed this threshold are not transmitted.

UDP
ICMP
destination
unreachable

ICMP response is not sent
when threshold is exceeded
ICMP rate limit

As for SAD DNS, multiple attack methods are presented depending on the environment that the attacker can prepare (such as
IP address) and the type of DNS server software to be attacked; hereafter, however, the attack method that can be used most
universally is described.
ICMP rate limit may vary according to the server configuration, but in this example, 50 responses within 20 milliseconds are
assumed.
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ICMP rate limit is a function to limit the total amount of ICMP communications sent from the host. It includes per-IP rate limit
and global rate limit.
• per-IP rate limit: limits the amount of ICMP communication sent for each IP address
• global rate limit: limits the total amount of ICMP communication sent from the host

4
The attack flow comprises the following four steps:
(1) The attacker spoofs the IP address of the upper DNS server of the resolver and sends UDP communications to the appropriate 50 UDP ports of the resolver to be attacked.
(2) ICMP response from the resolver is returned to the upper DNS server (The request in step (1) is returned to the upper DNS
server because the IP address of that DNS server was spoofed. Since the communication is not addressed to the attacker,
it cannot be seen to come from the attacker).
Even if the ICMP response returned to the upper DNS server on the basis of per-IP rate limit is not sent, the communications to the unopened port are internally counted according to the global rate limit.
(3) The attacker sends UDP communication for verification to one UDP port that is not open on the resolver.
(4) If the 50 UDP ports to which communications were sent in step (1) contain an open port, the global rate limit has not been
reached, so “ICMP destination unreachable” is returned in response to the communication in step (3).
If an open port is not included, the global rate limit has been reached, so “ICMP destination unreachable” is not returned in
response to the communication in step (3).

Resolver

Upper DNS

Attacker

Resolver

Upper DNS

（1）

Attacker

（1）

（2）

（2）
（3）

（3）

（4）

Case in which resolver port is not open

Case in which resolver port is open

As described above, it is possible to judge whether or not the UDP port is open on the basis of the presence or absence of
the ICMP response that can be monitored in step (4). By repeating this flow multiple times, the UDP port used can be identified by using an algorithm such as a binary-search algorithm.
Since it is desirable to execute the above flow as many times as possible to actually identify the source UDP port, it is desirable to delay the arrival of the legitimate response from the upper DNS server, and the method for doing so has been made
public.
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4-3 DNS Vulnerability and Attack Method

Method of Securing Grace Time to Increase Success Rate of Attacks
Several methods have been published for increasing success rate of attacks; however, hereafter, the most-unique method,
which uses RRL (response-rate limiting＊) is focused on.

＊ A function introduced as a countermeasure against DNS reflector attacks by limiting the response from the DNS server on the basis of IP address, prefix, threshold, etc.

The attacker spoofs the IP address to that of the target DNS server and sends a large number of DNS queries to the host
DNS server.
In this way, RRL on the host DNS server is enabled, and the response is limited to DNS queries from the server targeted by
the attack.

Attacker

Attack-target
resolver

Upper DNS

A large number of
DNS queries spoofing
the IP address of the
target resolver

Method of securing grace time

However, according to the publisher’s report, only about 18% of DNS servers have RRL implemented, so RRL is not applicable
to all attacks.

Fixes in the Linux Kernel
As a countermeasure to SAD DNS, the Linux kernel now randomizes the value of the ICMP rate limit. This randomization
makes it impossible for attackers to guess the UDP port being used, since they cannot know if the rate limit had been
reached.

Conclusions
The methodology of SAD DNS was explained.
As mentioned above, DNS-cache poisoning is a race against time; however, its success rate is realistic in consideration of the
fact that (i) methods to buy time have been published and (ii) the attack can be repeated as many times as possible (depending on system configuration) in an environment in which the attack is possible.
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RRL delays response and
gives more time for poisoning

4-4 Zero-trust Security and SDP

4
Summary
This section outlines “zero-trust security” and “software-defined perimeter (SDP)” products, which have attracted attention
due to the increasing demand for telecommuting and remote work caused by the spread of the novel coronavirus.

Overview of Zero-trust Architecture
Proposed as a concept by Forrester Research, Inc. in 2010, “zero trust” is an alternative security model to the perimeter-defense model. In August 2020, the US National Institute of Standards and Technology (NIST) officially released “Special Publication (SP) 800-207 Zero Trust Architecture,” which is defined as follows:
●Zero trust:
A cybersecurity paradigm that focuses on the protection of resources by authenticating and authorizing users each time
they access a resource under the assumption that trust is not implicitly granted but continuously evaluated.
●Zero-trust architecture:
Cybersecurity planning—including component relationships, workflow planning, and access policies—based on the concept of zero trust

Cer
Log in

tif i c

ati

per
on /

mis

sio

n

Policy Decision

Decision result

Log in

Policy
Enforcement

No-trust zone

Implicit trust zone

Conceptual diagram of zero-trust access

The zero-trust architecture is designed in compliance with the following basic concepts:
(1) All data sources and services are considered individually as “resources.”
Sensors, SaaS, and user-owned devices are also considered individual resources.
(2) All communications are ensured to be individually secured.
Confidentiality, integrity, and source authentication are mandatory, and network segments are not trusted.
(3) Access to corporate resources is granted on a session-by-session basis.
Permission to access one resource is not applied to access another resource.
(4) The policy for determining access permission is determined dynamically.
Dynamic attributes (e.g., software on the device and past behavior of the user) is also collected.
(5) Devices and applications are monitored and kept secure.
(6) Authentication and authorization are performed dynamically
(including execution of re-authentication and re-authorization).
(7) Network infrastructure and communication status are monitored, information is gathered, and improved.
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From the zero-trust perspective of networks, organizations that use the zero-trust architecture are made aware of the following points in regard to enterprise networks and other networks.
● As for corporate networks
(1) A corporate private network is not an implicit trust zone.
(2) Enterprises cannot own or configure devices on the network (e.g., in the manner of BYOD).
(3) Any resource is inherently unreliable.
● As for non-corporate networks
(1) Not all resources are located on a corporate network.
(2) The network to which the remote user belongs is untrustworthy.
By implementing the zero-trust model, the following security measures and efficiency improvements can be expected.
• The risk of unauthorized access and data leakage is reduced by (i) limiting access from the company network to legitimate
users and devices and (ii) allowing access to applications and data based on a constant and dynamic assessment of risk.
• By designing and implementing functions that ensure the principle of minimum access rights without setting boundaries for
cloud or internal environments, it is possible to reduce security risks and improve business efficiency.

Deployment Scenarios and Use Cases Concerning Zero-trust Architecture

(1) Companies with facilities in remote locations
Remote employees access corporate resources in situations in which the corporate headquarters and one or more geographically dispersed locations are not connected by a corporate-owned physical network.

Companies with employees in remote areas
URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
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In NIST Special Publication (SP) 800-207, the following examples are introduced as deployment scenarios and use cases
using zero-trust architecture.

4
(2) Corporate multi-cloud/cloud-to-cloud environment
Multiple cloud providers are used to enable direct connectivity between multiple clouds without going through the corporation’s local network.
This use case corresponds to the “server-to-server” implementation of the SDP specification of the Cloud Security Alliance
(CSA).

Multi-cloud use cases
URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

(3) Companies with contracted services and non-employee access
When limited access to corporate resources is necessary to conduct business in a company that includes outside visitors
and contractors on site
Due to conditions such as employee device, user, and time, access to resources is limited.

Companies with non-employee access
URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
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4-4 Zero-trust Security and SDP

(4) Collaboration across corporate boundaries
In the case of collaboration between companies, specific members of other companies are allowed to access data.

Collaboration between companies
URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

Software-defined Perimeter (SDP)
Software-defined perimeter (SDP), which implements the zero-trust model, is a technology that allows secure access, from
anywhere, to authorized resources running in any environment. The perimeter is configured in software and controlled centrally by a controller.
Although the methods of implementing SDP can be broadly classified into several kinds, a typical method is described as
follows:
(1) Cloud Security Alliance standard type
・Configuration compliant with CSA specifications
・Separation of control plane and data plane
・Provision in agent, controller, and gateway configurations
・The controller and gateway can be deployed either in on-premises storage or on the cloud, and if they are deployed in
on-premises storage, they can be controlled from on-premises software.
・Connection by a port-knocking means of single-packet authorization (SPA) based on “RFC 4226 HMAC-based
One-Time Password.”
・The packet is the default drop, and the connection is allowed only after the correct authentication.
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(5) Companies that provide public services or customer services
This example covers public services provided by many companies. It applies when user registration is included (i.e., login
credentials have been created and issued).

4
Legend

External identity
services

Control Channel
Data Channel

(1)’ Authentication by an external identity service
(depending on configuration)
SDP
Controller

(1) A user device accesses the controller
(2) The SDP controller authenticates the user
device on the basis of identity information sent
by the user device, and it confirms the
existence of the SDP gateway to be connected.

stealth
mode

(4) The SDP Controller sends information about the
SDP Gateway to be connected to the
user device.
Agent

User
Device

The SDP gateway connects (in advance) to the controller.
(3) If the connection request is correct, the SDP controller
sends a connection permission request to the SDP
gateway

stealth
mode

DLT ／ DLTS Tunnel

Target
Host

SDP
Gateway

(5) The user device establishes a connection to
the SDP gateway via encrypted communication
and starts communication.
Cloud Security Alliance basic standard

(2) Cloud proxy type
・The SDP proxy is operated by the service-provider vendor (with a dedicated tenant for the user).
・The user deploys an SDP connector to makes an outbound connection to the SDP proxy.
・The user device then connects to the SDP proxy to authenticate and connect to the target application via the SDP connector and access the protected application.
・The advantage of this model is that it does not require the FW to expose the external port.
・If an agent is not used, there are restrictions on the applications that can be used; on the contrary, if an agent is used,
there are no protocol restrictions.

External identity
services
SDP
Connector

Target
Application

SDP
Connector

Target
Application

SDP Proxy

User
Device
Agent

User
Device
Cloud Proxy type

Conclusion
Under the circumstances in which the use of cloud computing in companies and the promotion of telework due to the corona
pandemic are advancing, it will be important to implement a zero-trust security model that assumes that all traffic is untrustworthy, instead of the traditional perimeter-security model. It is expected that the “zero trust” security model and “SDP”
(which implements the zero-trust concept) will continue to be introduced and expanded to cover important security points
such as access control to company networks.
●Reference
NIST SP800-207 Zero Trust Architecture
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
NIST SP800-207「ゼロトラスト・アーキテクチャ」の解説と日本語訳
https://www.pwc.com/jp/ja/knowledge/column/awareness-cyber-security/zero-trust-architecture-jp.html
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4-5 Fraudulent Money Transfer using NTT DOCOMO Accounts

Summary
● NTT DOCOMO press conference/NHK report
■ Event summary
• The “DOCOMO account” is a service—used by 35 financial institutions—that allows users to shop and transfer money
by mobile payment (“d-payment”) after registering the user’s bank account to allow money transfer with the service.
• A DOCOMO account can be opened either with or without a DOCOMO line subscription, and the latter way was the
target of this fraudulent transfer.
• For DOCOMO users, a system for opening a DOCOMO account—by verifying their identity by “line authentication,”
etc.—is already in place.
• On the contrary, for those who did not subscribe to a DOCOMO line, two-step authentication by e-mail was introduced.
However, the security code sent to the e-mail address registered at the time of opening the “d-account” was insufficient
for “identity verification”.
• People who do not have a DOCOMO account but have an account at a DOCOMO-partner bank were also affected.
• Damage confirmed so far: 66 cases affecting 11 banks with total value of fraud of approximately 18 million yen
• Among those partner banks, ones that have introduced two-factor authentication using account numbers, PINs, and
password cards when transferring funds via Internet banking are currently able to prevent such fraudulent transfers.
• In response to the “Report Request Order” (based on Japanese law) from the Financial Services Agency, NTT DOCOMO
had to report the facts and causes of these fraudulent transfers by September 16, 2020.
• Fraudulent use of accounts with Resona Bank occurred in May 2019; however, it was not connected to the fraudulent
use of d-accounts. Regardless, as part of the countermeasures taken, the maximum amount that can be deposited per
month was lowered from 1 million yen to 300,000 yen.

Methods of Fraud
(1) A third party illegally obtains someone’s bank-account number, cash-card number, etc. in some way or other.
It is assumed that the information is leaked somewhere through phishing, reverse brute force, etc. (facts unknown).
(2) Using the information obtained in step (1), the attacker impersonates the victim and opens a DOCOMO account.
For people who are not DOCOMO line subscribers, to verify their identity, an authentication email is sent to the email
address registered in their d-account.
(3) Linking DOCOMO account and bank account
Registering a bank account from the DOCOMO account website: For the registration procedure on the bank-website side,
all banks use the three points “account number,” “name,” and “four-digit PIN.”
(4) Send deposits to DOCOMO account for fraudulent use

(Reference) About SMS Authentication/eKYC
■About SMS authentication
SMS authentication is one means to verify someone’s identity by using the phone number of his/her smartphone or mobile
phone.
Mobile-phone numbers are suitable as a means of sending “authentication codes” because identical numbers do not exist
(so people’s cell phones cannot share numbers) and they are used as keys to identify users.
＊SMS authentication is not necessarily a secure means of authentication by itself because SMS interception (attacks using malicious smartphone apps) and other
such attacks have been confirmed.
Reference: https://pages.nist.gov/800-63-3/sp800-63b.html

■About eKYC (“electronic know your customer”)
Electronic identity authentication: a method for verifying one’s identity that can be completed online.
In 2018, the Act on Prevention of Transfer of Criminal Proceeds (hereinafter referred to as the Criminal Proceeds Act) was
amended to allow online identity authentication (eKYC).
The following four methods are used:
(1) Sending an image of the identity- authentication document and an image of the person’s appearance
(2) Sending IC chip information and image of customer’s appearance
(3) Making inquiries to banks, etc.
(4) Transferring small amounts to an account in the customer’s name
Reference: Financial Services Agency https://www.fsa.go.jp/news/30/sonota/20181130/01.pdf
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■ Response and countermeasures
• Registration of new DOCOMO accounts (for money transfer with 35 banks) was suspended temporarily from September
10, 2020 (Thursday).
• NTT DOCOMO acknowledges that the identity verification was insufficient and will discuss with the banks to compensate them in full.
• To prevent recurrence of this fraudulent transfer, measures to prevent identity theft were introduced.
• In addition to “two-step authentication by SMS” using phone numbers, “eKYC” (“electronic know your customer”),
which requires users to take and submit a photo of their face and identification documents displayed on the screen,
was mandated for those who do not have a DOCOMO line from November 26, 2020.

4
Time Series
Date of occurrence

Description of event

2019/05

It was announced at a press conference on September 10 that a report of unauthorized use had been received from
Resona Bank. At that time, the bank was offering the DOCOMO-account service to DOCOMO line subscribers only, and it
was taking measures to confirm the exact match between the DOCOMO line name and the account name. As one of the
bank’s countermeasures, the maximum amount that can be deposited per month was lowered from 1 million yen to
300,000 yen.

2020/09/03

• It was announced at a press conference on September 10 that the first report of fraudulent use had been received from
the bank.
• It was announced that an error occurred when registering a bank account with the d-payment app and logging in with a
different d-account from the “DOCOMO account.”

2020/09/04−
2020/09/09

It was announced that some banks had stopped accepting registrations of bank account and applications to change bank
accounts.

2020/09/08

It was announced that fraudulent use occurred in the case of a DOCOMO account using certain banks

2020/09/09

It was announced that all financial institutions had stopped accepting applications for registrations of bank accounts.

2020/09/10

• It was announced that certain banks had stopped charging.
• It was announced at a press conference that the amount of fraud damage was 18 million yen.

2020/09/11

NTT DOCOMO established a contact desk concerning unauthorized use of accounts.

2020/09/15

Financial Services Agency: alerting and appealing to deposit-handling financial institutions and fund-transfer companies

2020/09/18

NTT DOCOMO: Warning of fraudulent phone calls posing as compensation for fraudulent use

2020/09/18

Cashless Promotion Council: Formulation of guidelines for measures against fraudulent use through unauthorized linking
of financial-institution accounts

2020/10/14

Financial Services Agency (FSA), National Police Agency (NPA), and Consumer Affairs Agency (CAA): Warning about
unauthorized withdrawals from bank accounts through cashless-payment services

2020/10/23

NTT DOCOMO: Announcement that NTT DOCOMO would implement identity verification (eKYC, etc.) for DOCOMO
account users other than DOCOMO line users from October 27

2020/10/29

NTT DOCOMO: confirmation of 128 cases of damage and reported completion of compensation totaling 28.85 million yen

2020/11/16

NTT DOCOMO: To strengthen security of DOCOMO accounts, customers without DOCOMO lines must register “contact
mobile-phone number.”

2020/11/30

Japanese Bankers Association: Formulation of guidelines for account linkage with fund-transfer companies, etc.

2021/01/29

NTT DOCOMO: New registration of a bank account as a “DOCOMO account” and resumption of charging from the bank
account

2021/03/18

National Police Agency: Announcement of measures related to fraudulent-transfer offenses using smartphone-payment
service
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4-5 Fraudulent Money Transfer using NTT DOCOMO Accounts

Functions at the Time of Account Registration and Account Registration
for Major Domestic Mobile-payment Services, etc.
■ Necessity of SMS authentication when creating an account for another company’s mobile-payment service
・PayPay
SMS authentication available (https://paypay.ne.jp/guide/bank/)
In addition, a patent-pending feature enhances the security of SMS authentication. (https://www.ncblibrary.com/posts/17184)
・merpay
SMS authentication available (https://www.mercari.com/jp/help_center/article/687/)
・Alipay
SMS authentication available (https://xn--ccke5nlc.net/post-343/)
・LINE Pay
SMS authentication available (https://mamaroid.com/senior/line-pay-start/)
・au PAY
SMS authentication available (https://wallet.auone.jp/contents/lp/guide/otherstart.html)
・Rakuten Pay
SMS authentication available (https://pay.rakuten.co.jp/guide/register_howto/)
■ Identity authentication for linkage of typical bank account

Examples of banks presumed to be robust
・Mitsubishi UFJ Bank
→ account number, branch, deposit type, cash-card PIN, and one-time password
・Sumitomo Mitsui Banking Corporation
→ account number, branch name, deposit type, first personal-identification number
・One-time password and contract number (10-digit number issued on making contract)
・Mizuho Bank
→ branch number, account number, date of birth, cash-card PIN number, and final balance in bankbook
(https://pay-blog.line.me/archives/75806865.html#topic3)
(https://paypay.ne.jp/guide/bank/)
＊Blue letters: Information that is not written on the cash card itself or cannot be easily estimated

Conclusions
• As ICT services become part of the social infrastructure, the importance of considering security risks in the upstream process
during the development of new services is increasing. It is also necessary to consider the impact of changes in specifications
(e.g., expansion of service targets, changes in usage conditions, expansion of linked parties) in detail.
• In the future, as for entities that require high security, it will be important to verify authenticity (i.e., identification and authentication
of people, devices, and services), including the identity authentication described above.
• As a means of identity authentication, eKYC is expected to become mainstream in the future for operations other than account
opening.
Examples of operations in which eKYC is used:
identity authentication when using BtoC sharing services, identity authentication when purchasing tickets online, identity
authentication when purchasing cell phones, and post-payment decisions.
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Examples of banks presumed to be vulnerable
・AEON Bank
→ branch name, account number, and cash-card PIN only
・Japan Post
→ account name, date of birth, code number (equivalent to account number), and cash-card PIN number only
・Other banks, such as regional banks, need to be confirmed.

NTT Social Informatics Laboratories

This is the logo for NTT-CERT, the NTT Group’s Computer
Security Incident Response Team, which is administered
by NTT Social Informatics Laboratories.

